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AT&T Security Consulting
Your partner in building a secure network defense strategy

Today’s businesses must be prepared to respond to increasingly
sophisticated security threats and challenges. Spam, viruses, worms
and hackers can derail business as usual and impact your bottom
line. Meeting compliance and privacy regulations requires industry
knowledge, security expertise, and considerable maintenance and
management hours.
Security consulting services from AT&T can help you:
• Assess regulatory compliance
• Manage emerging threats
• Protect customer data
• Safeguard intellectual property
• Efficiently apply resources
• Incidence response
• Plan for IoT lifecycle

AT&T Security Consulting
When it comes to IT security today, the stakes have never been
higher. Beyond lost or stolen data, service disruptions and compliance
issues, organizations must also contend with a constant barrage of
new security threats which put their intellectual property, customer
privacy, and overall reputation at risk. AT&T Security Consulting has
an extensive history of security consulting, including some of the
most recognized experts in their respective fields. Our unique value
proposition includes a holistic security approach, to help organize
and optimize the multitude of security initiatives across your business,
as well as a focus on how security can not just protect, but actually
enable your business to do things with greater speed and agility. Our
security advisors span several disciplines including Payment Card
Industry (PCI), Secure Infrastructure (Firewall, Intrusion Detection
and Prevention systems), Policy Development, Application Security,
Risk, Governance and Compliance, and Vulnerability and Threat
Management.

To learn more about AT&T Security Consulting services,
visit www.att.com/security-consulting or have us contact you.

Security Strategy and Roadmap
AT&T Security Consulting offers an advisory service to assist with the
development of comprehensive and informative security strategies
that are effective and manageable, seeking a maximum return on
your security investments. Our consultants will evaluate and develop,
or help you revise a comprehensive information security framework
that addresses your organization’s requirements for information
protection, incident prevention, and detection and response, consistent
with industry best practices. Based upon the information protection
framework and your current security posture, AT&T Security Consulting
will establish a plan that addresses risk monitoring and mitigation
requirements, as well as, emerging technologies such as mobile and
cloud computing. A customized roadmap will be developed with
detailed project plans, identified owners, timelines and resource
allocation for the effective implementation of the security strategies.

Governance, Risk and Compliance
The AT&T Security Consulting Governance, Risk and Compliance
offer provides end-to-end consulting and advisory services for
information security, governance, risk management, compliance and
implementation. A key foundation for information protection and
risk management is in evaluating and understanding information
threats and risks, compliance requirements, and acceptable
industry practices. Our consultants can assess your security and
privacy posture, and help in implementing information protection
requirements based upon your risk tolerance and compliance
mandates. AT&T Security Consulting offers a full suite of services
to address your governance, risk and compliance needs including
Enterprise Risk Assessment FTC Mandated Assessments, HIPAA/
HITECH Compliance Assessments, Meaningful Use Risk Assessment,
ISO 27001/2 Assessments and Certification Readiness, and the AT&T
SureSeal Security Certified Program.

Payment Card Industry Solutions
AT&T Security Consulting is a Payment Card Industry (PCI) Qualified
Security Assessor (QSA), a Payment Application Qualified Security
Assessor (PA-QSA). We work closely with you to gain a strong
understanding of your business model and the critical supporting
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components and systems. This allows us to not only perform
assessments, but also to provide strong strategic and tactical advice in
the event that a PCI objective or control is not met or you experience
a data breach. This offer includes program management, PCI health
checks, readiness assessment, incident response and forensics, trusted
advisor subject matter expert guidance and annual PCI compliance
assessments.

Secure Infrastructure Services
When networks grow organically, or by merger and acquisition, they
often end up performing sub-optimally. The same is true for security
devices, for example, firewalls with thousands of rules. There may
also be various programs and requirements that drive architecture
changes such as the push towards de-parameterization and network
segmentation. Our skilled and certified security consultants have
considerable experience in the areas of network consolidation and
the analysis of data and packet flow. AT&T Security Consulting knows
how to segment networks and then tune the security devices to
improve performance and minimize impact. We have experience
with data leakage and data loss prevention tools, as well as security
event management devices and other state-of-the-art products. Our
consultants can collaborate with you to develop a cohesive security
architecture which can be deployed and integrated in an adaptive and
iterative lifecycle manner.

Vulnerability and Threat Management
The Vulnerability and Threat Management offer provides an
independent baseline and validation of the organization’s security
posture. AT&T Security Consulting offers a comprehensive and next
gen suite of vulnerability assessment and penetration testing services.
AT&T Security Consulting can simulate real-world attacks to identify
vulnerabilities in the network, evaluate risks, and develop remediation
plans that are tailored to your unique business requirements and
security needs. When an effective program of risk management is
implemented and operated in close alignment with business goals,
there are returns beyond simple cost reduction. Studies show that
firms with superior IT governance have higher profits than those with
similar strategic objectives but which lack such governance.

Incident Response Retainer Services
An incident response retainer allows a company to establish the
terms and conditions for providing services in the event of a
suspected or confirmed information security incident. With a retainer
in place, an organization has a trusted partner on standby to call in
the event of a security breach. This proactive approach can
significantly decrease response time and reduce the impact of a
security incident, including theft of sensitive data.
This service helps enable you to field a team of information security
professionals in response to a security incident or breach, assess the
nature and depth of the breach, as well as the remediation of the
breach. As part of this service we can gather and validate data that
can be shared with law enforcement authorities. This service also
provides a programmatic approach to your incident response plan.
With regular touch points and scheduled activities we can prepare
you to take action should a security incident occur. As part of the
on boarding process and preparedness exercises, AT&T Consultants
delivering the service will work with your security staff, legal and
executive teams to create internal and external messaging for use
in the event of an incident. Through the program reviews/table top
exercises the release of this messaging can be planned so that if an
incident occurs, both the timing and the method of the release of this
information is reviewed and approved ahead of the incident.

Internet of Things Security Services
The Internet of Things (IoT) is the process of deploying networkenabled devices, communications solutions, applications, layered with
analytics, to help enhance business processes and operations. The
benefits of adopting IoT are tremendous as it helps reduce costs to
the business, while improving efficiency and productivity. There is no
surprise that analysts predict that there will be 50B connected
devices by 2020. However, as IoT continues to grow, securing
the IoT ecosystem becomes more imperative. The security of this
technological ecosystem and the data that it generates should be a
fundamental requirement for every enterprise seeking to increase the
agility of their operations through IoT deployments.

Count on Security Consulting from AT&T
AT&T has a long history of developing and managing security services
that support a multi-layered architecture to help with your security
policies. AT&T security consultants have experience handling large,
complex infrastructure solution deployments. We follow industry best
practices and a standardized methodology to help reduce risks and
speed deployment of your end-to-end security solution.

For more information contact an AT&T Representative, call
877.542.8666 or visit www.att.com/security-consulting.
To learn more about AT&T Security Consulting services,
visit www.att.com/security-consulting or have us contact you.
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