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ABBREVIATION AND ACRONYM DEFINITION LIST 

Abbreviation/Acronym Definition 

BUS Binary Unit System 

CE Customer Edge 

CORBA Common Object Request Broker Architecture 

CONUS Contiguous United States 

CoS Class of Service 

CR Change Request 

CSU Channel Service Units (CSU) 

DHCP Dynamic Host Configuration Protocol 

DMZ De-militarized Zone 

DNS Domain Name System 

DOJ Department of Justice 

DSCC Deep Space Communications Complexes 

DSU Data Service Units 

DWDM Dense Wavelength Division Multiplexing 

eBGP external Border Gateway Protocol 

E-LINE Ethernet Private Line 

EoL End of Life 

EoS End of Service 

EPA Envornmental Protection Agency 

ETS Ethernet Transport Service 

FASTAR Fast Automated Restoration 

FCAPS Fault, Configuration, Accounting, Performance, and Security 

FR Frame Relay 

FTS Federal Telecommunications Services 

Gbps Gigabits per second 

GCSC Global Client Support Center 

IAP Internet Access Point 

IDPS Intrusion Detection and Prevention System 

IG Internet Gateway 

iGEMS Integrated Global Enterprise Management System 

IP Internet Protocol 

IPv6 Internet Protocol Version 6 

IPVS Internet Protocol Voice Service 

IXP Internet Exchange Point 

JUTNet Justice Unified Telecommunication Network  

KPI Key Performance Indicator 

LAN Local Area Network 

LD Long Distance 

LNP Local Number Portability 

MACD Move Add Change or Delete 

MB Megabyte 

MLS Multi-Level Security 

MNS Managed Network Service 

MPLS Multi-Protocol Label Switching 

MTIPS Managed Trusted Internet Protocol Service 
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Abbreviation/Acronym Definition 

NAP Network Access Point 

NOC Network Operations Center 

OC-12 Optical Carrier Signal; Level 12 

OCONUS Outside Contiguous United States 

PBX Private Branch Exchange 

PE Provider Edge 

POTS Plain Old Telephone Service/System 

PSTN Public Switched Telephone Network 

QoS Quality of Service 

RCA Root Cause Analysis 

RFP Request for Proposal 

RTNR Real Time Network Routing 

SDP Service Delivery Platform 

SED Service Enabling Device 

SIP Session Initiation Protocol 

SLA Service Level Agreement 

SNMP Simple Network Management Protocol 

SOC Security Operations Center 

SONET Synchronous Optical Network 

SR Service Request 

SSL Secure Sockets Layer 

STE Secure Telephony Equipment 

TCP/IP Transmission Control Protocol /Internet Protocol 

TDM Time Division Multiplexing 

TIC Trusted Internet Connection 

TO Task Order 

TS/SCI Top Secret/Sensitive Compartmented Information 

TTY Teletype 

USDA United States Department of Agriculture 

UTN Unified Telecommunications Network 

UTN-NG Unified Telecommunication Network-Next Generation 

UVN Ultravailable® Network Service  

VoIP Voice Over Internet Protocol 

VPLS Virtual Private Line Service 

VPN Virtual Private Network 

VPNS Virtual Private Network Service 

WAN Wide Area Network 
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 Volume 3 — Past Performance [L.31; L.9; M.2(3); M.2.3] 

1 Past Performance Response [L.31; M.2(3); M.2.3; C.1.2] 

1.1  Past Performance #1 [L.31; M.2.3; C.2.1.1; C.2.1.2; C.2.2.1; C.2.8.1; C.2.9; C.4] 
Table 1.1-1. United States Department of Justice (DOJ). 

1. United States Department of Justice (DOJ) 

2. Contract 1 Title: Networx Universal — Justice Unified Telecommunication Network (JUTNet) 
 Contract 2 Title: Networx Enterprise — JUTNet Voice Service 

3. Contract/TO Number 4. Total Contract Value 5. Percent of Total Contract Completed 

Networx Universal 
Contract: GS00T07NSD0007 
Task Order: NNM10AA01D 
Networx Enterprise 
Contract: GS00T07NSD0041 
Task Order: DJJ11-F-2174 

Task Order: NNM10AA01D 
$206,028,350 
 
Task Order: DJJ11-F-2174 
$36,500,000 

Task Order: NNM10AA01D 
75% 
 
Task Order: DJJ11-F-2174 
72% 

6. Contract Start & End Date 7. Contracting Officer 8. Program Manager 

TO: NNM10AA01D 
Base 7/23/10 – 7/23/13 
Option 1 – Ending 7/23/15 
Option 2 – Ending 7/23/17 

TO: DJJ11-F-2174 
Base 4/5/11– 4/29/13 
Option 1 – Ending 4/29/15 
Option 2 – Ending 4/29/17 

Markus T. Gaines 
145 N Street, NW 
Washington, D.C. 20530  
markus.t.gaines@usdoj.gov 
(202) 307-1960 

Eric Olsson 
145 N Street, NW 
Washington D.C 20530 
eric.olsson@usdoj.com 
(202) 514-9467 

9. Description of Work 

Relevant History [M.2.3] — This project covers all four mandatory EIS services: Virtual Private Network Service 
(VPNS) [C.2.1.1], Ethernet Transport Service (ETS) [C.2.1.2], Internet Protocol Voice Service (IPVS) [C.2.2.1] 
and Managed Network Service (MNS) [C.2.8.1]. Where appropriate, all necessary access arrangements which 
enabled the service delivery were included in this project. This project’s size and scope are reasonably similar to the 
four mandatory services in RFP Section C.1.2. 
Customer Satisfaction [M.2.3] — AT&T’s JUTNet performance demonstrates our ability to successfully plan, set 
up access arrangements, deliver, and support all four mandatory EIS services to a large and distributed federal 
agency spanning 2200+ CONUS/OCONUS service delivery points over the multi-year Networx contract term and 
predecessor contract dating back to 2004. Having transitioned JUTNet from a customer-managed frame relay (FR) 
network to an AT&T managed environment, the AT&T annual roll-up of Service Level Agreement (SLA) performance 
metrics demonstrates a Multi-Protocol Label Switching (MPLS) core network availability of 100% and node 
availability at 99.95%, exceeding DOJ SLA requirements. 

AT&T JUTNet layered security defense provides a multi-level secure, IPv6-based network infrastructure 
that supports data, voice, video, and multicast services with high availability. 

AT&T provides DOJ with a single, 2200+ site communications CONUS/OCONUS network that consolidates 
networks from more than 30 component organizations into a highly secure, managed MPLS network. AT&T 
supports all four EIS mandatory services on JUTnet through a single integrated AT&T program management office 
and managed services team. AT&T has delivered the JUTNet WAN to provide end-to-end circuits across any type of 
transport medium, using any protocol, to deliver multiple types of network traffic. Using the transmission 
infrastructure and AT&T WAN services of the Networx Universal contract, AT&T provides IPVS services procured 
separately via Networx Enterprise.  
Virtual Private Network Service (VPNS) [C.2.1.1] — AT&T designed JUTNet as a private IP WAN [C.2.1.1.1], that 
is capable of providing dynamically formed VPNS interconnections from any communicating user to any other user 
in the network nodes, and combinations of multipoint connections. This VPNS solution supports DOJ requirements 
for class of service/quality of service (CoS/QoS) [C.2.1.1.1] for network traffic and dynamic establishment of VPNS. 
DOJ’s VPNS has been designed using IP over Dense Wavelength Division Multiplexing (DWDM) technology for 
maximum performance and with layer-3 meshed connectivity for alternate-path rerouting and with no single point of 
failure in the core IP network. Each major node is connected to a minimum of two other nodes. Outside the U.S., 
protected facilities are obtained where available, and all nodes are connected to at least two other nodes via 
diversely routed facilities [C.2.1.1.2]. Our access-agnostic end-to-end circuits use any protocol to deliver voice, data, 
video, and multicast services. JUTNet’s IP-enabled backbone infrastructure provides: (1) private IP transport with 
encryption, (2) end-to-end service controls that use IP-based features for high performance, (3) a secondary carrier 
for transport diversity, and (4) strict SLAs [C.2.1.1.3]. AT&T provides Internet Access Points (IAP), Network Access 
Points (NAP), and Internet Exchange Points (IXP) that are seamless to DOJ [C.2.1.1.2]. OCONUS, access is routed 
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1. United States Department of Justice (DOJ) 

back through CONUS to allow for network connectivity for remote DOJ locations. AT&T network design meets the 
DOJ functional requirements for Intranet, Extranet, and remote access to support inter-component and external 
communications [C.2.1.1.1]. We track and report performance metrics monthly to remain consistent with Networx 
Key Performance Indicators (KPIs) [C.2.1.1.4]. 
Ethernet Transport Service [C.2.1.2] — AT&T’s Ethernet Private Line (E-LINE) is provided as Virtual Private Line 
Service (VPLS), which provides Ethernet-based any-to-any communication over the AT&T core MPLS network. With 
VPLS, the network emulates a switch or bridge that connects all of the customer ports on the VPNS and provides 
connectivity similar to a single bridged LAN) (i.e., Ethernet LAN or Ethernet Private LAN) [C.2.2.1.3, C.2.2.1.5]. We 
provide this service across a metropolitan area network as Gig-Ethernet links between DOJ components and/or 
sites, each up to 10 Gbps, 40 Gbps or 100 Gbps [C.2.1.2.1, C.2.1.2.2, C.2.1.2.3].  
AT&T provides Ultravailable® Network Service (UVN), a fully managed, high-speed optical transport service that is 
provided in protected and non-protected modes [C.2.1.2.3]. UVN provides DOJ custom networking solutions 
designed to meet its bandwidth requirements between component locations and network services while integrating 
Ethernet, DWDM, SONET, and Native Wavelength technologies into a single end-to-end network solution. Our UVN 
service benefits DOJ by assisting in the transformation from Time Division Multiplexing (TDM) and SONET services 
toward Ethernet, IP, and Wavelength services, and interconnects Metro Area Network fiber optics with Long Haul 
Core Wavelengths [C.2.1.2.1]. AT&T’s Ultravailable® Maintenance Center measures and reports KPI results 
consistent with Networx performance reporting requirements [C.2.1.2.4]. 
Internet Protocol Voice Service (IPVS) [C.2.2.1] — AT&T provides DOJ a secure, managed voice solution through 
the use of Voice over Internet Protocol (VoIP) technology and secure telephony equipment (STE) to integrate call 
traffic into an already secured (encrypted) IP network. “On-net” JUTNet site-to-site communication is delivered using 
the JUTNet WAN and “hop off service” leverages our SIP trunking service, AT&T IP Flexible Reach, to provide local, 
US long distance (LD), international voice and fax calling capabilities via the AT&T MPLS Network [C.2.2.1.1, 
C.2.2.1.6]. The AT&T VoIP Transport Architecture applies open standard protocols to facilitate a multi-vendor 
environment and interoperability [C.2.2.1.1]. It is designed to support existing and future Networx-compliant features 
[C.2.2.1.1, C.2.2.1.2]: 

 Voice transport (both on-net and off-net calling); dial-plan management, with Local Number Portability (LNP) 

 Voicemail box, auto attendant, and emergency responder (911/E911) services  

 Agnostic access supporting a variety of endpoints and Public Switched Telephone Network (PSTN) connectivity 

 Open-standards architecture leveraging SIP with Border Elements that “translate” the multiple protocols into SIP 

 A call control element, which manages dial plans, call signaling and call setup  

 Any-to-any IP network connectivity for Intra-Component and Inter-Component communications 

 Multi-Level Security (MLS) through Top Secret/Sensitive Compartmented Information (TS/SCI) 

 Audio and video multi-party conferencing services and accessibility via 508/Teletype (TTY) services. 
AT&T BusinessDirect® web portal provides access to DOJ Networx Performance Metrics [C.2.2.1.4], reported 
monthly by component, for each required KPI. JUTNet Voice services are managed by AT&T’s Global Client 
Support Center (GCSC) in Lansing, Michican. 
Managed Network Service (MNS) [C.2.8.1] — AT&T provides MNS via two Network Operations Centers (NOC), 
with one functioning as a continuity-of-operations site. Each NOC serves as both a NOC and Security Operation 
Center (SOC) with AT&T providing service delivery and security management of the network end-to-end [C.2.8.1.1, 
C.2.8.1.2] to the 2200+ DOJ sites. We provide 24x7 operations support, trouble management, Tier 2 problem 
management support, and applications services for VoIP, video teleconferencing, and customer-specific design and 
engineering through AT&T’s primary NOC, the GCSC in Raleigh, NC. AT&T’s Phoenix, AZ, GCSC provides back-up 
continuity of operations service with geographic diversity for disaster recovery [C.2.8.1.2].  
In 2010, AT&T began the planning and engineering design for JUTNet’s network transition to IPv6. AT&T replaced 
over 6500 pieces of equipment at the 2200 sites over an 18-month period. Following the delivery of the design in 
2012, AT&T initiated an incremental solution implementation as prioritized by DOJ on a component and cost basis. 
AT&T conducted a rigorous testing and certification program to designate network components and tools as 
“approved for use”, as tested and certified in AT&T test labs [C.2.8.1.2]. As additional features and services are 
requested, DOJ components are prioritized for service provisioning and installation. DOJ initiates Service and 
Change Requests (SRs/CRs) and Move Add Change Deletes (MACDs) through BusinessDirect®, the AT&T secure, 
web platform for ordering, provisioning, network monitoring and performance reporting [C.2.8.1.3, C.2.8.1.4].  

10. Problems Encountered on the Identified Contracts and the Offeror’s Corrective Actions 

DOJ initially ordered voice service in batches of 5000 users. However, it found that its actual, incremental 
requirements were much lower. AT&T proposed a contract modification reducing the number of licenses purchased, 
providing DOJ additional purchasing flexibility and better financial alignment with requirements. 
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1.2  Past Performance #2 [L.31; M.2.3; C.2.1.1; C.2.1.2; C.2.2.1; C.2.8.1; C.2.9; C.4] 
Table 1.2-1. United States Department of Agriculture (USDA). 

1. United States Department of Agriculture (USDA) 
2. Contract Title: Networx Universal — Unified Telecommunications Network - Next Generation (UTN-NG) 

3. Contract/TO Number 4. Total Contract Value 5. Percent of Total Contract Completed 

Contract: GS00T07NSD0007 
Task Order: AG-3142-D-10-036 

Contract: $700,000,000 Contract: 80% 

6. Contract Start & End Date 7. Contracting Officer 8. Program Manager 

Base 5/1/10  9/30/14 
Option 1  10/1/2014  
3/28/2017 

James B. Edington 
2150 Centre Ave, Bldg A, Suite 
145, Fort Collins, CO 80526 
james.edington@ftc.usda.gov 
(970) 295-5848 

Michelle D. Carlson 
5601 Sunnyside Avenue, Room 2-1250 
GWCC, Beltsville, MD 20705 
michelle.carlson@ocio.usda.gov 
(301) 504-2144 

9. Description of Work 

Relevant History [M.2.3] — This project covers all four mandatory EIS services: VPNS [C.2.1.1], ETS [C.2.1.2], 
IPVS [C.2.2.1] and MNS [C.2.8.1]. Where appropriate, all necessary access arrangements which enabled the 
service delivery were included in this project. This project’s size and scope are reasonably similar to the four 
mandatory services in RFP Section C.1.2. 
Customer Satisfaction [M.2.3] — AT&T’s support to USDA UTN-NG demonstrates our successful access 
arrangements, delivery and support of all four mandatory EIS services to a large, distributed Federal agency 
spanning 6700+ CONUS/OCONUS sites over a multi-year contract term. AT&T has delivered high-availability 
services measured with a 99.999% uptime. Our support to USDA since 2004 demonstrates over 11 years of 
dedication to the continued evolution and delivery of the UTN strategic vision, thus demonstrating AT&T’s ability to 
successfully delivery customer satisfaction over a multi-year term. 

The AT&T transition of USDA UTN to a unified, next-generation enterprise delivered network-efficiency, 
cost-effectiveness, and 99.999% availability performance in support of USDA’s mission. 

The USDA has a geographically dispersed network spanning CONUS as well as OCONUS nodes in Hawaii, 
Alaska, Guam, Commonwealth of Northern Marianas Islands, Puerto Rico, US Virgin Islands, and American 
Samoa. The USDA’s UTN encompasses more than 29 agencies and offices extending to 6,700+ sites to deliver a 
managed network architecture and shared services to all USDA sites.  
Virtual Private Network Service (VPNS) [C.2.1.1] — AT&T provides fully managed, end-to-end WAN services 
over its MPLS backbone between and among various USDA CONUS and OCONUS sites. We have delivered 
VPNS for the following applications: 1) Common, enterprise-wide VPNS to access USDA-shared internal 
resources. The Common VPNS is the trusted internal network for USDA communication; 2) Demilitarized Zone 
(DMZ) VPNS to support external web farms located at major USDA sites, multi-agency sites, and data center sites 
and enable communication with entrusted computing devices from the Internet or guest access; and 3) agency 
VPNS to provide secure communications among the individual USDA agencies [C.2.1.1.1]. 
AT&T designed the data center sites with direct access to all USDA VPNS, including Common, DMZ, and agency-
specific VPNS using high-speed access from AT&T’s core MPLS network. The Common VPNS (internal) network 
creates an enterprise-wide VPNS to access USDA-shared, internal resources, while providing access at sufficient 
capacities to support use of applications hosted at internal sites. AT&T has designed and implemented a TIC 
portal boundary to isolate the USDA internal network and resources from the untrusted networks (i.e., the Internet) 
[C.2.1.1.2]. Our VPNS architecture employs a separate DMZ VPN for direct access to Internet-facing resources, 
which supports service requests from the public to USDA Web farms. USDA sites access the Internet through two 
internet gateways (IG), which provide a network boundary and security perimeter between USDA and the Internet 
[C.2.1.1.2]. Each gateway utilizes ten OC-12 circuits for connectivity (five circuits connecting to the MPLS 
backbone, and five circuits for Internet connectivity). These ten circuits are also capable of supporting all other 
access types [C.2.1.1.3]. USDA’s VPNS service performance is reported monthly, consistent with required 
Networx KPIs [C.2.1.1.4].  
Ethernet Transport Service [C.2.1.2] — AT&T continues to enhance the UTN environment by transforming TDM 
access to new ethernet services including ethernet WAN access to VPNS. We provide access to a Layer 3 MPLS 
VPNS that provides the Ethernet WAN capability based on L3 routing and carries TCP/IP traffic or is provided as 
encapsulated IP [C.2.1.2.1]. We have provided segmentation between the independent networks through an 
extension of the DMZ network for access security. Our solution offers CoS to distinguish between IP services to 
ensure that time-sensitive, inter-active data packets have highest priority of four priority levels [C.2.1.2.2]. We track 
and report Ethernet transport service performance metrics monthly, consistent with Networx KPI standards, 
indicating a high-availability solution designed to maintain at least 99.999% uptime of Layers 2 and 3 services 



GSA FAS Office of Integrated Technology Services Network Services (NS) 2020 
Enterprise Infrastructure Solutions (EIS) 
RFP # QTA0015THA3003, Volume 3 — Past Performance 
Final Proposal Revision, November 4, 2016 February 22, 2016  

Use or disclosure of data contained on this page is subject to the restriction on the title page of this document. 4 

1. United States Department of Agriculture (USDA) 
[C.2.1.2.4]. 
Internet Protocol Voice Service (IPVS) [C.2.2.1] — AT&T established network design criteria to deliver IPVS via 
VoIP transport services [C.2.2.1.1] by expanding a physically and geographically diverse, TIC-based Domain 
Name System (DNS) solution. We implemented a managed DNS, Dynamic Host Configuration Protocol (DHCP), 
and IP Address Management (collectively, Digital Defense Initiatives) service using hardened appliances from 
Infoblox. This solution allows agencies and public users to exchange traffic with Internet and external networks 
24x7. Our design includes SEDs, address space, and devices capable of seamlessly supporting traffic between 
any two managed services end-points as part of a combined Managed Router and Managed LAN Service 
[C.2.2.1.1, C.2.2.1.5]. We implemented an enterprise-wide Cisco VoIP Telephony Service and Riverbed WAN 
Optimizer appliances to provide WAN acceleration. We provided ground support personnel to configure and test 
the IPVS equipment and “cutover” POTS lines into the USDA’s WAN router to facilitate their PBX to VoIP 
conversion. Key IPVS features and services supported include [C.2.2.1.2]: 

 On-net calling via the USDA WAN & VPNS; off-net calling with alternate routing to “hop off” to PSTN 

 Voicemail box, auto attendant, three-way conference calling, augmented 911/E911 Service 

 SIP Trunking, leveraging AT&T’s IP Flex service built into the VoIP solution [C.2.2.1.6]. 
These services leverage AT&T’s LD network, which supports telephone calls originating from any USDA CONUS, 
OCONUS, and non-domestic location over switched, dedicated, or remote access. AT&T continues to enhance the 
UTN environment, currently transforming TDM access to new ethernet services for interface access [C.2.2.1.3]. All 
voice services are proactively managed and reported consistent with required Networx KPIs by AT&T [C.2.2.1.4]. 
Our IPVS — coupled with AT&T’s Real Time Network Routing (RTNR), Advance Fast Automated Restoration 
(FASTAR) technology, and extensive backup systems — provides 136 different routing paths and minimizes the 
impact of disruption for quick recovery. 
Managed Network Service (MNS) [C.2.8.1] — AT&T provides design, engineering, implementation, 
management, and maintenance services for USDA’s Enterprise Transition Plan to remodel the network 
architecture to fully support the UTN future state vision for enterprise and security initiatives [C.2.8.1.1]. We 
conducted service planning and solution engineering to transition SEDs to managed network solution components 
(i.e., TIC, DNS, Remote Access/Endpoint Security, USDA and Agency VPN Exchanges, and Managed Sites). 
AT&T managed these transitions as new SRs or projects for which we developed an Integration Test Plan with test 
cases for validating the interfaces between Enterprise and Agency SDPs prior to installation. We tested all 
solutions in our test lab prior to implementation to verify functionality and security of the service [C.2.8.1.2]. To 
address End of Life/End of Service (EoL/EoS), we conduct technology refresh for network hardware, software, and 
services per recommendations of the hardware manufacturer, industry trends, and commercial best practices. 
AT&T provides 24x7 simultaneous service management through a triple-redundant, geographically-separated 
NOC/SOC configuration comprised of three AT&T GCSCs located in Oakton, VA, Raleigh, NC, and Tampa, FL. 
Our MNS utilizes the AT&T IGEMS platform to perform Fault, Configuration, Accounting, Performance, and 
Security (FCAPS) management. The GCSC provides real-time status of availability, connectivity, compliance 
monitoring and activity, through which we capture fault notifications and alerts. We conduct root cause analysis 
(RCA) and remediation through our Tier II and III engineering support services, which work in tandem with USDA’s 
Tier I Service Desk [C.2.8.1.2].  
Service assurance is supported through proactive network monitoring, fault detection, and fault management. Our 
GCSC MNS tools also provide a performance management system for performing real-time monitoring. AT&T 
BusinessDirect® portal provides access to alerts, events, traffic flow information from managed network devices, 
and routing information for USDA VPNs that will impact services [C.2.8.1.3]. AT&T tracks KPIs for CONUS-based 
services, including Latency, Grade of Service (Packet Loss), Availability, and Jitter. We thoroughly test our 
implementations prior to installation to verify each KPI measure is met or exceeded, and demonstrates technical 
sufficiency of delivered solutions in accordance with performance requirements. As a result of the AT&T program’s 
proactive, predictive, and reactive fault and trouble management tools, techniques and procedures, USDA’s UTN-
NG network availability remains at 99.999%, exceeding the 99.95% SLA requirement [C.2.8.1.4]. Services are 
measured and reported monthly, and demonstrate a 99+% on-time implementation [C.2.8.1.4]. 

10. Problems Encountered on the Identified Contracts and the Offeror’s Corrective Actions 

On occasions when USDA services are disrupted, we conduct an RCA and apply mitigation techniques, which 
include collecting network forensics, analyzing big data logs, writing software code to capture packet traces 
identifying the source of access in network devices, deploying specialized SNMP management software, and 
rearchitecting USDA’s DNS deployment. AT&T’s mitigation techniques and corrective actions have produced 
significant improvements and stability since implementation in 2014. 
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1.3  Past Performance #3 [L.31; M.2.3; C.2.1.1; C.2.1.2; C.2.2.1; C.2.8.1; C.2.9; C.4]  
Table 1.3-1. Environmental Protection Agency (EPA). 

1. Environmental Protection Agency (EPA) 

2. Contract Title: Networx Enterprise — EPA Wide Area Network (WAN) 2010 

3. Contract/TO Number 4. Total Contract Value 5. Percent of Total Contract Completed 

Contract: 
Contract GS00T07NSD0041 
Task Order: 0015 

Contract: $29,709,597 Contract: 79% 

6. Contract Start & End Date 7. Contracting Officer 8. Program Manager 

Contract 
Base 3/19/10 – 9/30/14 
Option 1: 10/1/14 – 3/28/17 

Patrick Simien 
1200 Pennsylvania Ave., NW, 
Mail Code: 3803R, 
Washington, DC 20460 
simien.patrick@epa.gov 
(202) 564-7279  

Greg Wadsworth 
U.S. Environmental Protection Agency 
Research Triangle Park, NC  27709 
wadsworth.gregory@epa.gov 
(919) 541-3668 

9. Description of Work 

Relevant History [M.2.3] — This project covers three mandatory EIS services: VPNS [C.2.1.1], ETS [C.2.1.2], 
and MNS [C.2.8.1]. Where appropriate, all necessary access arrangements, which enabled the service delivery, 
were included in this project. This project’s size and scope are reasonably similar to the four mandatory services in 
RFP Section C.1.2. 
Customer Satisfaction [M.2.3] —EPA WAN 2010 citation demonstrates AT&T’s ability to successfully deliver and 
support network-based IP virtual private network, Ethernet, voice, and managed services to a distributed federal 
agency spanning Headquarters, the National Computer Center, 10 regional offices, numerous laboratories and 
research centers, as well as geographically based research programs over the multiyear Networx Enterprise 
contract term. AT&T support to EPA spans the Networx Enterprise contract and its predecessor contracts, dating 
back to before the original Federal Telecommunications Services (FTS) contract. EPA’s selection of AT&T to 
provide and evolve mission-critical communications services, including private line services, local exchange 
services, Internet, and mobility/wireless services, demonstrates the agency’s satisfaction with our performance. 

The AT&T WAN VPNS design enables EPA to outsource the management and maintenance of agency 
network devices, which reduced the total cost of network ownership, management, and maintenance. 

AT&T serves as the telecommunications integrator for EPA’s 10 regional offices, numerous laboratories and 
research centers, and geographically based research programs spanning CONUS and OCONUS (Alaska and 
Puerto Rico). Our VPNS, Ethernet Transport Service (ETS), Managed Trusted Internet Provider Services (MTIPS), 
and MNS converged solution supports EPA’s voice, data, and video communications needs across the EPA 
enterprise with a scalable infrastructure for growth.  
VPNS [C.2.1.1] — The AT&T VPNS Multiprotocol Label Switching (MPLS) network supports EPA’s 
communications requirements in a fully meshed environment [C.2.1.1.1]. Our VPNS provides:  

 Any-to-Any Connectivity — Our VPNS enables communications between any two sites in a specific EPA 
VPN, eliminating the need for tandem routing and defined virtual channels between sites. As additional sites are 
added to the VPN, AT&T manages the connectivity to the private MPLS network and IP core capacity 
[C.2.1.1.3].  

 Prioritization of Traffic — We provide four (4) Class of Service (CoS) profiles for prioritization of mission-
critical voice and video.  

 IP-Based Disaster Recovery — Our VPNS provides dynamic IP disaster recovery via external Border 
Gateway Protocol (eBGP) with load balancing across six discrete CE-PE (customer edge–provider edge) 
connections and redundant routes [C.2.1.1.2]. 

MTIPS provides fully managed, trusted, and secure Internet access to all users on the EPA VPN. Our MTIPS 
service includes network-based firewall, premise based firewall, screening router, Intrusion Detection and 
Prevention System (IDPS), email scanning, antivirus, IP packet filtering, and proxy services [C.2.1.1.2]. All service-
enabling devices (SED) are AT&T owned and fully managed by the AT&T Global Client Support Center (GCSC) to 
the EPA’s configuration and policies. We measure and report monthly all required Networx key performance 
indicator (KPI) metrics, denoting consistent, exceptional VPN performance [C.2.1.1.4]. 
Ethernet Transport Service [C.2.1.2] — Our service provides Ethernet-based, any-to-any communication over 
the AT&T core MPLS network. Using Ethernet, the AT&T MPLS network emulates a switch or bridge that connects 
all of the customer ports on the VPN. The emulation provides connectivity similar to a single bridged local area 
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1. Environmental Protection Agency (EPA) 

network (LAN) (i.e., Ethernet LAN or Ethernet private LAN), and provides this service across a metropolitan area 
network (Metro-Ethernet) as Gig-Ethernet links between EPA and the AT&T MPLS network [C.2.1.2.1]. We 
provide bandwidth increments of 1, 5, 10, 40, and 100 Mbps or higher, as required by EPA, which support the 
corresponding interface types [C.2.1.2.2, C.2.1.2.3]. We provide the AT&T-owned and managed SEDs through 
which selected EPA offices use our Ethernet services for access to the EPA VPN. On a monthly basis, we 
measure and report the performance of our Ethernet access services consistent with Networx KPI reporting 
requirements [C.2.1.2.4]. 
Managed Network Service (MNS) [C.2.8.1] — AT&T provides EPA full-service design and engineering, 
implementation, management, and maintenance services [C.2.8.1.1]. We began with the EPA WAN solution 
design and conducted an architecture validation process to: (1) recommend the appropriate network access 
connection speeds and port speed recommendations to meet the agency’s requirements for current needs and 
future growth; (2) determine the necessary SED for each site; and (3) identify the physical and logical equipment 
configurations [C.2.8.1.1]. We conducted site surveys, finalized site specifications, and developed a test plan to 
validate that the installation was successful. 
Upon customer design approval, AT&T performed the solution implementation, in accordance with our 
implementation and test plans, installing SED hardware and software at each site, configuring all installed 
equipment, and performing network validation testing to verify that connected sites can communicate with each 
other and with the appropriate AT&T GCSC [C.2.8.1.2]. Upon receiving approval for the implementation and test 
plans, we initiated service provisioning, culminating in successful testing, acceptance, and service turn-up. 
Following turn-up, AT&T continued to provide service management end-to-end. The AT&T GCSC in Raleigh, 
North Carolina, serves as the primary network operations center (NOC). With a corresponding, virtual continuity of 
operation plan (for disaster recovery), GCSC monitors the WAN and proactively manages the EPA network and 
associated SEDs on a continuous basis [C.2.8.1.2]. AT&T’s end-to-end service also operates as a security 
operations center (SOC), which provides EPA a fully compliant managed trusted internet protocol service (MTIPS) 
for authorized exchange of data with other networks. Our MTIPS architecture is supported by two Trusted Internet 
Connections (TIC) or Internet gateways, which function as peering points to the Internet [C.2.8.1.2]. 
Our EPA services are managed 24x7 by our NOC engineers and monitored by the AT&T Integrated Global 
Enterprise Management System (iGEMS) — a $200M investment in an integrated set of tools that provide near-
real-time notification of and automated response to network faults [C.2.8.1.3]. We configure the iGEMS tool suite 
to monitor network performance using several complimentary approaches. We conduct polling, active probing, and 
traffic flow collection to measure several key levels, including device, element, path, and traffic flow. We collect 
Layer 3 information about all traffic conditions. We perform passive performance monitoring via Simple Network 
Management Protocol (SNMP) polling and active performance monitoring via synthetic probing [C.2.8.1.3]. We 
make these measurements more frequently than the 30-minute GSA collection interval requires. In addition, we 
use syslog analysis and traceroute ping to further monitor and secure the network. To prevent flooding of trouble 
ticket systems, as well as get to root cause more efficiently, we apply correlation techniques to collected data. 
Each of the aforementioned tools are integrated over a common object request broker architecture (CORBA) 
integration Binary Unit System (BUS) that uniquely ties these products together, which also enhances our 
correlation efforts. This integration enables AT&T to proactively identify services issues (e.g., network 
degradation), isolate faults, automatically take action, and rapidly restore or correct the EPA’s service. 
Our services are eBonded to most suppliers for service ordering, inventory, and provisioning. Our eBonding 
extends beyond our suppliers to the EPA customers whereby EPA eBonds with iGEMS to allow its IT operations 
systems to communicate effectively with the AT&T GCSC [C.2.8.1.3]. AT&T also provides a web-based tool, 
BusinessDirect®, which serves as a single point of entry for EPA’s access to all network management applications 
and performance reports. It provides visibility to service assurance (performance metrics and SLA management) 
across all AT&T services KPIs consistent with Networx requirements [C.2.8.1.4]. It provides visibility to monitor 
SLAs, view tickets, order services, track orders, and view service and configuration maps. Through direct 
eBonding as well as BusinessDirect®, AT&T provides two alternatives for EPA visibility to all AT&T network 
management transactions and reporting results. 

10. Problems Encountered on the Identified Contracts and the Offeror’s Corrective Actions 

At contract start, AT&T used a combination of then current AT&T-provided equipment to deliver on time all  
network components to bring up the service. To evolve the EPA WAN to advanced services, EPA requested a 
replacement of the existing routers with IPv6 dual stack compliant routers. Although the previous equipment was 
not at end of life/service, AT&T deployed over 100 new IPv6-compliant routers at no cost to EPA and completed 
the task in 2014.  
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 — ASSUMPTIONS AND CONDITIONS [L.9] 

A-1 Assumptions and Conditions [L.9] 

In support of our proposal response, AT&T offers the following assumptions and/or 

conditions as listed and discussed in Table A-1-1. As required, this list identifies the 

area of the RFP affected by the assumption and/or condition, and details and 

documents our proposed resolution, as well as providing the area of the proposal 

affected. In response to RFP Section L.8 Exceptions, AT&T takes no exceptions or 

deviations from the government’s requirements, clauses, provisions or terms and 

conditions of the RFP. 

Table A-1-1. Volume 3 Assumptions and Conditions. Past Performance Assumptions and Conditions are provided 
in order to support GSA’s proposal evaluation process. 

# 
Assumption or 

Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

1 The first past 
performance project in 
our Past Performance 
Response, provided in 
Volume 3, combines two 
Networx task orders.  
This is assumed to be 
compliant based on RFP 
Amendment 03, 
Question #382  

Volume 3, 
Past 
Performance 
Response, 
Table 1.1, 
Past 
Performance 
#1 

L.31.1 A question was submitted 
to GSA, that was 
responded to in RFP 
Amendment 03 as 
Question #382. GSA’s 
response clarified that such 
a dual task order project 
was compliant. This project 
includes delivery and 
access arrangements for 
all four mandatory EIS 
services.  

AT&T has included the 
DOJ JUTNet project in its 
Volume 3, Past 
Performance Response, 
in Section 1.1, Past 
Performance #1. 

 


