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Abbreviation/Acronym Definition 
100G 100 Gb/s 
3DES Triple Data Encryption Standard 
3G Third Generation 
4G Fourth Generation 
A&A Assessment and Authorization 
A&A Authorization and Accreditation 
AA Access Arrangements 
AAFES Army and Air Force Exchange Service 
AC Access Control 
ACD Automated Call Distributor 
ACS Audio Conferencing Services 
AD Active Directory 
ADA Americans with Disabilities Act 
ADM Add Drop Multiplexing 
ADSL Asymmetric DSL (Digital Subscriber Line) 
AES Advanced Encryption Standard 
AIC AT&T Integrated Cloud 
ALI Address Location Information 
AMI Alternate Mark Inversion 
ANI Automatic Number Identification 
ANSI American National Standards Institute 
AO Authorizing Official 
AOTDR Automated Optical Time Domain Reflectometer 
AOUSC Administrative Office of the United States Courts 
API Application Programming Interface  
APS Automatic Protection Switching 
APT Advanced Persistent Threat 
ARIN American Registry for Internet Numbers 
AS Autonomous System 
ASCII American Standard Code for Information Interchange AMI and B8ZS Line code 
ASN Autonomous System Numbers 
ASPR AT&T Security Policy and Requirements 
ATF Bureau of Alcohol, Tobacco, Firearms and Explosives 
ATO Authority to Operate 
AU Authorized Users 
AUP Acceptable Use Policy 
AV Audio Video 
AVI Audio Visual Interleave 
AWG American Wire Gauge 
AWS Amazon Web Services 
AWS Advanced Wireless Service 
AWS-3 Advanced Wireless Service 3 
B2Bi GW Business to Business Integration Gateway 
BCS Business Communication Services 
BFD Bidirectional Forward Detection 
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Abbreviation/Acronym Definition 
BGP Border Gateway Protocol 
BGP4 Border Gateway Protocol Version 4 
BIA Business Impact Assessment 
BIS Broadband Internet Service 
BLSR Bidirectional Line Switched Ring  
BoD Bandwidth on Demand 
BOE Building of Entry 
BRI Basic Rate Interface 
BSD Boundary and Scope Document 
BSS Business Support System 
BU Business Unit 
BU-EMC Business Unit - Emergency Management Council 
BURT Business Unit Response Team 
BYOD Bring Your Own Device  
CAD Computer-Aided Design 
CAS Channel Associated Signaling 
CBP U.S. Customs and Border Protection 
CBS Committed Burst Size 
CBWFQ Class-Based Weighted Fair Queuing 
CC Control Center 
CCS Contact Center Service 
CCV Cybersecurity Compliance Validation  
CDN Content Delivery Network 
CDNS Content Delivery Network Service 
CDR Call Detail Record 
CD-ROM Compact Disk – Read Only Memory 
CE Customer Edge 
CE-PE Customer Edge – Provider Edge 
CERT Computer Emergency Readiness Team 
CFSS Commercial Fixed Satellite Service 
CH/Conc Channel/Concatenated 
Ch/Unch Channel/Unconcatenated 
CHS Colocated Hosting Service 
CIO Chief Information Officer 
CIO-IT Chief Information Officer – Information Technology 
CIR Committed Information Rate 
CIS Center for Internet Security 
CLEC Competitive Local Exchange Carrier 
CM Configuration Management 
CMMI Capability Maturity Model Integration 
CMP Configuration Management Plan 
CMS Call Management System 
CNM Customer Network Management 
CNSSI Committee on National Security Systems Instruction 
CNSSP Committee on National Security Systems Policy 
CO Contracting Officer 
CO Central Office 
COE Customer Owned Equipment 
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Abbreviation/Acronym Definition 
COMSATCOM Commercial Satellite Communications Service 
CMSS Commerical Mobile Satellite Service 
CONUS Continental United States  
COOP Continuity of Operations Plan 
CoS Class of Service 
COW Cell on Wheel 
CP Contingency Plan 
CPE Customer Premises Equipment 
CPTP Contingency Plan Test Plan 
CPTPR Contingency Plan Test Plan Report 
CPU Central Processing Unit  
CRAC Computer Room Air Conditioning 
CRM Customer Relationship Management 
CSC Computer Sciences Corp. 
CSDS Circuit Switched Data Service 
CSP Cloud Service Provider 
CSU Channel Service Unit 
CSU/DSU Channel Service Unit/Data Service Unit 
CSVS Circuit Switched Voice Service 
CTI Computer Telephony Integration 
CTW Control Tailoring Workbook 
CUI Controlled Unclassified Information 
CWS Cable and Wiring Service 
DAA Designated Approving Authority 
DACC Digital Access Cross Connect 
DB Database 
DBMS Database Management System 
DCS Digital Cross-Connect Switch 
DCS Digital Cross-Connect System 
DDoS Distributed Denial of Service 
DES Design and Engineering Services 
DFS Dark Fiber Service 
DHCP Dynamic Host Configuration Protocol 
DHS Department of Homeland Security 
DHTML Dynamic Hyper Text Markup Language 
DID Direct Inward Dial 
DISA Defense Information Systems Agency 
DKIM Domain Keys Identified Mail 
DMZ Demilitarized Zone  
DNCP Dynamic Host Configuration Protocol 
DND Do Not Disturb 
DNIS Dialed Number Identification Service 
DNS Domain Name System 
DNSSEC Domain Name Systems Security Extensions 
DOC Department of Commerce 
DoD Department of Defense  
DoDI Department of Defense Instruction 
DoDIN Department of Defense Information Network 
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Abbreviation/Acronym Definition 
DoE Department of Energy 
DOJ US Department of Justice 
DoS Department of State 
DR Disaster Recovery 
DRP Disaster Recovery Plan 
DRS Dedicated Ring Service 
DS0 Digital Signal 0 
DS1 Digital Signal 1 
DS3 Digital Signal 3 
DSB Dual Stack Bearer 
DSL Digital Subscriber Line 
DSLAM Digital Subscriber Line Access Multiplexer 
DSS Data Security Standard 
DSS Decision Support Service 
DSU Data Service Unit 
DSX Digital Signal Cross-Connect 
DTMF Dual Tone Multifrequency 
DWDM Dense Wavelength Domain Multiplexer 
DWDM Dense Wavelength Domain Multiplexing 
E European 
E&M Ear and Mouth  
ECC Executive Command Council 
ECV Emergency Communications Vehicles 
EIS RS Electrical Industries Association Recommended Standard 
EIS2020 Enterprise Infrastructure Solutions 2020 
EIT Electronic and Information Technology 
E-LAN Ethernet Private Local Area Network 
ELEAF Enhanced Leaf Fiber 
ELIN Electronic Library Information  
E-LINE Ethernet Private Line 
EMC Emergency Management Council 
EMEA Europe, the Middle East, and Africa 
EMI Electro-Magnetic Interference 
EMO Emergency Management Operations 
EMP Electromagnetic Pulse 
ENNI External Node-to-Node Interface  
EoCu Ethernet over Copper 
EP Emergency Preparedness 
EPA Environmental Protection Agency 
EPLS Ethernet Private Line Service 
ERM Email Response Management 
ERP Enterprise Resource Planning 
ESCON Enterprise System Connection 
ESF Extended Super Frame 
ESI Electronically Stored Information 
ET Earth Terminal 
ETS Ethernet Transport Service 
ETSI European Telecommunications Standards Institute 
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Abbreviation/Acronym Definition 
EVC Ethernet Virtual Connection/Ethernet Virtual Channels 
F/W Firewall 
FAA Federal Aviation Administration 
FASTAR Fast Automatic Restoration 
FBI Federal Bureau of Investigation 
FCC Federal Communications Commission 
FD Federal Document 
FDP Fiber Distribution Panel 
FedRAMP Federal Risk and Authorization Management Program 
FEMA Federal Emergency Management Agency 
FICON Fiber Connectivity 
FIPS Federal Information Processing Standard 
FISMA Federal Information Security Management Act of 2002 
FRR Fast Re Route 
FSDP Fiber Service Delivery Point 
FT3 Fractional T3 
FTAS Fiber Threat Analysis System 
FTC Federal Trade Commission 
FTP File Transfer Protocol 
FTS Federal Telecommunications Systems 
FTTP Fiber-to-the-Premise 
FW Firewall 
GB Gigabyte 
GbE Gigabit Ethernet 
Gbps Gigabits per Second 
GCSC Global Customer Support Centers 
GETS Government Emergency Telecommunications Service 
GFE Government Furnished Equipment 
GFP Government Furnished Property 
GHG Greenhouse Gas 
GHz Gigahertz 
GIF Graphics Interchange Format 
GigE Gigabit Ethernet 
GNOC Global Network Operation Center 
GOS Geospatial One-Stop 
GPS AT&T Global IP/MPLS Network Performance System 
GPS Global Positioning System 
GR Generic Requirement 
GR-1230 Generic Requirement-1230 
GR-253 Generic Requirement-253 
GRC Government, Risk, and Compliance 
GRE Generic Routing Encapsulation 
GUI Global Unique Identifier (TFS) 
GUI Graphical User Interface 
GW Gateway 
HCM Human Capital Management 
HD High Definition 
HIPAA Health Insurance Portability and Accountability Act 
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Abbreviation/Acronym Definition 
HP Hewlett Packard 
HS High Speed 
HSPA High-speed Packet Access 
HSPD Homeland Security Presidential Directive 
HSPD-12 Homeland Security Presidential Directive 12 
HTML Hypertext Markup Language 
HTTP Hypertext Transfer/Transport Protocol 
HTTPS Hypertext Transfer/Transport Protocol Secure 
HVAC Heating, Ventilation, and Air Conditioning 
I/O Input/Output 
IA Information Assurance 
IaaS Infrastructure as a Service 
IAR Inbound Alternate Routing 
IBM International Business Machines 
ICB Individual Case Basis  
ICD Intelligence Community Directive 
ICD-705 Intelligency Community Directive-705 
ICMP Internet Control Message Protocol 
ID Identifier 
ID Identification 
IDC Internet Data Center 
IDE Integrated Development Environment 
IDPS Intrusion Detection and Prevention System 
IDS Intrusion Detection System 
IDSL IDSN Digital Subscriber Line 
IDSL Integrated Digital Subscriber Line 
IEEE Institute of Electrical and Electronics Engineers 
IETF Internet Engineering Task Force 
IF Interconnect Facilities 
IF Intermediate Frequency 
iGEMS AT&T Integrated Global Enterprise Management System 
ILEC Incumbent Local Exchange Carrier 
ILEC Independent LEC 
IMEI International Mobile Equipment Identity/Identification 
IMM Implementation Management and Maintenance 
IMS IP Multimedia Subsystem 
INRS Incident Reporting Service 
InterLATA Inter-Local Access Transport Area 
IOC Interoffice Connection 
IoT Internet of Things 
IP Internet Protocol 
IPBE IP Border Elements 
IPS Interoperability for Services 
IPS Intrusion Protection System 
IPS Internet Protocol Service 
IPSec Internet Protocol Security 
IPSS Intrusion Prevention Security Service 
IPv6 Internet Protocol Version 6 
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Abbreviation/Acronym Definition 
IPVS IP Voice Service/Internet Protocol Video Security 
IR Incident Response 
IRP Incident Response Plan 
IRS Internal Revenue Service 
IRTR Incident Response Test Report 
ISA Interconnection Security Agreements 
ISDN Integrated Services Digital Network 
ISO International Organization for Standardization 
ISP Internet Service Provider 
ISSM Information System Security Manager 
ISSO Information System Security Officer 
IT Information Technology 
ITILv3 Information Technology Infrastructure Library v3 
ITO Information Technology Office 
ITSM IT Service Management 
ITU International Telecommunications Union 
IVR Interactive Voice Response 
IXC Interchange Carrier/Channel 
JAB Joint Authorization Board 
JUTNet Justice Unified Telecommunications Network 
K Kilobit Per Second 
KHz Kilohertz 
KPI Key Performance Indicator 
L2TP Layer 2 Tunneling Protocol 
L3 Layer 3 
LAN Local Area Network 
LAS Local Autonomous System 
LATA Local Access Transport Areas 
LBI Limited Background Investigation 
LD Long Distance 
LDAP Lightweight Directory Access Protocol 
LEC Local Exchange Carrier 
LH Long Haul 
LLQ Low Latency Queuing 
LNP Local Number Portability 
LR Long Reach 
LSP Label Switched Paths 
LTE Long-Term Evolution 
M&Ps Methods & Procedures 
M2M Machine to Machine 
MAC Moves Adds Changes 
MACD Moves Adds Changes and Disconnects 
MAM Mobile Application Management 
MAN Metropolitan Area Network  
MAS Mobile Application Store 
Mbps Megabytes Per Second 
MBS Maximum Burst Size 
MCM Mobile Content Management 
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Abbreviation/Acronym Definition 
MD5 Message Digest Algorithm (128 bit) VJ 
MDM Mobile Device Management 
MEF Metro Ethernet Forum 
MERS Mobile Emergency Response Support 
MGCP Media Gateway Control Protocol 
MHz Megahertz 
MIL-STD Military Standard 
MIMO Multiple Input, Multiple Output 
MLAN Managed LAN 
MLS Managed LAN Service 
MM Mobility Management 
MMF Multimode Fiber 
MMS Multimedia Messaging Service 
MMS Managed Mobility Service 
MNS Managed Network Services 
MOS Mean Opinion Score 
MOW Most of World 
MP Media Protection 
MPLS Multiprotocol Label Switching 
MRS-NOC Managed Router Service – Network Operations Center 
ms Millisecond 
MSPP Multi Service Provisioning Platforms 
MSS Managed Security Services 
MTA Mail Transfer Agent 
MTIPS Managed Trusted Internet Protocol Service 
MTU Maximum Transmission Unit 
MWS Managed Wireless Service 
N/A Not Applicable 
NAAR Next Available Agent Routing 
NAC National Agency Check 
NACI National Agency Check with Written Inquiries 
NANP North American Numbering Plan 
NARA Network Application Readiness Assessment 
NASA National Aeronautics and Space Administration 
NAT National Address Translation 
NB Network Based 
NBFW Network Based Firewall  
NCIC National Crime Information Center 
NCP Network Control Point 
NCP Network Control Protocol 
NCPS National Cyber Protection System 
NDR Network Disaster Recovery 
NE Network Elements 
NEBS Network Equipment-Building System 
NENA National Emergency Number Association 
NFV Network Function Virtualization 
NIST National Institute of Standards and Technology 
NOAA National Oceanic and Atmospheric Administration 
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Abbreviation/Acronym Definition 
NOC Network Operations Center 
NoD AT&T Network on Demand 
NoSQL Non SQL Database 
NPA/NXX Numbering Plan Area/Numbering Plan Exchange 
NRC Nuclear Requlatory Commission 
NS National Security 
NS/EP National Security/Emergency Preparedness 
NSA National Security Agency 
NSOC Network Security Operations Center 
NTE Network Terminating Equipment 
NTP Notice to Proceed 
NXT Nuclear Transport Factor 1 
OC Optical Carrier 
OC-12 Optical Carrier 12 
OC-192 Optical Carrier 192 
OC-3 Optical Carrier 3 
OC-48 Optical Carrier 48 
OC-768 Optical Carrier 768 
OCN Optical Carrier Network 
OCO Ordering Contracting Officer 
OCONUS U.S. Territories and Possessions Outside the Contiguous 48 states 
OCx Object Linking and Embedding (OLE) custom control 
ODU3 Optical Channel Data Unit 3 
ODU4 Optical Channel Data Unit 4 
OEC Office of Emergency Communications 
OEM Original Equipment Manufacturer 
OFDM Orthogonal Frequency Division Multiplexing 
OMB Office of Management and Budget 
OOB Out of Band 
OPNFV Open Network Function Virtualization 
OS Operating System 
OSI Open Systems Interconnection 
OSPF Open Shortest Path First 
OSS Operations Support Systems 
OTN Optical Transport Network 
OTS Optical Transport Systems 
OVF Open Virtualization Format 
OWS Optical Wavelength Service 
PaaS Platform as a Service 
PAT Port Address Translation 
Pb Petrabyte 
PBX Private Branch Exchange 
PC Personal Computer 
PCI Payment Card Industry 
PCL Physical Concentration Location 
PCS Personal Communications Services 
PCS Personal Communications System 
PDA Personal Digital Assistants 
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Abbreviation/Acronym Definition 
PDH Plesiochronous Digital Hierarchy 
PDH/SDH Plesiochronous Digital Hierarchy/Synchronous Digital Hierarchy 
PDR Packet Delivery Rate 
PE Provider Edge 
PE Physical and Environmental 
PE-CE Provider Edge-Customer Edge 
PIA Privacy Impact Assessment 
PIM Personal Information Management 
PIN Personal Identification Number 
PING Packet Internet Groper 
PIR Peak Information Rate 
PKI Public Key Encryption 
PL Programming Language/Private Line 
PL Planning 
PL-IOC Private Line/Interoffice Connection 
PLS Private Line Service 
PLS/SONET/OWS Private Line/Synchronous Optical Network/Optical Wave Service 
PMI Project Management Institute 
PMOSS Performance Management Operation Support System 
POA&M Plan of Action and Milestones (consistent w/acronym list in RFP) 
POC Point of Contact 
POE Power Over Ethernet 
POM Proactive Outreach Manager 
PoP Point of Presence 
POP Post Office Protocol 
POSIP Parallel Optical Interface 
POTS Plain Old Telephone Service 
PPCoS Per Packet Class of Service 
PPP Point-to-point Protocol 
PRI Primary Rate Interface 
PS Parallel Switched 
PS Private Switch  
PS Personnel Security 
PSAP Public Safety Answering Points 
PSTN Public Switched Telephone Network 
PTT Push to Talk 
PVC Permanent Virtual Circuit 
QoS Quality of Service 
RA Risk Assessment 
RADIUS Remote Access Dial-In User Server 
RAS Replace Autonomous System 
RC4 Rivest Cypher 4 
RDBMS Relational Database Management System 
REV Revision 
RF Radio Frequency 
RFC Remote Function Call/Radio Frequency Control 
RFC-2361 Radio Frequency Code-2361 
RFI Radio Frequency Interference 
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Abbreviation/Acronym Definition 
RMF Risk Management Framework 
ROADM Reconfigurable Optical Add/Drop-Multiplexers 
RoB Rules of Behavior 
RPAS Remove Private Autonomous System 
RPP Remote Power Panels 
RS Reduced Slope 
RSVP Resource Reservation Protocol 
RTP Real-time Transport Protocol 
S/MIME Secure/Multipurpose Internet Mail Extensions (IETF) 
S/NOC Security/Network Operations Centers 
SA Services Acquisition 
SaaS Software as a Service 
SA&A Security Assessment and Authorization 
SAFER Split Access Flexible Egress Routing 
SAN Storage Area Network 
SAP Security Assessment Plan 
SAR Security/Risk Assessment Report 
SAS Statement on Auditing Standards 
SBA Small Business Administration 
SC System and Communications 
SCCP Signaling Connection Control Part 
SCI Sensitive Compartmentalized Information 
SCIF Sensitive Compartmentalized Information Facility 
SCN Shared Component Nodes 
SDD System Design Document 
SDDC Software Defined Data Centers 
SDH Synchronous Digital Hierarchy 
SDK Software Development Kit 
SDN Software Defined Network/Networking 
SDP Service Delivery Point 
SDSL Symmetric DSL 
SDWANS Softward Defined Wide  Area Network Service 
SED Service Enabling Device 
SEIM Security Event and Incident Management 
SEN Security Enforcement Node 
SF Super Frame 
SF Standard Form 
SHA Secure Hash Algorithm 
SI System and Information 
SIEM Security Information and Even Management 
SIP Session Initiation Protocol 
SLA Service Level Agreement 
SM Single Mode 
SMF Single Mode (Optical) Fiber 
SMPP Short Message Peer to Peer 
SMS Short Message Service/System 
SMS/MMS Simple Network Management Protocol 
SNMP Short Message Service/System 
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Abbreviation/Acronym Definition 
SOAC Security Operations Analysis Center  
SOC Security Operations Center 
SOC1 Service Organization Control 1 
SOC2 Service Organization Control 2 
SOC3 Service Organization Control 3 
SOHO Small Office Home Office 
SOMC Security Operations Management Center 
SON Self Optimizing Networks 
SONET Synchronous Optical Network 
SONETS Synchronous Optical Network Service 
SP Special Publication 
SPF Sender Policy Framework 
SQL Structured Query Language 
SR Short Reach 
SRE Service Related Equipment 
SRL Service Related Labor 
SS7 Signaling System 7 
SSA Social Security Administration 
SSAE Statement in Standards for Attestation Engagements 
SSG Satellite Solutions Group 
SSL Secure Sockets Layer/System Specifications Language 
SSL/TLS Secure Sockets Layer/Transport Layer Security 
SSM Synchronous Status Messaging 
SSP System Security Plan 
ST Straight Tip 
ST&E System Test Evaluation 
STD Standard 
STS Synchronous Transport Signal 
SWC Serving Wire Center 
T1, T3  T-Carrier 1, T-Carrier 3 
TACAC  Terminal Access Controller Access Control  
TACACS Terminal Access Controller Access Control System 
TB Terabyte 
TCP Transmission Control Protocol 
TDM Time Domain Multiplexing 
TF Toll Free 
TFN Toll Free Numbers 
TFS Toll Free Service 
TIA-942 Telecommunciations Industry Association (Standard) 
TIC Trusted Internet Connection 
TICS Trust Internet Connection Service 
TL9000 Telecommunications Sector-specific ISO 9000 
TLS Transport Layer Security 
TMS Threat Management System 
TO Task Order 
TOH Transport Overhead 
TS Top Secret 
TS/SCI Top Secret/Sensitive Compartmented Information 
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Abbreviation/Acronym Definition 
TSP Telecommunications Service Priority 
TTS Text to Speech 
TTY Teletypewriter 
TVA Tennessee Valley Authority 
U.S.C. United States Code 
UC Unified Communications 
uCPE Universal Customer Premises Equipment 
UCS Unified Communications Service 
UDP User Datagram Protocol 
UIFN Universal International Toll-Free Numbers 
ULH Ultra Long Haul 
UM Unified Messaging 
UMTS Universal Mobile Telecommunications Service 
UNI User to Network Interface 
UPS Uninterruptible Power Supply 
UPSR Unidirectional Path Switched Ring 
URL Universal Resource Locator  
URL Uniform Resource Locator 
USAID US Agency for International Development 
US-CERT United States Computer Emergency Readiness Team 
USDA US Department of Agriculture 
VA US Department of Veteran Affairs 
vCE Virtual Customer Edge Router 
VESDA Very Early Smoke Detection Apparatus 
VLAN Virtual Local Area Network 
VM Virtual Machines 
VNF Virtualized Network Function 
VNIC Virtual Network Internet Connection 
VoIP Voice over Internet Protocol/Packet 
VPAT Voluntary Product Accessibility Template 
VPE Virtual Provider Edge Router 
VPLS Virtual Private LAN Service 
VPN Virtual Private Network 
VPNS Virtual Private Network Service 
VRF Virtual Private Network Routing and Forwarding 
VS Voice Service 
VSR Very Short Reach 
VSS Vulnerability Scanning Service  
VT1.5 Virtual Tributary 1.5 
VTS Video Teleconferencing Service 
WAN Wide Area Network 
WCS Web Conferencing Service 
WDM Wavelength Division Multiplexing 
WFM Workforce Management 
WFO Work Force Optimization 
WiFi Wireless Fidelity 
WPS Wireless Priority Service 
WS Wireless Service 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number: P01260 

Effective Date:  September, 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5  

xxviii 
 

Abbreviation/Acronym Definition 
xDSL Multiple Digital Subscriber Line 
XML Extensible Markup Language 
YE Year End 
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VOLUME 1 — [L.29; L.11; M.2.1; C.1; C.2; C.4] 
1 Proposed Network Architecture [L.29(1); L.29.1; M.2.1] 

General Services Administration (GSA) 
customer agencies will benefit from our 
ongoing network investments, extensive suite 
of services, and skilled personnel for custom 
and highly-secure, mission-focused 
telecommunications and information 
technology (IT) solutions. These solutions will 
enable customer agencies to achieve mission goals faster, more effectively, and 
with fewer resources, now and over the life of the Enterprise Infrastructure 
Solutions (EIS) contract.  
This section addresses the four evaluation criteria delineated in Request for Proposal 

(RFP) Section M.2.1: 

 Understanding: The AT&T architecture reflects our understanding of both current and 

future federal needs. We meet current needs by offering 27 of the 32 EIS services. We 

will meet future needs by planning for emerging technologies, such as software 

defined networks (SDN) and network function virtualization (NFV), which will enable 

agencies to respond to opportunities and threats with unprecedented agility.  

 Quality of Services: 
­ Compliance: Our architecture complies with the requirements of all 29 services we 

are bidding. 

­ Scalability: The AT&T $140B network investment over the last six years  

(2009 – 2014) demonstrates our ability to increase the scale of our architecture. 

­ Reliability: The AT&T service availability ranges from 99.9% to 99.9999%, fully 

achieving EIS requirements. 

­ Resilience: The AT&T core network has no single points of failure. AT&T network 

business units each follow established response plans to address network events 

and have escalation paths to senior management as needed. 

AT&T’s EIS Solution Summary 
Enabling Agency Missions through 
Innovative, Integrated, and  
Secured Enterprise Solutions 
 Unrivaled global coverage & capacity 
 Extensive solution offerings 
 Best-value pricing commitments 
 Cyber security expertise to anticipate and 

counter threats 
 EIS transition expertise 
 100% compliant response 
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 Service Coverage: We serve the top 25 Core-based Statistical Areas (CBSA), and 99 

of the top 100 CBSAs. In total, AT&T proposes mandatory services in 779 of the 931 

CBSAs. Most all of the optional CBSA-based services are proposed in 779 CBSAs 

except Optical Wavelength Service (OWS) and Synchronous Optical Network Service 

(SONETS), which are proposed in 771 CBSAs, and Dark Fiber Service (DFS), which 

is proposed in 12 CBSAs.  

 Security: The security architecture incorporates: 

­ Managed Trusted Internet Protocol Service (MTIPS) 

­ Agency traffic routing 

­ EINSTEIN Enclave interfaces  

­ Control mechanisms for failsafe traffic redirection 

­ Top Secret/Sensitive Compartmented Information (TS/SCI) cleared personnel to 

sustain transport key performance indicators (KPI) while delivering services. 

As the GSA conceived and deployed its Network Services 2020 (NS2020) strategy in 

support of its agency customers, it recognized that current and future technologies and 

solutions must be reliable, scalable, and highly secured to support the agencies’ 

missions. Further, service solutions must be delivered ubiquitously to agency locations, 

whether domestic or abroad, with the ability to support users who are on site, remote, or 

mobile. To meet these challenges, GSA needs EIS contractors such as AT&T to provide 

highly secured, reliable, scalable, and competitively priced service solutions and support 

to its customer agencies worldwide.  

AT&T has invested significantly in our network, service portfolio, and personnel, who 

design, develop, implement, and support the network and services. 

Table 1-1 summarizes AT&T EIS service offerings, which result from a detailed 

assessment of the RFP requirements, and provide a 100% compliant solution set that is 

highly reliable, highly resilient, highly secured, low-risk, comprehensive, global, highly 

scalable, and “future first”. Additionally, AT&T is offering mandatory services in 99 of the 

top 100 CBSAs, and in 779 CBSAs in total. We provide the mandatory services to all 

government locations in the CBSAs we are proposing. We welcome the opportunity to 

continue delivery of our service solutions to the GSA and its customer agencies. 
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Table 1-1. AT&T EIS Services and Coverage Summary. Agencies receive an extensive suite of EIS services with 
comprehensive CBSA and non-domestic coverage from one of the industry’s most recognized & capable providers. 

Service 
(RFP Section C.1.8.1,  

M-Mandatory) 

C
om

pliant 
(Y-yes) 

Top 100 
C

B
SA

s 

Total C
B

SA
s 

C
overed 

N
on-D

om
estic 

Locations 
C

overed 

Service 
(RFP Section C.1.8.1,  

M-Mandatory) 

C
om

pliant 
(Y-yes) 

Top 100 
C

B
SA

s 

Total C
B

SA
s 

C
overed 

N
on-D

om
estic 

Locations 
C

overed 

Virtual Private Network (M) Y 99 779 149 Commercial Fixed Satellite Y N/A N/A N/A 
Ethernet Transport (M)  Y 99 779 0 Managed Network (M) Y 99 779 0 
Optical Wavelength Y 99 771 0 Web Conferencing Y N/A N/A 0 
Private Line Y 99 779 11 Unified Communications Y 99 779 0 
Synchronized Optical 
Network 

Y 99 771 0 Managed Trusted Internet 
Protocol 

Y 99 779 46 

Dark Fiber Y 10 12 0 Managed Security Y 99 779 0 
Internet Protocol  Y 99 779 46 Managed Mobility Y N/A N/A N/A 
IP Voice (M) Y 99 779 0 Audio Conferencing Y N/A N/A 26 
Toll Free Y 99 779 170 Department of Homeland 

Security (DHS) Intrusion 
Prevention Security 

Y N/A N/A N/A 

Contact Center Y N/A N/A N/A Access Arrangements (M) Y 99 779 170 
Collocated Hosting Y N/A N/A N/A Service Related Equipment Y 99 779 0 
Infrastructure as a Service Y N/A N/A N/A Service Related Labor 

(SRL) 
Y 99 779 0 

Content Delivery Network Y N/A N/A N/A Cable and Wiring Y 99 779 0 
Wireless Y N/A N/A N/A National Security and 

Emergency Preparedness Task-Order Based 

No-Bid Optional Services 
Circuit Switched Voice Service, Circuit Switched Data Service (CSDS), Commercial Satellite Service (mobile only), 
Video Teleconferencing Service (VTS), Platform as a Service (PaaS), Software as a Service (SaaS) 

Notes 
(1) Applying RFP Sections G.2.4, Contract Modifications, and J.4, Guidelines for Modifications to EIS Program 

Contract, no-bid optional services could be specified, priced, and added to the EIS contract following award 
based on the need to respond to specific agency task order requirements. 

(2) Services marked N/A for coverage are non-CBSA. 
(3) Dark Fiber Service is provided as a custom solution service.  

To facilitate the review of our proposal, Table 1-2 provides a guide mapping RFP 

Sections C.1.1 through C.1.8.9 to the proposal response.  
Table 1-2. Mapping RFP Sections C.1.1 through C.1.8.9 to the Proposal Response. To facilitate the review of the 
proposals, this table maps RFP Sections C.1.1 through C.1.8.9 to our proposal response. 

RFP Section Proposal Section or Subsection Name Proposal Section 
C.1.1 Proposed Network Architecture 1 
C.1.2 Proposed Network Architecture 1 
C.1.3 Proposed Network Architecture 1 

Geographic Coverage 1.1.1 
Service Coverage 1.3 

C.1.4, C.1.5 Informational N/A 
C.1.6 Network Function Virtualization/Software-Defined Networking 1.1.5 
C.1.7,C.1.8.1,C.1.8.2 Informational N/A 
C.1.8.3 Performance Metrics 2.1.1 – 2.1.3 

Performance Metrics 2.2.1 – 2.2.8 
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RFP Section Proposal Section or Subsection Name Proposal Section 
C.1.8.4 Standards 2.1.1 – 2.1.3 

2.2.1 – 2.2.8 
C.1.8.5 Voice Services 2.1.2 

Voice Services 2.2.2 
Service Coverage 1.3 
Interface; Performance Metrics 2.1.1 – 2.1.3 
Interface; Performance Metrics 2.2.1 – 2.2.8 

C.1.8.6 Interoperability 1.1.2 
Connectivity 2.1.1 – 2.1.3 
Connectivity 2.2.1 – 2.2.8 

C.1.8.7 Services Risk Management Framework Appendix A 
MTIPS Risk Management Framework Appendix B 
Security 2.1.1 – 2.1.3 
Security 2.2.1 – 2.2.8 

C.1.8.8 NS/EP 1.1.3 
IPv6 1.1.4 
Security 1.4 
External Traffic Routing Requirements 2.1.1 – 2.1.3 
External Traffic Routing Requirements 2.2.1 - 2.2.8 

C.1.8.9 Assumptions and Conditions Assumptions and Conditions  

1.1 Understanding [L.29.1(A); M.2.1(1); C.1] 
Customer agencies will have access to a wireless and wireline network, tools, 
and personnel with a history of demonstrated performance in designing and 
implementing solutions in support of agency mission requirements and provide 
best-value through shared, cloud-based, and managed solutions. With the 
transition to an all-Internet Protocol (IP) network and SDNs, AT&T offers 
customer agencies the technology and tools to self-configure and modify their 
networks in real time and efficiently take advantage of emerging services. Over 

the next 15 years, agencies will demand advanced networks with the capability for 

continuous and non-disruptive performance improvements to achieve or exceed their 

missions. During this time, agencies will face multiple network transitions. Specifically, 

agencies will transition towards highly secured, managed, mobile, and wireline IP-based 

networks that integrate new and emerging cloud services. Agencies will use the new 

network architectures to create telecommunication solutions required for their missions. 

As carriers evolve to SDN, agencies will benefit from self-provisioned services and 

accelerated service delivery. Table 1.1-1 provides a summary of the transition 

opportunities available to the agencies over the EIS contract life. 
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Table 1.1-1. Architecture Supports Agency Technology Requirements Now and In the Future. The AT&T 
extensive network architecture supports agency needs, such as communications, data transport and IT applications. 
Technology Description Benefit to Agency 
IP 
networking 

 Transition of agency data transport to IP or virtual 
private network (VPN)  
 Transition of agency applications to IP network 
 Consolidation of wireline and wireless IP traffic on 

single IP network  
 Transition of network management to support IP 

network 

 Operating Cost Savings: Consolidates 
traffic to a single network 
 Unified Communications: Integrates 

wireline and wireless network and 
applications 

Mobility   Mobile access to the agency’s applications and data 
 Proliferation of smartphones 
 Increasing demand for mobile applications that use 

smartphone capabilities  
 Wireless communication that enables agency 

personnel to conduct their mission at any location 
 Demand for increasing data plans to support 

sophisticated applications and services 
 Requirement for managed wireless applications  
 Integration of agency wireless and wireline networks 

is required 

 Mobility: Agency personnel able to 
conduct mission wherever they are 
located (i.e., remote site home) 
 Accessibility: Agency personnel are 

accessible wherever they are located 
 Time Saving: Agencies can respond 

faster to critical situations with mobile 
applications 
 Productivity: Agency personnel will have 

access to critical data delivered anywhere 
and in compliance with federal security 
standards.  

Service 
solutions  

 Solution consists of two or more services that work 
harmoniously to achieve a unified service/solution  
 Agencies may create custom solutions consisting of 

multiple services to achieve their mission  
 Vendor designs, implements, delivers, monitors, and 

maintains the agency-specific solution 
 Task order (TO) format provides a venue to offer 

complex solutions consisting of multiple services  

 Custom Solutions: Enables agencies to 
create custom communications solutions 
in support of agency mission, enabling 
single point of accountability 
 Integrated Services: Agencies may 

integrate multiple EIS services into an 
agency-specific solution to achieve a high 
degree of effectiveness 

Cloud   Services are available and on demand 
 Service may be purchased per use or as needed 
 Agencies can self-provision cloud services  
 Operating system and application software may be 

provided with cloud service  
 Agencies may add and remove applications as 

desired  
 Agencies may access the cloud via the Internet or by 

VPN 

 Operating Cost Savings: Services may 
be procured as needed in quantities that 
fit agency mission needs  
 Reduce Capital Expense: Agencies 

procure services with operations expense 
rather than capital investment  
 Start and Stop Service, as Needed: 

Agency can order and disconnect cloud 
services as needed, including adaptable 
network access to the cloud 

Managed 
networks 

 Agency outsources solution to vendor 
 Vendor designs procures, configures, installs, 

manages, and monitors agency equipment 
 Vendor provides personnel and tools for managed 

networks 
 Vendor will troubleshoot managed devices when 

there is a service issue 
 Agencies can monitor managed service through on-

line reporting tools 
 Agency may add, modify, or discontinue managed 

network service (MNS) as needed via on-line tools 

 Operating Cost Savings: Agencies can 
lower their network costs by shifting 
network management responsibilities to 
AT&T, where economies of scale are used 
to reduce agency costs 
 Reduce Capital Expense: Agency does 

not need to invest in network management 
tools 
 Procure Service as Needed: Agencies 

may add, modify, or discontinue service 
without impacting capital expense 
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Technology Description Benefit to Agency 
Software- 
defined 
Networks  

 Software controlled environment allows network 
functions and applications to be turned up and 
turned down like applications on a computer 
 Service automation through an orchestration layer 

enables the network to combine and configure 
network functions to match the agency’s service 
requirements 
 Generic reusable hardware supports multiple 

network functions and applications, allowing a single 
piece of equipment to perform multiple functions 
 Optimize network resources by virtualizing functions 

and platforms, which allows network resources to be 
shared 

 Accelerate Service Delivery: Software 
controlled environment enables current 
service delivery time to be reduced by 
~90%.  
 Operating Cost Savings: SDN enables 

agency cost savings because the agency 
can buy the network that they need when 
they need it without over-provisioning for 
peak usage 
 Digital Service Interface: Agencies may 

self-provision service through a web-
based interface 
 Reduced Capital Expense: Single piece 

of equipment performs multiple network 
functions such as routing, switching, or 
security  

To embrace these network technologies, agencies require an offeror with a full service 

network. Agencies will benefit from the nearly $140B investment AT&T made in our 

networks in the US over the last six years (2009-2014). In 2015, AT&T invested $18B in 

network equipment and $18B in wireless spectrum; outside the U.S, AT&T invested $5B 

in Mexico. Agencies will benefit from the AT&T intended investment over the next 15 

years, knowing they will have access to a network that enables them to transition to 

future networking technologies. Table 1.1-2 outlines AT&T network infrastructure 

available to the agencies. 
Table 1.1-2. AT&T Network Addresses Agency Technology Needs Over the Next 15 Years. With AT&T, 
agencies can leverage these key network technologies to achieve their mission goals. 
Technology AT&T Network Benefit to Agency 
IP 
networking 

 Multi-Protocol Label Switching (MPLS) 
Network Core 
 107 Petabytes of data transported daily 
 3800+ IP network nodes 
 1,478,727 of 40 Gigabits per second (Gbps) 

wavelength miles  
 70,865 of 100 Gbps wavelength miles 
 Network reaches 197 countries 
 MPLS Fast ReRoute: Restore backbone traffic 

in <100ms 
 Optimized Open Shortest Path First (OSPF) 

selects optimal routing to minimize latency 
 Comprehensive Network Security:  
 Physically and logical separation  
 Maximize automation to minimize human 

interaction with network  
 Continuous testing, monitoring, and response 

to security events 

 Scalability: The MPLS network capacity easily 
supports the federal government traffic now and 
through the next 15 years. 
 Reach: With service in 197 countries, agencies 

will be able to connect at almost any location 
where their mission takes them. 
 Reliable: Minimal downtime means a higher 

degree of mission delivery. 
 Performance: Low latency means better 

agency application performance. 
 Secured: Agency information is secured when 

sent across AT&T MPLS network due to AT&T 
Seven Pillars of Security — separation, 
automation, monitoring, control, testing, 
response, and innovation. 
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Technology AT&T Network Benefit to Agency 
Mobility   4G long term evolution (LTE) network: Most 

reliable and strongest LTE network 
 Fewest dropped calls: 99% of all calls on AT&T 

network stay connected 
 Smartphone industry leader 
 Covers 99% of Americans; LTE network 

coverage for 310M people  
 International LTE data roaming in 50+ 

countries 
 99% of traffic carried by Ethernet backhaul to 

cell towers  
 Acquisition of 10x10 megahertz (MHz) block of 

Advanced Wireless Service 3 (AWS-3) 
spectrum provides for network capacity for 
future growth 

 Quality: Strong LTE signal provides reliable, 
uncorrupted access to information by agency 
personnel wherever they are. 
 Reach: With 99% of America covered, an 

agency will receive broadband access when 
and where desired to accomplish mission.  
 Capacity: Agency personnel can access 

agency-specific information or applications on 
demand, regardless of scale.  
 Scalable: Acquisition of spectrum will enable 

agencies to grow their data consumption 
without concern for impacting quality. 
 Roaming: Roaming agreement enable agency 

personnel to access LTE bandwidth when 
outside the United States. 

Service 
solutions  

 Offer full portfolio of services for solutions: 
Data, Voice, Contact Center, Colocated 
Hosting, Cloud, Wireless, Satellite, Managed, 
Access, Equipment, Labor  
 Construct customer solutions specific to 

agency’s mission 
 Integrate service components into a single 

solution 
 Provide end-to-end management 

 Full Portfolio: A broad portfolio of services 
enables agencies to implement integrated 
complex solutions from a single vendor. 
 Single Vendor: A single vendor eliminates 

finger pointing, and gives the agency the power 
to resolve issues. 
 Custom Solutions: Purpose-built solutions at a 

standard services price. 

Cloud   EIS offers services currently from leading cloud 
provider IBM 
 AT&T NetBond provides pre-provisioned VPN 

access to additional cloud providers: Amazon 
Web Service (AWS), Blue Jeans Network, Box 
Cisco, CSC, HP, IBM, Salesforce, Softlayer, 
Sunguard, VMWare. 
 AT&T 38 global data centers; 22 US data 

centers 
 Broad portfolio of hosting & cloud services: 

colocation; compute; storage; networking; 
security; operating systems; applications 

 Best of Breed: AT&T agnostic approach to 
providing cloud services enables agencies to 
select “best of breed” cloud providers. 
 Highly Secured Connectivity: Connecting to 

cloud service providers through AT&T NetBond 
VPN connectivity provides agencies with highly 
secure and reliable transport to the cloud.  
 Operating Cost Savings: Pay as you go 

purchase model  
 Flexibility: Cloud services, in combination with 

NetBond, provide the agency with the ability to 
turn up or down resources as required to meet 
agency goals.  

Managed 
networks 

 Full portfolio of managed applications: data; 
voice; contact center; hosting; unified 
communications; security & MTIPS; mobility 
and Department of Homeland Security (DHS) 
Intrusion Prevention Security Service 
(DHS IPSS).  
 Global Network Operations Center (GNOC) in 

New Jersey: monitors AT&T global network 
 Global Client Service Centers (GCSC) in 

Raleigh, North Carolina and Phoenix, Arizona: 
manage agency equipment 
 Global Security Operations Center (SOC) in 

Virginia and New Jersey: security operations 
for agencies 
 GNOC in Virginia: manages agency equipment 

 Mission Focus: Transferring responsibility of 
managing network components allows the 
agency to shift personnel to focus on the 
agency mission.  
 Operating Cost Savings: When AT&T 

manages the agency’s network component, the 
agency does not have to invest in tools required 
to manage the networking equipment. 
 Skilled Personnel: AT&T brings skilled and 

experienced personnel so agencies do not have 
to hire, train, and retain.  
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Technology AT&T Network Benefit to Agency 
Software 
defined 
networks  

 SDN today: 
 AT&T Network on Demand (NoD): Self-

provisioned virtualized Ethernet service in 
100+ markets  

 AT&T NetBond: Self-provisioned virtualized 
VPN access to 10+ cloud service providers 

 Transition to Software Defined Networks 
 Software-driven network infrastructure  
 Virtualized network functions 
 Open and programmable network 

infrastructure 

 Increased Customer Access: Enables Web-
based access for agencies to self-provision 
services when and where required. 
 Faster Service Delivery: Because SDN is a 

software-driven network, agencies will benefit 
from faster service delivery. 
 Faster Service Solution: SDN with NFV will 

enable agencies to create/modify agency 
solutions. 
 Operating Cost Savings: SDN and NFV 

enables agencies to turn up/turn down service 
when needed.  

The scope, scalability, capacity, performance, security, and reliability of the AT&T 
network will reduce customer agency concerns about procuring complex 
enterprise services. Using the AT&T infrastructure, over the next 15 years, agencies 

will have access to enterprise services that best address their mission and a 

commitment from a single vendor that offers a full portfolio of 27 EIS services designed, 

implemented, and supported by skilled and experienced personnel. Figure 1.1-1 

depicts how the AT&T network will support EIS services and Table 1.1-3 describes the 

network capabilities we offer. 
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Figure 1.1-1. The AT&T Network: Infrastructure to Support Mandatory and Optional Services. AT&T provides a comprehensive and scalable network 

supporting 27 EIS services and access. Agencies will always access the latest technology due to AT&T ongoing significant annual investment in its network. 
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Table 1.1-3. AT&T Network Capabilities. Agencies will obtain services from one of the largest and most 
comprehensive telecommunications networks that is also flexible and agile to address agency-unique requirements. 

Network 
Component Description and Details 

Core Network 
DWDM/ 
optical 
network 

 Fiber Backbone 
 103,000+ route miles of long-haul fiber facilities 
 Ownership interest in 437,000+ miles of transoceanic cable system assets 
 1.5M of 40 Gb/s wavelength miles 
 70.9K of 100 Gb/s wavelength miles 
 Optic Switching 
 Largest intelligent optical network, in the world with 700+ switches in service in CONUS, 

OCONUS, and Non-Domestic locations 
 Mesh architecture of core optical switches 
 100Gb native wavelength line rates (Ethernet or optical transport network) 
 Automatic provisioning and restoration capability for high-speed circuits 

MPLS 
network 

 MPLS Switching and Transport 
 846 nodes in the US; 3,000 nodes in non-domestic locations 
 100 Gb/s and 40 Gb/s backbone trunks 
 No Single Point of Failure in the Core Network 
 Core routers are installed in pairs, connected to different long-haul facilities 
 Each major switching node is connected to at least two others 
 Service-affecting hardware elements are spared within the node 
 Core routers deployed in secured carrier-class facilities with power redundancy 
 High Performance 
 MPLS Fast ReRoute provides millisecond backbone restoration  
 37 milliseconds average cross-country CONUS roundtrip delay 

Application 
services 

 Network-based Services 
 Shared scalable platforms; deployed in pairs; diverse connectivity; no single point of failure 
 Application platforms deployed in secured carrier-class facilities with power redundancy  
 IP Voice Service 
 Service Portfolio: Session Initiation Protocol (SIP) Trunking, IP Centrex  
 Service Features: Virtual Telephone Numbers; E911 Local Number; Centralized Dial Plan 
 Line Features: Simultaneous Ring, Locate Me, Call forward, Call Transfer 
 Trunk Features: Trunk routing options — Linear, Round-Robin, % allocation; Most Idle 
 Performance: Inbound Alternate Routing (IAR) for VoIP failover; Network Quality of Service 

(QoS) monitoring 
 Toll Free Service 
 Service Portfolio: IP Toll Free; Circuit Switched Toll Free  
 Service Features: Interactive Voice Response (IVR), Call Routing (Automatic Number 

Identification (ANI), Call Prompter, Next Available Agent Routing (NAAR), Alternate 
Destination, etc.); Call Intercept (Transfer Connect, Announcements); Call Allocator; Courtesy 
Resp.  

 Trunk Features: Split Access Flexible Egress Routing (SAFER) Time Domain Multiplexing 
(TDM) switch diversity routing; IAR for VoIP 

 Monitoring: Route-it 
 Circuit Switched Voice Service (CSVS) 
 Broad Service Portfolio: Local Voice — lines, trunks; Centrex, Long Distance Voice — 

switched, dedicated; Independent Local Exchange Carrier (ILEC) and Competitive Exchange 
Local Carrier (CLEC) facilities 

 Service Features: Lines (analog, digital). Digital Trunks; Dial Tone; 
 Line Features: Loop and Ground Start; Dial Tone  
 Trunk Features: E&M, Wink, Immediate Start  
 Unified Communications 
 Service Portfolio: Federal Information Security Management Act (FISMA) High Authorized 

(Cisco); Commercial Platforms (multivendor)  
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Network 
Component Description and Details 

 Service Features: Voice, Messaging, Presence, Conferencing 
 Voice Features: Voice mail, Auto-Attendant, Integration with messaging and conferencing 
 Line Features: Forward, Transfer, Park, Conference, Caller ID, Do Not Disturb (DND), Call 

Pickup, etc. 
 Performance: 24x7 monitoring; Available 99.99%; Global footprint 
 Cloud/Hosting 
 38 Internet Data Centers (IDC) around the World; 22 data centers in the US  
 Cloud Services: Infrastructure as a Service (IaaS), Federal Risk and Authorization 

Management (FedRAMP) Authorization 
 Audio Conferencing 
 Bridges are located at 26 AT&T domestic central offices and other international locations 
 IP based conference service; platform scales up to support 4000 participants 
 Shared scalable platforms; deployed in pairs; diverse connectivity; no single point of failure 
 Web Conferencing 
 Web Conferencing is available in over 150 countries; integrates with audio conference. 
 Content Distribution Network 
 120,000+ servers in 2,000 locations (800 cities in 900 countries) on 1,100 IP networks. 
 30 Pb per day of traffic flows across Content Delivery Network Service (CDNS) network  
 Managed Security Services: Premises and Network 
 Broad Service Portfolio: Web, Firewall, Intrusion Detection/Prevention, Mobility, Email 

Scanning, Vulnerability Scanning, Distributed Denial of Service (DDoS) Protection, Threat 
Management Tool  

 Network and End-point solutions; Proactive security service; Security Consulting 
 Managed by Personnel who completed appropriate background investigation  

Customer Interface 
Provider 
edge 

 Provider Edge (PE) Nodes 
 Shared scalable platforms; deployed in pairs; diverse connectivity; no single point of failure 
 Edge Platforms deployed in secured carrier-class facilities with power redundancy  
 VPN PE Nodes 
 VPN Edge Routers in 67 Cities in the US; Dual-stack IPv6 support; Cisco & Juniper PE 
 Internet PE Nodes 
 Physically separated from VPN edge nodes 
 Public IP Edge routers in 87 Cities in the US; Dual-stack IPv6 support; Cisco & Juniper PE 
 Ethernet Services (InterLATA) 
 Ethernet Edge Routers in 59 Cities in the US; Juniper PE 
 Mobility Network 
 Frequency:1900 MHz “PCS” and 850 MHz frequency ranges in most major markets US 
 Frequency: LTE — 700 MHz, 2100 MHz (AWS), and 2.3 GHz (WCS) spectrum ranges 
 Radio Technology: 2G, 3G, UMTS/HSPA, HSPA+ (4G), 4G, LTE 
 TDM Transport Services: OTN transport layer 
 Optical Mesh: SONET Based transport; 220 service locations; Optical Carrier-3 (OC3) thru 

Optical Carrier (OC48) interfaces; Customer configurable bandwidth on demand (BoD); Up to 
99.999% availability 

 Private Line (PL): T1 to T3; Diversity Routing, High Availability, Customer-specified Routing 
 TDM Voice Services (Long Distance) 
 Long distance network carrier 240B minutes annually; 4M daily call attempts 
 131 4ESS switches interconnected by 7,000 links; SONET restoration in <100ms 
 Connected to 131 PTT globally; network engineers to 0.01 blocking level  
 TDM Voice Services (Local) 
 5,000 local voice switches distributed across 21 states and 120 metropolitan areas 
 Diverse interoffice trunking, providing a NENA P.01 GoS 
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Network 
Component Description and Details 

Access 
arrangement 

 Ethernet Access 
 Availability: 368 long distance (LD) Ethernet points of presence (PoP) in 186 local access 

transport areas (LATA); available in 21 states + 740 cities 
 41 out-of-footprint providers with 69 services 
 Switched or dedicated arrangement; ring or linear configurations 
 TDM Access 
 Availability: LD PoPs and LATAs; linear or ring configurations 
 Broadband Access 
 42-state footprint; multiple digital subscriber line (xDSL) speeds; Internet access through 

AT&T Public IP Network 
Customer 
premises 

 Service Related Equipment (SRE) 
 Multivendor equipment portfolio customized to match agency requirements 
 MNS 
 SRE managed in behalf of customer by AT&T Customer Network Operations Center  
 Routers, switches, security devices, WAN Acceleration, agency Specified Devices 
 Contact Center Services 
 Premises-based Contact Center: Solution deployed, managed, and monitored by AT&T 

Network Interface 
Network 
edge 

 Internet Peering 
 Worldwide: 4,975 Gb/s (5 TB/s) across 45 locations in 29 counties; 509 links 
 North America: 4,276 Gb/s across 13 locations in the US and Canada; 434 links 
 Asia-Pacific: 159 Gb/s across 16 locations in nine countries; 31 links 
 Europe, Middle East, Africa: 537 Gb/s across 20 locations in 14 countries; 37 links 
 Caribbean and Latin America: 3 Gb/s across 6 locations in four countries; 7 links  
 Transport management 
 NetBond 
 Redundant 10 Gb/s Ethernet connectivity in cloud service provider (CSP) data centers 
 Connectivity: 11 CSPs — IBM, Amazon, Salesforce, VMware, HP, Sungard, CSC, Box, 

BlueJeans, AT&T; more CSP planned 
Operations  Government Network Operation Center (Government NOC) 

 Bedminster, New Jersey; Central Network Operations Center; satellite network operations 
centers (NOC) feed to GNOC 

 Operations: Availability, change management, incident and problem management 
 Customer Network Operation Center 
 Three locations: Durham, North Carolina; Phoenix, Arizona; Oakton, Virginia 
 Managed Services: managed network service, managed security services (MSS), UC, 

Managed Mobility, MTIPS supported 
 Security Operation Center 
 Two locations: Bedminster, New Jersey; Sterling, Virginia; SCIF and cleared personnel 

available 
 Managed Services: MTIPS; UC  

1.1.1 Geographic Coverage [C.1.2; C.1.3] 
AT&T has proposed and priced all mandatory services and Access Arrangements (AA). 

VPNS is discussed in Section 2.1.1.1; ETS is discussed in Section 2.1.1.2; Voice 

Services is discussed in Section 2.1.2.1 and Section 2.1.2.2; MNS is discussed in 

Section 2.1.3.1; and AA is discussed in Section 2.1.4.1. 

AT&T is offering mandatory services in 99 of the top 100 CBSAs and in 779 CBSAs in 

total. We provide the mandatory services to all government locations in the CBSAs we 
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are proposing. In addition, we provide voice services and managed wireless service 

termination to the 266 Non-Domestic locations in RFP Section J.1.2. Moreover, we 

provide EIS services on a global basis in those Non-Domestic locations where AT&T 

offers commercial service. Our proposed service coverage for EIS is presented in detail 

in Section 1.3. 

1.1.2 Interoperability [C.1.8.6] 
Customer agencies will receive AT&T commercially available service interoperability 

with performance equal to that provided for commercially available services and will be 

able to communicate from our network to other EIS contractor networks with equivalent 

performance where commercial interoperability exists. 

Moreover, AT&T:  

 Will support connectivity and interoperability for remote and mobile users for all 

proposed individual services, including between voice services and wireless services, 

as applicable.  

 Will enable a user of a service from AT&T to communicate with users of services from 

other EIS contractors with equivalent performance. 

 Will make available any future service interoperability at no additional cost to GSA 

when AT&T offers the interoperability for its commercially provided service 

The EIS services interoperability are described in Table 1.1.2-1. 
Table 1.1.2-1. EIS Service Interoperability Definitions. EIS Service Interoperability alignment is categorized in the 
four interconnect methods as described below. 

Interoperability 
Definitions Definition 

PSTN  The EIS service uses PSTN interconnects for interoperability between services, such as WS, 
VS, TFS, Audio Conference Service (ACS) and IPVS 

Internet The EIS service uses the public Internet for data interoperability for services such as IPS, 
MTIPS, WS, IaaS, CDNS, and DHS IPSS 

Layer 1/layer 2  The EIS service interconnects with other vendors’ EIS service at the Layer 1 (physical layer), or 
Layer 2 (data link layer). PLS and DFS are examples of Physical Layer service. ETS, OWS, 
SONET, CFSS and VPNS are examples of Layer 2 services 

Dependent 
service 

The EIS service is defined as a dependent service if it relies on a PSTN Interoperability, or an 
Internet interoperability service, such as CCS, CHS, MNS, WCS, UCS, MSS, MMS and ACS 

1.1.3 National Security Emergency Preparedness (NS/EP) [C.1.8.8] 
Government agencies can accomplish critical missions under the most challenging 

natural and man-made circumstances with the AT&T continued commitment to 

providing a full set of national security and emergency preparedness (NS/EP) services. 

In the event of crisis or nonstandard events, AT&T will provide a resilient network with 
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significant capacity that is complemented by comprehensive operations to support 

NS/EP services and NS/EP users’ needs based on DHS’ Office of Emergency 

Communications (OEC) Programs described in Table 1.1.3-1. AT&T will also deliver the 

proposed  services in compliance with national policy directives that apply to the 

national telecommunications infrastructure. 
Table 1.1.3-1. NS/EP Suite of Services. Agencies receive the full suite of NS/EP services — GETS, WPS, TSP — 
from AT&T so they may react faster during a crisis. 

OEC Program Services 
Government 
Emergency 
Telecommunications 
Service (GETS) 

 Offered as a calling card service available to Federal, State, Local, and other government 
authorized users. 
 Calls receive priority treatment and have a high probability of completion 
 AT&T operates a 24x7 NS/EP Control Center (CC). The NS/EP CC coordinates activities 

between AT&T centers and workgroups so all GETS functions are performing properly. 
Wireless Priority 
Service (WPS) 

 Provides priority wireless call processing to support NS/EP critical user needs. 
 Offered on a subscription basis to Federal, State, Local and other government authorized 

users. 
 Users dial the *272 feature code to queue for priority access to a radio traffic channel and 

network trunks (where WPS calls terminate on a non-AT&T network; these calls receive 
priority handling across the AT&T network) 

Telecommunications 
Service Priority (TSP) 

 Telecommunication lines are assigned TSP codes by the agency and are given priority 
for installation and restoration during a crisis. 
 Establishes the legal basis for Service Providers to act on a priority basis in the 

provisioning and restoration of services supporting NS/EP mission requirements. 
 An AT&T TSP Point of Contact (POC) interacts with the Office of the TSP Coordinator. 
 Restoring service with TSP restoration priority is accomplished using processes built into 

AT&T Operations Support Systems (OSS)  

1.1.4 IPv6 [C.1.8.8] 
AT&T has a long history of working with IPv6, beginning with establishing a connection 

to the 6BONE experimental research network in 1996. AT&T supports IPv6 using a 

Dual-stack architecture as shown in Figure 1.1.4-1. 

 
Figure 1.1.4-1. Dual-stack Architecture. AT&T follows the Dual-stack architecture model for IPv6.  

The AT&T MPLS network core is IP-version agnostic, transporting IPv4 and IPv6 traffic 

over a secured network. Network edges are IPv6-enabled, providing IPv6 services to 

agencies. AT&T is able to assist agencies with OMB memorandum M-05-22 by 
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providing IPv6 capabilities that comply with NIST SP 500-267, as described in 

Table 1.1.4-1. New equipment and systems deployed in the network are IPv6 enabled 

when applicable. 
Table 1.1.4-1. IPv6 Service Implementation. Agencies will be able to support M-05-22 through IPv6 services that 
comply with NIST SP 500-267. 

IPv6 Support Implementation 
IPv6 strategy  Supports IPv6 using Dual-stack architecture as shown in Figure 1.1.4-1. 

 Dual-stack allows IPv4 and IPv6 to co-exist in the same devices and networks. 
Internet 
Protocol 
Service (IPS) 

 Introduced IPS Dual-stack option in March 2011. 
 IPv6 service expanded to the rest of the US in 2012; most peering partners support IPv6. 
 Most IPS features support IPv6 protocol. 

Virtual Private 
Network (VPN) 

 VPN Dual-stack has been commercially available since 2008. 
 VPN IPv6/Dual-stack footprint includes the US and many non-domestic locations. 
 Features such as Class of Service, Multicast and multiple VPN instances support IPv6 

Mobility  IPv6 deployment for Mobility began with the introduction of LTE services 
 As of 1Q 2015 AT&T LTE network was IPv6 ready 
 Mobility customers must do the following to support IPv6: AT&T certified device that support 

IPv6; Device must support one of the following APNs: PHONE, NXTGENPHONE, 
BROADBAND; Device IMEI enabled for IPv6 Dual-Stack Bearer (DSB); Device with operating 
software that supports IPv6 DSB.  

1.1.5 Network Function Virtualization/Software-Defined Networking [C.1.6] 
The telecommunications industry is undergoing rapid, ongoing transformation in how 

applications are transported, how networks are deployed and managed, how services 

are secured, and how users interact with their service providers. Enterprise data 

networks are evolving from static pipes delivering packets to application-aware services 

capable of delivering real-time, On-Demand, network-based services. The AT&T goal is 

to provide On-Demand service and solutions to every user location to simplify network 

provisioning and management for enterprise IT departments, and to deploy service 

when and where required. 

The technology for the next wave of service enhancements will be NFV and SDN. 

These distinct, but complementary, concepts will allow AT&T to support an agency’s 

requirement for virtualized on-demand IT resources at the data center. 
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1.1.5.1 Software Defined Network (SDN) [C.1.6] 
SDN is an architectural framework that allows the 

network to transform into a more effective 

mission enabler. Figure 1.1.5-1 presents the 

SDN architecture that demonstrates how 

software is used to decouple hardware from the 

network services. As the first telecommunications 

service provider to bring SDN-enabled features 

to the US by enabling dynamic bandwidth on 

AT&T switched Ethernet, AT&T is positioned to 

develop and deploy additional NFV/SDN services 

throughout our network. Table 1.1.5-1 presents 

the features, benefits, and future of SDN. 

 
Table 1.1.5-1. SDN Technology Features and AT&T Future Plans. With SDN, agencies will have more control of 
the network and the applications will dynamically request and receive network services. 
Focus Area Features 
SDN 
technology  

 Separates the control plane, which contains the network configuration model, from the packet-
forwarding infrastructure plane 
 Creates intelligent programmable networks that are more automated, application aware and open; 
 Uses APIs for applications and network management platform to communicate with control plane  
 Provides capability whereby applications request and manipulate network services and the network 

provides reporting data back 
 Uses High-level SDN controller languages, made accessible via AT&T SDN architecture, to 

simplify network configuration, ease the introduction of policy control, reduce errors, and enable 
more real-time changes in the network 
 Avoids wholesale replacement of existing network architectures; SDN leverages and augments the 

existing network routing control systems 
 Provides a global view of the entire network rather than a single point of view from one position  
 Enables distributed and dynamic routing control plane coupled with the centralized view to provide 

faster recovery in the event of a failure, and faster introduction of services into the network  
AT&T SDN 
network 
plans  

 Plans for AT&T will support NFV and SDN via AT&T Integrated Cloud (AIC) nodes which are being 
installed in AT&T PoPs and central offices; AIC runs the virtualized functions in the NFV/SDN 
architecture. 
 Plans for approximately 5% of the 150 network functions that AT&T expects to virtualize and 

control with AIC have been migrated to the new platform;  
 Plans for 75% of AT&T network functions will be controlled with AIC by 2020.  

 
Figure 1.1.5-1. Software Defined Network 

Architecture. By using software to decouple the 
application from the hardware, we can create an 

open, intelligent, and programmable network. 
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1.1.5.2 Network Function Virtualization (NFV) [C.1.6] 
NFV makes use of virtualization technology to place network functions such as routers, 

switches, gateways, WAN accelerators, and firewalls onto industry-standard high-

volume servers, switches and storage that can be located in data centers, network 

PoPs or customer premises. The virtual devices can be instantiated in various network 

locations without the need for new equipment installation. NFVs will also distribute 

network functions, providing increased hardware redundancy while eliminating the use 

of appliances. Figure 1.1.5-2 shows how NFV is used to provide virtual network 

devices. In this figure, VNF refers to a Virtualized Network Function. Table 1.1.5-2 

presents the features, benefits, and deployment plans of NFV. 

 
Figure 1.1.5-2. Virtualization of Customer Premises and PE. Both the customer premises and PE are  

updated to use Virtualized Network Functions (VNF). An SDN controller connects with VNFs  
and the customer portal to perform customer requested network changes immediately.  

Table 1.1.5-2. NFV Technology Features and AT&T Future Plans. With NFV, agencies can add and remove 
network functions faster with more competitive price than deploying hardware-based network appliances. 
Focus Area Features 
NFV 
technology  

 Eliminates the need for agency network administrators to purchase dedicated hardware devices. 
 Simplifies the deployment of network services, device management, patches and upgrades, and 

vulnerability mitigation while reducing capital and operating expenditures. 
 Supports On-Demand usage-based services, enabling agency IT departments to respond faster to 

changing network service demands. 
 Allows agencies to test new technology without making significant capital investment. 
 Provides multiple functions in a single chassis; enables service changes without new hardware 

deployment.  
AT&T NFV 
network 
plans 

 Plans for deployment for 2016: universal Customer Premises Equipment (uCPE) will be available for 
VPN users, and uCPE will initially support up to four virtualized functions in a single chassis. 
 Plans for multiple functions in a single chassis to enable service changes without new hardware 

deployment. 
 Plans for Virtual customer edge router (vCE) to be deployed at the PoP or central office, allowing 

customers to avoid installing some CPE altogether. 
 Plans for Virtual provider edge router (vPE) to improve price competitiveness.  
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1.1.5.3 NFV/SDN Benefits [C.1.6] 
NFV/SDN together provide more competitively 

priced solutions as described in Table 1.1.5-3. 

Tighter integration with agencies’ applications will 

improve customer productivity as shown in 

Figure 1.1.5-3. Simplified management will 

reduce the time and resources required for 

agencies to monitor, analyze, and plan for future 

changes to their networks. 
Table 1.1.5-3. NFV/SDN Benefits. With NFV/SDN, agencies will have more control of the network and their 
applications will dynamically request and receive network services. 

NFV/SDN Benefits 
 Control Planes: By creating multiple, virtual network control planes on common hardware, SDN extends service 

virtualization and software control into existing network elements. 
 Applications: Enables layers 4-7 applications to request network services and receive the network state back.  
 Services: Allows applications’ and management platforms’ control of network services through APIs.  
 Access: Provides access through remotely controlling network equipment and modifying network equipment via 

third-party software clients. 
 Control: Logically decouples network intelligence into differentiated software-based controllers; flexibility provides 

a more centralized layer of control with a more global network view, improving control plane algorithms.  

1.1.5.4 NFV/SDN Security and Standard [C.1.6] 
As described in Table 1.1.5-4, security will improve as networks migrate to an 

NFV/SDN environment, while AT&T support for standards will help enable agencies to 

operate multi-vendor networks.  
Table 1.1.5-4. NFV/SDN Security and Standards. Agencies will access more security services in real time. 
Participations in standards groups is essential for supporting multi-vendor NFV/SDN solutions. 

NFV/SDN  Implementation 
Security  SDN control layer enables uniform security policies across services. 

 SDN enables deployment of additional security measures in real time. 
 NFV/SDN-based networks will include: 
 Role-based access controls that authenticate users for access to IT services  
 On-demand security features, such as network-level encryption across the WAN 
 Modular security solutions that combine security solutions from multiple vendors 
 Automated security patching  
 Reduced administration and management burden due to use of virtual machines 
 Services associated with perimeter security deployed at the node level, with policies specific to 

the node, providing stronger risk mitigation for agency applications 
Standards  AT&T participates in, and contributes to numerous industry and standards organizations. 

 AT&T is leveraging our unique expertise as a global, at-scale, reliable carrier in the SDN. 
 AT&T has leadership roles in European Telecommunications Standards Institute (ETSI) NFV working 

groups, OpenStack, Open Network Function Virtualization (OPNFV), TM Forum, and Internet 
Engineering Task Force (IETF). 
 AT&T has been a user of OpenDaylight since its first release and is a member of the Open 

Networking Foundation  

 
Figure 1.1.5-3. Service Model for an SDN with 

NFV. Service changes can be made through 
software-based policy and analytics can be 

applied to further automate service changes. 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 19 

 

1.2 Quality of Services [L.29.1(B); M.2.1(2)] 
This section presents the compliance, scalability, resilience, and reliability of our 

network architecture. 

1.2.1 Compliance [M.2.1(2)] 
Table 1.2.1-1 summarizes compliance of the network architecture. 
Table 1.2.1-1. Network Architecture Compliance. AT&T Investments support a fully compliant architecture. 
Architectural Components Description 
Compliance 
VPN Service VPN Service is compliant with EIS requirements as presented in Section 2.1.1.1  
Ethernet Transport 
Service 

Ethernet Transport Service is compliant with EIS requirements as presented in 
Section 2.1.1.2 

Voice Service Voice Service is compliant with EIS requirements as presented in Section 2.1.2.1 
Managed Network Service MNS is compliant with EIS requirements as presented in Section 2.1.3.1 
Access Arrangements AA compliance with EIS requirements are presented in Section 2.1.4.1 
Optional Services Optional Services are compliant with EIS requirements as presented in Section 2.2  

1.2.2 Scalability [M.2.1(2)] 
To enable agencies to scale their telecommunications networks to the capacity required 

over the next 15 years, AT&T provides one of the largest, scalable, global 

telecommunications networks, a growing number of carefully vetted companies, and 

highly experienced personnel. These assets will enable AT&T to plan and execute 

telecommunications growth at a scale that exceeds the agencies’ needs into the future. 

For example, AT&T invested $140B in network expansion and upgrades from 2009 – 

2014 and $18B for network equipment and $18B for spectrum in 2015. Table 1.2.2-1 

presents AT&T network capacity and ongoing network investment.  
Table 1.2.2-1. Network Architecture Scalability. Agencies have immediate access to one of the world’s largest 
wireline and wireless networks, and will benefit every year from annual multibillion-dollar network investments. 

Architectural 
Components Description 

Network 
investment 

 2009 to 2014: $140B investment in network expansion 
 2015: $18B investment in network equipment; $18B investment in wireless spectrum 

Wireline network  Backbone Capacity:107 Petabytes of data transported daily 
 Route Miles: 103,000 route miles of US long-haul intercity facilities, and ownership interest 

in over 438,000 route miles of subsea cables 
 Wavelength Route Miles: 70,865 of 100 Gbps; 1,478,727 of 40 Gbps 
 Network Nodes: 800+ optical nodes; 3800+ IP nodes 

Wireless network  Coverage: 99% of Americans; LTE Network coverage for 310M people  
 Backhaul: 99% of traffic carried by scalable Ethernet backhaul to cell towers  
 Spectrum: Acquisition of 10x10 MHz block of AWS-3 spectrum; 110 spectrum deals 

Metro network  Route Miles: 478,000 route miles of metro and local facilities in AT&T 21 state region.  
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We will follow specific guidelines for managing network capacity to help achieve 

scalability as described in Table 1.2.2-2. 
Table 1.2.2-2. Network Scalability Management. Agencies benefit from rigorous engineering standards, capacity 
monitoring tools, capacity planning tools, and spectrum acquisition to anticipate increases in network capacity. 

Architectural 
Components Description 

Wireline backbone 
link capacity 

 70% Utilization: Capacity management engineering rules for each backbone link for 
provisioning of additional trunks 
 Engineer Sufficient Capacity: Support traffic from a failed link 

Wireline capacity 
monitoring 

 Network Capacity: Continually monitored and adjusted as required 
 Real-time Monitoring: Snapshot picture of network capacity 
 Historical Monitoring: Weekly, bi-weekly, monthly, quarterly network capacity reports 

provide capacity trends to network engineers  
Wireline capacity 
planning 

 Modeling Tools: Optimize network capacity decisions 
 Capacity Management Tool: Capacity analysis and design recommendations  
 HS-DSS: Web-based decision support tool for network capacity planning 

Wireless scalability  Spectrum: Acquired nationwide contiguous 10x10 MHz blocks of AWS-3. 110 spectrum 
acquisitions completed in 2013-2014. PCS and AWS from 2014 Leap Wireless acquisition.  
 Advanced (MIMO): Multiple antenna technology increases capacity and range.  

1.2.3 Reliability [M.2.1(2)] 
To enable government customers to focus on their missions without distraction from 

failing telecommunications systems, AT&T offers highly reliable service, some exhibiting 

downtime of less than 10 seconds per year (such as 99.9999% availability), as 

presented in Table 1.2.3-1.  
Table 1.2.3-1. Network Architecture Reliability. High network reliability reduces the time required for resolving 
communications issues, enabling agencies to complete their missions. 

Architectural Components 
Measured 2013 Year-Over-Year Availability Using Defects per Million 

Methodology Across Thousands Of Customer Ports. 
(Availability Based on Trouble Ticket Data)  

Access 99.9% availability for PoP-to-SDP — single path  
99.999% availability for PoP-to-SDP — diverse/ring paths  

PL, SONET, Optical Wave 99.9999% availability for transport  
VPN, Ethernet, IP 99.999% availability for VPN; 99.9983% for Ethernet; 99.9982% for Internet  
IP Voice  99.9956% availability for IP Voice  
Circuit Switched Voice/Toll Free 99.9999% availability for Circuit Switched Voice  
Wireless 99.9651% availability for Wireless  
Conferencing 99.99% availability for Conferencing  

1.2.4 Resilience [M.2.1(2)] 
The network backbone is designed with no single points of failure. Table 1.2.4-1 

presents AT&T Network resilience. Each network business unit (BU) has response 

plans to address network events, and escalation paths up to senior management. 
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Table 1.2.4-1. Network Architecture Resilience. Agencies benefit from ongoing investment in services with 
resilience integrated into the service platform. Our multilayer resilience strategy consists of equipment, transport, 
access, management, and premises redundancy to provide layers of resilience for every service. 

Architectural 
Components Description 

PLS/SONET/OWS Transport Resilience 
Optical 
transport 
network 

Resilience Designed into Optical Backbone: 
 Fiber Diversity: AT&T PoPs are interconnected by fiber facilities deployed on a minimum of 

two diverse physical paths. 
 Power Backup: Central Offices are equipped with battery backup equipment to run for 

approximately four hours without power and standby generators; fuel tanks for standby 
generators supply fuel for 72 hours runtime. Fiber huts have at 12 to 24 hours of battery 
reserve time. Newer huts have engines with at least 3 days of fuel. 
 Core Switches: Installed in pairs, core switches are connected to different long-haul facilities. 

Each major switching node is connected to at least two others. Service-affecting hardware 
elements are spared within the node. Core switches are deployed in secured carrier-class 
facilities with power redundancy. 
 FASTAR: The Fast Automatic Restoration System protects dynamic shared objects (DS0 thru 

DS3) transport by detecting and correcting failures quickly, restoring service in a few minutes. 
Optical 
transport 
routing 

Optical Transport Routing Features Enhance Resilience: 
 Enhanced Diversity Routing Option: We provide diverse inter-office channels for T1, FT3, 

and T3.  
 Enhanced Reliability Option: We have 99.99% availability end-to-end forT1 or T3 circuits. 
 SONET/OCX Premium Service: We provide auto-restorable connectivity between AT&T PoPs, 

providing 99.999% availability for optical carriers (OC3, OC12, and OC48).  
 Customer-Specified Routing and Avoidance: Our interoffice channel routing avoids specific 

AT&T central offices for T1 and T3 service.  
Premises edge  Access Redundancy Available when Required: 

 Single access line arrangement  
 Dual access lines arrangement 

 Ring-based access arrangement 

VPN/Ethernet/Internet Resilience 
MPLS 
backbone 
network  

No Single Point of Failure in the Core Network: 
 Core routers are installed in pairs and connected to different long-haul facilities. 
 Each major switching node is connected to at least two others. 
 Service-affecting hardware elements are spared within the node. 
 Core routers are deployed in secured carrier-class facilities with power redundancy. 
 MPLS Fast ReRoute provides millisecond backbone restoration. 
 Edge devices (PEs) are connected to two backbone core routers.  

Provider edge Physical Diversity at the Edge: 
 Switch Diversity: Diverse ports are assigned to separate routers within the same PoP. 
 PoP Redundancy: Diverse ports are assigned to routers located in different offices. 

Access Access Resilience Available when Required: 
 Single access line arrangement  
 Dual access lines arrangement 

 Ring-based access arrangement  
 Wireless (LTE) backup access 

Premises 
equipment 

Multiple Premises Equipment Redundancy Options: 
 Single router, single access line with ISDN or LTE backup 
 Single router, dual access lines (load sharing or primary/ backup access lines) 
 Dual routers, single access line with ISDN or LTE backup  
 Dual routers, dual access lines (load sharing or primary/backup access lines) 
 Each of the resilient configurations can have CSU-probe and enhanced reports on one or both 

circuits. 
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Architectural 
Components Description 

IP Voice and Unified Communications Resilience 
IP voice 
network  

Redundant Network Components: 
 We provide redundant boarder elements, call controllers, and application servers.  

IP voice 
provider edge  

Diverse Route Options Create a Resilient IP Voice Service Offerings:  
 Border Gateway Protocol (BGP) Resilience: When connectivity to an Internet Protocol Voice 

Service (IPVS) site is lost, traffic is rerouted to another IPVS termination point within the 
agency’s network.  
 IAR: Agencies specify a secondary IPVS site where inbound calls to their primary IPVS site are 

redirected. 
 Premises Redundancy: Premises redundancy involves rerouting calls from one premises 

PBX to a secondary premises PBX within the same building/complex  
 Site Redundancy: Site redundancy involves rerouting calls from one physical location to a 

different physical location. 
 Call Over-Flow Capabilities: If the PBX is found to be busy, IAR will redirect calls to the 

secondary site until busy condition no longer exists. 
UC platform  No Single Point of Failure in Platform: 

 Service-affecting hardware elements are spared within the platform. 
 Platforms are deployed in secured carrier-class facilities with power redundancy. 
 We provide geo-redundant data center deployment. 

Access  Access Resilience Available when Required: 
 Single access line arrangement  
 Dual access lines arrangement 

 Ring-based access arrangement 

Circuit Switched Voice and Toll Free Resilience 
Voice network  Diverse Network Connectivity for Circuit Switched Voice and Toll Free: 

 Each 4ESS switch is connected via SONET facilities to every other 4ESS, providing multiple 
alternate paths for rerouting. AT&T engineers its voice network to .01 blocking. 

Access  SAFER: SAFER provides agencies with diverse routes to complete incoming calls. 
Cloud and Hosting Resilience 
Platform  No Single Point of Failure in the Cloud Architecture:  

 Redundant Equipment: The cloud services are deployed in a redundant configuration  
 We provide diverse connectivity to the Internet.  
 Service-affecting hardware elements are spared within the node. 

Wireless Resilience 
Radio 
frequency 
planning 

Multiple Radio Frequency Deployments: 
 Multi-cell/multi-sector: High traffic areas are served by multiple, overlapping cells.  
 Multiple frequency bands account for varying RF properties. 
 We provide WiFi augmentation in high traffic areas.  

Power Resilient Power Supplies and Backhaul Facilities: 
 We have generators and fuel supplies at critical cell sites; we have a regular testing schedule 

for generators. Our refueling plans include provision for extended outages.  
Backhaul  Resilient Backhaul to Cell Sites: 

 We provide redundant backhaul to cells where available, with satellite backhaul for some sites. 
Network  Self-Optimizing Networks (SON):  

 SON detects when a cell tower is overloaded and automatically shifts users to a nearby tower, 
based on availability, congestion, and blocking of radio resources. 
 SON self-heals the network by dynamically optimizing for new cell sites or an outage. 

Managed Network, Managed Mobility, Contact Center Resilience 
Equipment Resilient Managed Equipment Configurations:  

 Hot device redundancy 
 Warm device redundancy 

 On-site equipment sparing 
 Backup management connectivity: dial and 

wireless are supported. 
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Architectural 
Components Description 

Management Redundant Management Operations Centers: 
 We operate multiple management centers, (i.e., Durham, North Carolina, Oakton, Virginia, and 

other locations).  
 Backup Configurations: Our managed CPE configurations are backed up daily. Backup 

configurations are stored on servers in a secured location.  
MTIPS and Security Resilience 
Security 
Enforcement 
Node (SEN) 

No Single Point of Failure in the MTIPS SEN Architecture: 
 Redundant Equipment: Each MTIPS node has two “rails” that can each support full MTIPS 

traffic; each “rail” can back-up the other rail.  
 We provide dual connections to the Internet and dual connections to the MPLS VPN. 
 Service-affecting hardware elements are spared within the node. 
 SEN is deployed in PoPs with power redundancy. 

Network and 
security 
operation 

Redundant Security and Management Operations Centers: 
 We provide two Management Centers in Durham, North Carolina and Mesa, Arizona.  
 We provide two SOCs (i.e., Drainesville, Virginia and Bedminister, New Jersey). Both facilities 

are equipped with SCIF authorized for TS/SCI. 
Access  Access Resilience Available when Required: 

 Single access line arrangement  
 Dual access lines arrangement 

 Ring-based access arrangement 

Conferencing Resilience 
Platform No Single Point of Failure in the Conferencing Network: 

 Conference servers are installed in redundant configurations, connected to diverse network 
facilities, and located in geo-redundant locations. 
 Service-affecting hardware elements are spared within the node.   

1.2.5 Event Management Framework 
Defining roles and responsibilities and decision-making authority at the corporate, BU, 

and local levels enables network events to be managed effectively. AT&T has 

implemented an event management framework that provides an efficient and orderly 

recovery and restoration process. The framework uses the continuous assessment and 

action refinement methodology shown in Figure 1.2.5-1. 

 
Figure 1.2.5-1. Event Management Framework. Agencies benefit from the AT&T clearly defined plan 
and process for resolving unanticipated network events, which enables agencies to continue pursuing 

their missions, while AT&T restores communications as it addresses the network event. 
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The impacted BU assesses the event to determine if it can be resolved internally 

through existing procedures or by activating its Organization Business Continuity Plan. 

The issue may escalate within the BU before it is passed to Emergency Management 

Operations (EMO) for assistance. Each Business Unit Response Team (BURT) is 

responsible for activating their plan and determining if the event warrants escalation 

from Level 1 to Level 2. When a higher level of coordination is required, the BURT 

responder escalates to the global Emergency Management Council (EMC). When 

events pass to Level 3 (Corporate) or Level 4 (Executive) for command, the global EMC 

will contact the Executive Command Council (ECC) co-chair to recommend declaring a 

Level 3/4 event, to activate the Global EMC and optionally, the ECC. 

1.2.6 Network Disaster Recovery 
AT&T developed its Network Disaster Recovery (NDR) capability specifically for rapid 

service recovery during a wide range of disaster scenarios. NDR provides business 

continuity and recovery capabilities for the AT&T Global Network. AT&T has invested 

more than $600M in our NDR program since its inception, which includes our dedicated 

recovery fleet with more than 300 trailers 

and support vehicles. One of the primary 

roles of the AT&T NDR organization is to 

recover the services of an AT&T network 

office that has been completely destroyed or 

compromised by a natural or man-made 

disaster. Figure 1.2.6-1 is a picture of the 

NDR team supporting the World Trade 

Center disaster. 

The AT&T NDR team includes AT&T managers, engineers, and technicians who have 

received special training in the physical recovery of AT&T networks. Members 

participate in three to four recovery exercises each year to practice their skills. NDR’s 

recovery equipment includes a fleet of specially-designed semi-tractor trailers that 

contain the same of equipment that is installed in permanent AT&T offices. These 

technology trailers can be interconnected to recover the capabilities of a network office. 

 
Figure 1.2.6-1. NDR Site in Jersey City, NJ, 

September 2001. Activated following the destruction of 
the World Trade Center, the AT&T NDR Team was 
deployed to support the recovery of local network 

services in Manhattan and provide emergency 
communications for the New York City Police 

Department and relief agencies. 
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The NDR equipment is maintained in, and deployed from warehouses strategically 

located around the CONUS and in certain Non-Domestic locations. 

The NDR Team establishes broadband and wireless voice and data connectivity from 

disaster sites using one or more Emergency Communications Vehicles (ECV). AT&T 

uses Cell on Wheels (COW) and Cell on Light Trucks (COLT), self-contained mobile cell 

sites, to provide extra cellular capacity to restore communications after a disaster.  

Figure 1.2.6-2 depicts a COW. The 

mobile sites can be used to replace the 

service of a failed permanent cell site 

and they can be used to supplement the 

cellular capacity of an area experiencing 

increased demand. The NDR team uses 

Satellite COLTs to establish first-in 

communications when terrestrial 

connections to the AT&T Network are 

not immediately available. 

1.3 Service Coverage (CBSA-Dependent Services) [L.29.1(C); M.2.1(3); C.1.3]  
AT&T offers GSA an extensive global network and service delivery capability that 
far exceeds the minimum requirements. We offer all mandatory services and 
many optional services — 99 of the 100 top CBSAs, 779 of the 931 total CBSAs, 
and non-domestic off-net voice termination in 268 OCONUS and non-domestic 
locations. Future coverage will be even more extensive than currently proposed, 
in order for AT&T to offer services at additional locations through our expanding 
network. Domestically, AT&T proposes the four mandatory services, including AA, and 

22 optional services (as listed in Table 1-1). Geographic coverage exceeds the 

mandatory requirement by providing each of the four mandatory services in 779 of the 

931 CBSAs. 

We provided specific details of service coverage in Table 1.3-1 for CBSAs and in 
Table 1.3-2 for non-domestic countries and OCONUS. 

 
Figure 1.2.6-2. NDR COW. COW provides a mobile cell site 
that can be driven to a location that requires mobile services. 
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Table 1.3-1. AT&T Service Coverage by CBSA. With AT&T as an EIS contract holder, GSA is able to offer services 
to 779 CBSAs that deliver the indicated mandatory and optional services. AT&T will provide the mandatory services 
to all government locations within these CBSAs. 

Services CBSAs M
andatory 

VPNS 99 of Top 100 CBSAs 
ETS 47900 12580 20500 19100 16980 41940 41620 28140 12060 47260 41180 34980 16860 19740 41740 
IPVS 37980 35620 26420 40060 32820 26620 36740 25060 25180 41700 10740 33100 31080 41860 38300 
MNS 36260 12260 43340 19820 14460 17460 42660 30780 12420 38060 37620 36420 17220 15680 22180 
AA 40900 33460 27340 31140 38900 43620 13820 17900 45300 28940 37340 35380 26900 18140 17140 O

ptional 

PLS 
IPS 
TFS 
MTIPS 
MSS 
SRE 
SRL 
OWS 
UCS 

16700 46140 36540 33660 40140 27140 23420 33860 23540 33340 16740 20140 34060 19380 38540 
21340 29740 27260 16620 46520 46060 17820 15380 12980 22660 10580 12100 21180 11700 27740 
40220 11460 19060 29820 28660 46220 11260 47580 39300 
Additional CBSAs 
46980 29380 31980 37860 21060 25420 12620 26580 19780 15540 48620 30700 31540 39900 42540 
39580 14260 15180 45820 12220 14740 13220 17980 12940 25540 35300 38220 16940 45220 32580 
21900 30460 41500 29620 45060 30940 42340 12540 10500 38860 24860 28580 44060 17300 23900 
44100 13740 24340 29700 24660 31700 14500 40380 21500 34780 44700 15980 22020 37100 19340 
49340 35100 18580 47380 44140 21660 35980 27620 16060 39660 31420 37460 11500 23060 49740 
15260 21780 46340 40980 19180 45940 37900 20940 48540 22900 20100 32780 46540 48900 23700 
10900 14620 25620 16100 17860 45780 12300 41420 13980 27180 29940 26980 20260 13140 30140 
39820 49620 12700 46700 24020 35700 22860 11100 29180 30020 44180 32940 45900 14860 43420 
22220 12020 22380 10780 16820 10420 24220 27780 46180 21820 42140 16580 13380 42200 45500 
47780 10180 35840 14540 37140 39500 38180 31180 12180 27940 42300 49420 41060 26820 10460 
17780 43260 13780 21700 33700 46100 18180 17200 39380 16300 13620 24300 23180 29340 43760 
47460 48060 36020 16180 18880 42220 16220 30340 41460 25900 24580 39140 31740 40420 33180 
41540 26300 21020 38460 24780 22500 38820 45620 17660 42020 39740 20180 37120 28700 43900 
40700 16540 43300 17420 22140 33940 24260 27980 19760 49660 19660 36100 29460 49180 43580 
25260 36300 38940 11020 38340 11140 36500 32540 28420 29540 31260 42820 36980 25700 33060 
34820 28900 38740 47300 30880 16020 47940 20580 44660 12740 47020 31340 10620 19980 12860 
46660 20020 37780 37060 43780 36140 27020 27460 15860 13460 48700 18500 10100 15940 34100 
11180 11540 48220 32280 13700 26660 44260 27920 19300 18060 28020 44300 35820 10980 22420 
45520 29260 20420 29200 37080 10540 41100 26380 39060 45460 24620 20700 48180 22520 20740 
26860 33980 17020 21460 20980 19260 10220 14700 32740 14010 42100 30620 14140 31460 40740 
49700 25580 11620 42460 16260 14100 37580 42380 18700 34380 44420 37260 30300 12780 30260 
24540 43700 14660 40340 31660 34500 34460 27860 23580 28740 14020 25220 25460 40860 45180 
22100 35440 19500 23460 30980 40180 40660 25840 41140 21420 35740 34180 14580 46380 40540 
43500 31900 35660 17340 13020 24060 40080 19460 21220 20540 39340 22620 44340 40940 31580 
28780 33580 30860 27220 15620 33140 44220 36860 28860 26740 22700 29660 28620 20220 29860 
19140 32460 21300 43060 24420 30220 33740 24900 39260 15820 27100 28180 44580 13180 47080 
37420 31060 33260 32100 14220 47180 44740 21380 20460 19700 23660 17260 24460 32340 42940 
13100 35900 43460 48660 35020 27900 34700 29780 46020 12900 38620 39780 26340 47220 32900 
30060 11940 34020 39460 26020 26460 20780 15780 22580 13340 32980 11660 34660 37660 45740 
14180 35060 31380 46300 26140 25200 11220 32380 34900 21580 23780 10140 45340 36220 24380 
18980 22300 25860 25300 24140 13540 36660 37540 10700 45700 42680 36700 34620 28820 13500 
28380 22540 27060 28100 42740 31930 34140 10860 32220 15740 18620 31300 33780 21740 34340 
42620 45860 18420 11780 41760 23940 32620 36460 46460 49780 40580 40460 38380 24980 33300 
34420 21540 41400 16500 38580 32860 19220 32020 31820 23380 31940 25780 47820 46620 40820 
30380 19580 29020 43100 15020 43140 48940 47660 28300 39540 48260 40260 48980 14780 11900 
34860 18820 36780 15460 49820 36900 14720 23860 17380 27500 35420 18380 18780 44540 19420 
29980 18020 11060 36940 17580 13660 41820 35260 45980 41780 43980 14340 49260 27540 27700 
48820 12820 31220 31020 34300 24640 13060 43020 44460 29300 45140 29060 13300 27300 14420 
22800 38100 38260 22820 37500 47700 46900 42780 13260 17700 21140 42860 20300 30820 33020 
49300 14380 30580 18100 23980 22340 21120 18460 32180 17540 25760 40300 48020 44620 12680 
35140 49100 22280 39420 23340 15500 23500 42900 20900 43740 45660 37940 12460 28340 47240 
33620 10660 44020 20060 11680 18740 32000 25820 45020 26500 36820 22060 43660 39860 38700 
15660 36840 12380 33220 43180 35460 32700 20340 18660 30660 33420 44980 32500 20380 24820 
34220 15340 46780 36380 23620 43380 26540 29500 27600 30280 26940 45580 16460 38240 43220 
16380 26090 24700 15900 26960 11380 25720 35220 47920 48580 47340 31680 11420 23140 34540 
16340 25880 44900 29900 31620 
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Services CBSAs  

OWS Available in all of the above CBSAs with the exception of these eight CBSAs: 
SONET 39660 20100 46180 24300 25900 27980 30300 28180 
DFS Available in the following twelve CBSAs: 

47900 12500 19100 12060 26420 40060 41700 33100 12420 45300 47380 16820  
Table 1.3-2. AT&T Service Coverage by Country Codes. With AT&T as an EIS contract holder, GSA is able to 
offer nearly all services to the majority of Non-Domestic and OCONUS locations that could require EIS services. 

COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
Non-Domestic Country ID 

120038 
    

 
     

 
      

120039  
   

 
     

 
      

120040  
                

120042 
    

 
     

 
      

120043  
   

 
     

 
      

120044  
   

 
     

 
      

120045 
                 

120046  
   

 
     

 
      

120047  
   

 
    

  
 

 
    

120048  
   

 
     

 
      

120049  
   

 
     

 
      

120050 
                 

120051  
   

 
 

 
  

  
 

 
    

120309 
                 

120052  
   

 
    

  
 

 
    

120053  
   

 
            

120300 
    

 
     

 
      

120054  
   

 
     

 
      

120055  
   

 
     

 
      

120056 
    

 
     

 
      

120057  
   

 
     

 
      

120058  
   

 
     

 
      

120059  
   

 
    

  
 

 
    

120060  
   

 
     

 
      

120061 
    

 
     

 
      

120062  
   

 
     

 
      

120063 
  

 
              

120064 
  

 
 

 
     

 
      

120065  
 

 
 

 
     

 
      

120066  
 

 
              

120067  
 

 
 

 
 

 
  

  
 

 
    

120313 
  

 
 

 
     

 
      

120068  
 

 
 

 
     

 
      

120069 
  

 
 

 
     

 
      

120070  
 

 
 

 
    

  
 

 
    

120071  
 

 
              

120073  
 

 
              

120074  
 

 
 

 
     

 
      

120075  
 

 
              

120076  
 

 
 

 
 

 
  

  
 

 
    

120077  
 

 
 

 
     

 
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COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
120078  

 
 

 
 

     
 

      

120079  
 

 
              

120080  
 

 
              

120302 
  

 
 

 
     

 
      

120081  
 

 
 

 
 

 
  

  
 

 
    

120082  
 

 
 

 
     

 
      

120083 
  

 
              

120084 
  

 
              

120085  
 

 
 

 
    

  
 

 
    

120086  
 

 
              

120266  
 

 
              

120087  
 

 
              

120088 
  

 
 

 
     

 
      

120089  
 

 
 

 
     

 
      

120143  
 

 
              

120090  
 

 
 

 
     

 
      

120091 
  

 
              

120303 
  

 
 

 
     

 
      

120304 
  

 
 

 
    

  
      

120093    
 

 
    

  
 

 
    

120094    
 

 
    

  
 

 
    

120095 
  

 
 

 
     

 
      

120096  
 

 
              

120097  
 

 
 

 
     

 
      

120098  
 

 
 

 
     

 
      

120305 
  

 
 

 
     

 
      

120099 
  

 
              

120100  
 

 
 

 
     

 
      

120101  
 

 
 

 
     

 
 

 
    

120102  
 

 
 

 
     

 
      

120103  
 

 
              

120104 
  

 
 

 
     

 
      

120105  
 

 
 

 
     

 
      

120106  
 

 
 

 
     

 
      

120107 
  

 
              

120108 
  

 
              

120109 
  

 
 

 
     

 
      

120110  
 

 
 

 
    

  
 

 
    

120111  
 

 
 

 
 

 
  

  
 

 
    

120112  
 

 
 

 
     

 
      

120113 
  

 
 

 
     

 
      

120114 
  

 
              

120314 
  

 
              

120115  
 

 
 

 
     

 
      

120116  
 

 
 

 
     

 
      

120117  
   

 
     

 
      

120118  
 

 
 

 
 

 
  

  
 

 
    

120119  
 

 
 

 
     

 
      

120120 
  

 
 

 
     

 
      

120121  
 

 
 

 
    

  
 

 
    



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 29 

 

COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
120122 

  
 

              

120123  
 

 
 

 
     

 
      

120124  
 

 
 

 
     

 
      

120126 
  

 
 

 
     

 
      

120127  
 

 
 

 
     

 
      

120129  
 

 
              

120128 
  

 
              

120130 
  

 
 

 
     

 
      

120131  
 

 
 

 
     

 
      

120132  
 

 
 

 
     

 
      

120133    
 

 
    

  
 

 
    

120134    
 

 
    

  
 

 
    

120135 
  

 
 

 
     

 
      

120136  
 

 
 

 
    

  
      

120137  
 

 
 

 
     

 
      

120138 
  

 
              

120139 
  

 
 

 
     

 
      

120140  
 

 
 

 
    

  
 

 
    

120141  
 

 
 

 
    

  
 

 
    

120142  
 

 
 

 
    

  
 

 
    

120144  
 

 
 

 
     

 
      

120145  
 

 
 

 
 

 
  

  
 

 
    

120146  
 

 
 

 
     

 
      

120147  
 

 
 

 
     

 
      

120148  
 

 
 

 
     

 
      

120149 
  

 
              

120306 
  

 
 

 
     

 
      

120152 
  

 
 

 
     

 
      

120153  
 

 
              

120154 
  

 
              

120155  
 

 
 

 
     

 
      

120156  
 

 
 

 
     

 
      

120157  
 

 
              

120158  
 

 
 

 
     

 
      

120159  
 

 
              

120160  
 

 
 

 
     

 
      

120161    
 

 
     

 
      

120162    
 

 
    

  
 

 
    

120163 
  

 
 

 
     

 
      

120164  
 

 
 

 
     

 
      

120165  
 

 
              

120166  
 

 
 

 
     

 
      

120167  
 

 
 

 
     

 
 

 
    

120168 
  

 
              

120169  
 

 
              

120170 
  

 
 

 
     

 
      

120310  
 

 
 

 
     

 
      

120172  
 

 
              

120173 
  

 
 

 
     

 
      

120174 
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COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
180020  

 
 

 
 

 
 

  
  

 
 

    

120178  
 

 
              

120179 
  

 
 

 
     

 
      

120180 
  

 
 

 
     

 
      

120320 
  

 
              

120181  
 

 
 

 
     

 
      

120182 
  

 
 

 
     

 
      

120183  
 

 
              

120072 
  

 
              

120184  
 

 
              

120185 
  

 
              

120186 
  

 
 

 
     

 
      

120187  
 

 
 

 
 

 
  

  
 

 
    

120188  
 

 
 

 
     

 
      

120032 
  

 
 

 
     

 
      

120189 
  

 
              

120190  
 

 
 

 
    

  
 

 
    

120191  
 

 
 

 
     

 
      

120192  
 

 
              

120193  
 

 
 

 
     

 
      

120194 
  

 
              

120195 
  

 
              

120150 
  

 
              

120196  
 

 
 

 
 

 
  

  
 

 
    

120197 
  

 
              

120198 
  

 
 

 
     

 
 

 
    

120307 
  

 
 

 
     

 
      

120200  
 

 
 

 
     

 
      

120201 
  

 
 

 
     

 
      

120202  
 

 
 

 
     

 
      

120203  
 

 
 

 
    

  
      

120204    
 

 
    

  
 

 
    

120205 
 

  
 

 
     

 
      

120206    
 

 
    

  
 

 
    

120207    
 

 
    

  
 

 
    

120208  
 

 
 

 
     

 
      

120209 
  

 
 

 
     

 
      

120210  
 

 
 

 
    

  
 

 
    

120211  
 

 
 

 
    

  
 

 
    

120212  
 

 
              

120264 
  

 
              

120219 
  

 
 

 
     

 
      

120220 
  

 
              

120221 
  

 
 

 
     

 
      

120222  
 

 
 

 
     

 
      

120223  
 

 
 

 
     

 
      

120224 
  

 
 

 
     

 
      

120225  
 

 
 

 
     

 
      

120226    
 

 
    

  
 

 
    

120227 
 

  
 

 
    

  
 

 
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COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
120228  

 
 

 
 

    
  

 
 

    

120229 
  

 
 

 
     

 
      

120230 
  

 
              

120231    
 

 
    

  
 

 
    

120151    
 

 
    

  
 

 
    

120272 
  

 
              

120232  
 

 
 

 
 

 
  

  
 

 
    

120233 
  

 
 

 
     

 
      

120213 
  

 
              

120214  
 

 
 

 
     

 
      

120215  
 

 
 

 
     

 
      

120216 
  

 
 

 
     

 
      

120217  
 

 
       

 
      

120234 
  

 
 

 
     

 
      

120235  
 

 
 

 
     

 
      

120236 
  

 
              

120237    
 

 
    

  
 

 
    

120238    
 

 
    

  
 

 
    

120239 
  

 
 

 
     

 
      

120240  
 

 
 

 
    

  
 

 
    

120241  
 

 
              

120242  
 

 
              

120243  
 

 
 

 
     

 
      

120244  
 

 
              

120308 
  

 
              

120245 
  

 
              

120246  
 

 
 

 
     

 
      

120247  
 

 
 

 
     

 
      

120248  
 

 
 

 
    

  
 

 
    

120249 
  

 
              

120250  
 

 
 

 
     

 
      

120251 
  

 
              

120252  
 

 
 

 
     

 
      

120253  
 

 
 

 
     

 
      

120254  
 

 
 

 
     

 
      

120255  
 

 
 

 
    

  
 

 
    

120256  
 

 
 

 
     

 
      

120257  
 

 
 

 
     

 
      

120258 
  

 
              

120312 
  

 
 

 
     

 
      

120259 
  

 
 

 
    

  
 

 
    

120260  
 

 
 

 
     

 
      

120262 
  

 
              

120263 
  

 
 

 
     

 
      

120265 
  

 
 

 
     

 
      

120267  
 

 
 

 
     

 
      

120318 
  

 
              

120268  
 

 
 

 
     

 
      

180025 
  

 
              

180026 
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COUNTRY ID 
CBSA Mandatory Services CBSA Optional Services 

VPNS ETS IPVS MNS AA OWS PLS SONET DFS IPS TFS UCS MTIPS MSS SRE SRL CW 
180027 

  
 

              

180029 
  

 
              

180036 
  

 
              

180037 
  

 
              

180038 
  

 
              

180039 
  

 
              

180040 
  

 
              

180041 
  

 
              

180042 
  

 
              

180043 
  

 
              

180044 
  

 
              

180045 
  

 
              

180046 
  

 
              

180047 
  

 
              

180048 
  

 
              

180049 
  

 
              

OCONUS Country ID 
179627 

  
 

 
 

 
 

          

120270 
  

 
 

 
 

 
          

120269 
  

 
 

 
 

 
          

120171 
  

 
 

 
 

 
   

 
      

120176 
  

 
 

 
 

 
   

 
      

120177 
  

 
              

120199 
  

 
 

 
 

 
   

 
      

120317  
 

 
 

 
 

 
  

 
  

 
    

120261 
  

 
              

120036         
 

        
120037         

 
        

120316 
                 

 

Agencies will have the ability to better achieve their missions globally through the AT&T 

network geographic reach.  

1.4 Security [L.29.1(D); L.11; M.2.1(4)] 
Customer agencies will receive a fully compliant security architecture that 
includes MTIPS, agency traffic routing, EINSTEIN Enclave interfaces, and control 
mechanisms for fail-safe traffic redirection. Properly cleared personnel, up to 
TS/SCI, are available as required to support security operations. 
1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
The AT&T services comply with the GSA’s service-specific and general security 

requirements and specifications as provided in RFP Sections C.1.8.7, C.1.8.8, and 

C.2.8.4. How each service complies with service-specific security requirements is 

described in Section 2 of this volume. 
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1.4.2 General Requirements Described in Sections C.1.8.7 [M.2.1(4)(b); C.1.8.7]  
Security of the EIS network and services architecture will adhere to all the general 

requirements described in RFP Section C.1.8.7. This section also corresponds closely 

with the general requirements for MTIPS as defined in RFP Section C.2.8.4.  

As applicable, per the service specific security requirements identified in RFP 

Section C.2, those services will adhere to the general requirements described, and 

comply with the reference documents listed in RFP Section C.1.8.7.1. Further, All AT&T 

services provided comply with all FISMA, DOD, Intelligence Community, FIPS, and 

NIST SP 800 series guidance and directives where applicable. 

1.4.3 External Traffic Routing Requirements [L.29.2.3; M.2.1(4)(c); C.1.8.8] 
GSA requires an overall security architecture to meet agency traffic routing conditions. 

Figure 1.4.3-1 depicts the AT&T overall security solution, per the requirements in RFP 

Section C.1.8.8 for routing agency traffic through a DHS EINSTEIN Enclave, as well as 

alternate routing of traffic for those agencies who use MTIPS service. Both approaches 

are detailed in Table 1.4.3-1. 

 
Figure 1.4.3-1. Trusted Internet Connection (TIC) and National Cyber Protection System (NCPS) Support. 

Agency data will be synchronized with US Cert and integrated with the NCPS by routing traffic through either  
MTIPS or the Einstein Enclave that will be deployed as part of the EIS contract.  
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Table 1.4.3-1. TIC and NCPS Architecture. Agencies can route their traffic securely through MTIPS or Einstein 
Enclave to synchronized with US CERT and integrate with NCPS. 

Component Description 
DHS 
EINSTEIN 
enclave 

 Collocated within an AT&T Internet Data Center (IDC) or ICD-705 Sensitive Compartmentalized 
Information Facility (SCIF), based on sensitivity level, EINSTEIN provides an automated process 
for collecting, correlating, analyzing, and sharing computer security information across 
subscribing civilian agencies.  
 Passive collection of the following data allows EINSTEIN to perform analysis and provide 

situational awareness for agencies concerning the state of Internet traffic across the .gov 
domain: 
 Autonomous System 

Numbers (ASN) 
 Internet Control Message 

Protocol (ICMP) 
 Packet Length 

 Protocol 
 Sensor Identification and 

Connection Status 
 Source and Destination 

IP Address 

 Transmission Control 
Protocol (TCP) Flag 
Information 

 Timestamp and Duration 
Information 

 Agency data is routed to the EINSTEIN Enclave from the agency demarcation through front-end 
security devices that are collocated within an IDC or SCIF, based on sensitivity level. Once 
through EINSTEIN, the agency traffic is then routed to the appropriate endpoint.  

MTIPS/TIC 2.0  For agencies with existing MTIPS service, MTIPS provides scalable and simultaneous security 
services to multiple subscribing agencies while maintaining specific controls for each subscribing 
agency’s services. 
 MTIPS provides highly secured routing of agency traffic to the Internet and remote access for 

remote users or vendors to connect to agency extranet sites.  
 MTIPS consists of four major operations: 
 Security Enforcement Nodes (SEN): Located in Washington, D.C., Dallas, Texas, 

Finksburg, Maryland, and Chicago, Illinois, the facilities host EINSTEIN firewalls, intrusion 
detection systems (IDS), http/https proxy (URL filtering and email filtering systems).  

 Shared Component Nodes (SCN): SCNs are made up of applications and equipment used 
to tabulate, correlate, and store event data received from SENs. Databases in the SCN 
contain the normalized event data (Message DB) as well as the rules and correlating tools 
(information and knowledge DBs) to properly identify any security events.  

 Security Operations Analysis Center (SOAC): The SOAC provides event analysis and 
response coordination. SOAC is located in Dranesville, Virginia, with an alternate site in 
Bedminster, New Jersey. Both are staffed 24x7. 

 Security Operations Management Center (SOMC): The SOMC provides overall platform 
management. Located in Durham, North Carolina with a backup site in Mesa, Arizona,, the 
facility provides system operations and maintenance coordination for the MTIPS platform. 

Data center 
facility 

 Commensurate with TO sensitivity, AT&T can provide colocation space for DHS EINSTSEIN 
Enclaves in either a TIA-942 certified data center or an ICD-705 certified center for SCIFs. 

Smart hands  Based on TO personnel security requirements, AT&T can provide TS/SCI cleared personnel to 
provide host administrative tasks for MTIPS on DHS supplied GFP collocated within the 
EINSTEIN Enclave.  

The locations of PoPs and Enclaves, transport types and speeds, diversity, number of 

hops and delay for the MTIPS and DHS Einstein Enclave is outlined in Table 1.4.3-2. 
Table 1.4.3-2. Locations, Transport Types/Speed, Diversity, Hop and Delay. The table provides required 
information on proposed external traffic routing for security. 

Requirement MTIPS Solution Einstein Enclave Solution 
PoP or enclave 
locations 

Washington DC; Finksburg, MD; Chicago, 
IL; Dallas, TX (backup site) 

Location(s) to be determined; East and West coast 
locations are proposed; Dependent upon number of 
Einstein devices provided and Enclave security 
requirements 

Transport types 
& speeds 

VPN Transport; Transport speeds range 
from 1.5 Mb/s to 10 Gb/s 

Customer choice on transport type; Various transport 
types can be used: VPN, Private Line, Optical 
Wavelength, SONET, Ethernet and IPS. Transport 
speeds range from 1.5 Mb/s to 10 Gb/s 
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Requirement MTIPS Solution Einstein Enclave Solution 
Diversity MTIPS provides connectivity to primary TIC 

site and backup TIC site, VPN has diverse 
connections to MTIPS TIC locations. VPN 
Network provides equipment and transport 
diversity. Customer has option to purchase 
access diversity with MTIPS service 

Diversity is customer configurable and will 
determined when a Task Order is received. Transport 
diversity options for VPN, private line, SONET, 
Optical Wavelength, Ethernet and IPS are discussed 
in Sections 1.2.3, 1.2.4, 2.1.1, 2.1.2, and 2.2.1. 

Hop count Hop count is dependent upon Customer 
location. There are at least 4 hops: 
Customer Edge (CE) device to PE device; 
PE to backbone device; Backbone to PE; 
and PE to MTIPS TIC. The number of hops 
depends upon the number of backbone 
switches that are traversed. 

Hop count for VPN, Ethernet and IPS are dependent 
upon Customer location and Enclave location. There 
are at least 4 hops: CE device to PE device; PE to 
backbone device; Backbone to PE; and PE to 
Einstein Enclave. Private Line, SONET and Optical 
Wavelength are TDM-based service and don’t follow 
hop counts. 

Delay The MPLS backbone network average 
cross-country US roundtrip delay is 37 
milliseconds. End-to-End transport delay 
and End-to-End SLA metrics can be 
captured through the deployment of a 
performance monitoring system and 
associated equipment purchased as SREs, 
and managed using Managed Network 
Services. 

For VPN, Ethernet and IPS, the MPLS backbone 
network average cross-country US roundtrip delay is 
37 milliseconds. The delay for Private Line, Optical 
Wavelength and SONET are dependent upon 
distance between Enclave and customer location 
transport speed. End-to-End transport delay and 
End-to-End SLA metrics can be captured through the 
deployment of a performance monitoring system and 
associated equipment purchased as SREs, and 
managed using Managed Network Services.  

1.4.3.1  Methodology for Identifying AT&T’s Participating Agency Traffic for Each 
Affected Service [L.29.2.3(1); M.2.1(4)(c)(i)] 

Table 1.4.3-3 describes the methodology for identifying participating agency traffic for 

each affected service. 
Table 1.4.3-3. Agency Traffic Redirection Options. Agencies have alternatives for routing their traffic based on 
new or existing service. 

Component Description 
Steps to define 
clear 
demarcation 
point 

 Assist a participating agency with identifying a demarcation point, where the agency traffic 
crosses the agency enterprise network security boundary 
 Identify the participating agency traffic to be delivered to the AT&T network destined to route to 

a DHS EINSTEIN Enclave or MTIPS platform 
 Route the participating agency inbound traffic into the enterprise network to be terminated at 

the agency demarcation point  

1.4.3.2 Anticipated Technical Approach, for Each Affected Service, to Redirect 
All Participating Agency Internet, Extranet, and Inter-Agency Traffic to 
DHS EINSTEIN Enclaves, Receive Processed Traffic from GFP Within the 
DHS EINSTEIN Enclave, and Deliver Traffic to Its Final Destination 
[L.29.2.3(2); M.2.1(4)(c)(ii); C.1.8.8] 

Depicted in Figure 1.4.3-1, and detailed in Table 1.4.3-1, there are two alternatives for 

redirecting participating agency traffic, as briefly described in Table 1.4.3-4. 
Table 1.4.3-4. Agency Traffic Redirection Options. Agencies have alternatives for routing their traffic based on 
new or existing service. 

Component Description 
DHS EINSTEIN 
enclave 

 Routes and redirects all Internet, Intranet, Extranet, and VoIP traffic from the agency enterprise 
network through a DHS EINSTEIN Enclave, providing measures to securely deliver agency 
traffic to its final destination 
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Component Description 
MTIPS  Routes and redirects all Internet and Extranet traffic from the agency enterprise network 

through an MTIPS platform for those agencies that already subscribe to an MTIPS service, 
saving time and expenses by not redirecting traffic to a new DHS EINSTEIN Enclave  

1.4.3.3 Technical Approach to Notify DHS If Any Non-Participating Agency Traffic 
Will Be Redirected Through DHS EINSTEIN Enclaves  
[L.29.2.3(3); M.2.1(4)(c)(iii)] 

Table 1.4.3-5 describes the technical approach to notify DHS of redirecting traffic 

through DHS EINSTEIN Enclaves. 
Table 1.4.3-5. Technical Approach for Notifying DHS of Redirected Traffic. Agency traffic can be redirected 
through a DHS EINSTEIN Enclave with notification to DHS. 

Component Description 
Agency 
demarcation 

 Defining a clear agency demarcation point is one of the steps to the technical approach for 
notifying DHS of redirecting traffic through an EINSTEIN Enclave.  

VPN routes  Redirecting traffic through the DHS EINSTEIN Enclave is also achieved by defining and setting 
up specific VPN routes from the agency demarcation point, through the routing equipment in 
the agency colocation space, and onto the EINSTEIN Enclave as shown in Figure 1.4.3-1. 

Extranet  We can determine, from an extranet, if non-participating agency traffic lands in a different 
agency’s demarcation point.  
 We will assist the participating agency to alert DHS that non-participating agency traffic will be 

routed through an EINSTEIN Enclave.  

1.4.3.4 Control Mechanisms to Ensure the Identification and Redirection of 
Participating Agency Traffic Cannot Be Inadvertently or Maliciously By-
Passed [L.29.2.3(4); M.2.1(4)(c)(iv)] 

Table 1.4.3-6 outlines the two control mechanisms for safeguarding agency traffic 

against inadvertent or malicious bypass. 
Table 1.4.3-6. Control Mechanisms. Identification and redirection of agency traffic will be protected from bypass by 
implementing safeguards defined in the NIST SP 800 series guidelines. 

Component Description 
Demarcation  Identify the demarcation point of the agency system, such as a router and firewall, where 

agency traffic is offloaded to the AT&T network 
System access  Define which AT&T individuals have access to the system and what those individuals can 

access on the EINSTEIN Enclave, based on NIST Special Publication (SP) 800-53 physical 
and logical security access controls for a FISMA High system 
 If necessary, perform a full FISMA High authorization on the agency security boundary to 

assess and expose any vulnerabilities that would allow malicious bypass of agency traffic and 
allow an agency to mitigate those vulnerabilities  

1.4.3.5 Sensing and Control Mechanisms AT&T Will Use to Ensure the 
Redirection of Traffic is Failsafe Should Failures Occur with DHS GFP 
[L.29.2.3(5); M.2.1(4)(c)(v)] 

Table 1.4.3-7 describes sensing and control mechanisms for fail-safe traffic redirection. 
Table 1.4.3-7. Sensing and Control Mechanisms. Fail-safe redirection of traffic depends on proper sensing and 
control mechanisms that are provided in the AT&T security architecture. 

Component Description 
VPN connection  Fail-safe redirection of traffic can be facilitated by securing a VPN connection from the agency 

demarcation point to the DHS EINSTEIN Enclave. This involves encrypting the participating 
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Component Description 
agency’s traffic from the demarcation point to the EINSTEIN Enclave and following encryption 
guidance outlined in the Federal Information Processing Standard (FIPS) 140-2, Security 
Requirements for Cryptographic Modules  

1.4.3.6 Location of AT&T Existing or Planned ANSI/PIA-942 and ICD 705 Certified 
Facilities That Can Service as DHS EINSTEIN Enclaves Capable of Posting 
DHS GFP At Or Near Appropriate Traffic-Access Locations [L.29.2.3(6); 
M.2.1(4)(c)(vi)] 

Table 1.4.3-8 describes the location of AT&T-certified facilities. 
Table 1.4.3-8. AT&T -Certified Facilities. Agencies can colocate equipment in secure facilities — including FISMA 
high environments — owned by AT&T, who has more than a decade of experience hosting government customers. 

Facility Description 
ANSI/TIA-942 
certified 

 Provides colocation space in 23 geographically dispersed domestic IDCs and 15 global IDCs. 
The preferred IDCs for government hosted space are: 
 Ashburn, Virginia, for proximity to Washington, D.C. 
 Webb Chapel, Texas, which acts as a backup facility for the government cloud 

infrastructure 
 Lisle, Illinois, which acts as a backup facility for the AT&T MTIPS platform 

ICD 705 certified  Provides SCIF space underground in the AT&T Dranesville, Virginia data center, which 
currently hosts several cleared programs  

1.4.3.7 Availability of TS/SCI Cleared Personnel for “Smart-Hands” Service of 
DHS Supplied Equipment [L.29.2.3(7); M.2.1(4)(c)(vii)] 

Table 1.4.3-9 describes the availability of TS/SCI cleared personnel to provide 

“Smart-Hands” service. 
Table 1.4.3-9. AT&T Cleared Personnel. DHS can call on AT&T to provide cleared personnel to perform host 
administrative tasks on DHS-supplied equipment. 

Capability Description 
Project-ready 
personnel 

 Staff is available to provide “smart-hands” support, on a project basis, to perform tasks on DHS 
supplied equipment. AT&T currently has approximately 1,100 individuals with TS/SCI clearance 
who would be able to provide “smart-hands” support, based on TO personnel security 
requirements.  

Data center 
staffed 
personnel 

 Based on availability, AT&T deploys personnel at the AT&T Dranesville, Virginia data center who 
carry a TS/SCI clearance and can support “smart-hands” service of DHS supplied equipment, 
based on TO personnel security requirements.   

1.4.3.8  Instrumentation to Measure Transport of SLA KPIs  
[L.29.2.3(8); M.2.1(4)(c)(viii); C.1.8.8] 

Table 1.4.3-10 describes the different instrumentation to measure transport SLA KPIs. 
Table 1.4.3-10. AT&T Measuring Transport SLA KPIs. DHS can take advantage of two mechanisms to measure 
transport performance metrics. 

Capability Description 
Premises-
based 
probes/data 
collection 
system 

 Installed between the DHS provided equipment and the demarcation point within the EINSTEIN 
Enclave: 
 Provides application level, network level, and link level diagnostics 
 Configured to provide proactive monitoring, trouble ticketing, and notifications 
 Supplies performance metric statistics, including site availability, site-to-site data delivery 

rate, and site-to-site latency 
 Location of the probes does not introduce any further performance measures from DHS GFP 

(i.e., as if traffic were to pass through loopbacks in the EINSTEIN Enclaves) 
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Capability Description 
AT&T Global 
IP/MPLS 
Network 
Performance 
System (GPS) 

 Available through a public web portal, GPS provides the following performance measurements of 
the network: 
 Round-trip Delay (Latency): Measured in milliseconds, delay is the round-trip transmission 

time for a data packet to travel between two end points on the Internet.  
 Data Delivery: Data delivery is defined as the percentage of successfully delivered packets 

across the IP network.  
 Backbone Availability: As a percentage, backbone availability is the time that the backbone 

is available to route agency packets to every edge of the backbone.  

1.4.4 Traffic Identification and Routing Policy [L.29(2)(c); L.29.2.3; C.1.8.8(3)] 
1.4.4.1  Detailed Technical Description [L.29.2.3; C.1.8.8] 
A detailed technical description of the EINSTEIN Enclave and MTIPS/TIC 2.0 platforms 

appeared previously in Table 1.4.3-1.  

1.4.4.2  Design of AT&T Aggregation Service [L.29.2.3] 
The design of our aggregation service is based on two factors: 

 Establishing a clear demarcation point, as previously discussed in Table 1.4.3-2 

 Defining whether agency traffic will route through an EINSTEIN Enclave or through an 

agency purchased MTIPS service  

1.4.4.3 Implementation of AT&T Aggregation Service [L.29.2.3] 
The implementation of our aggregation service is described in Table 1.4.4-1. 
Table 1.4.4-1. Implementation of Aggregation Service. Agencies will receive the EINSTEIN or MTIPS platform 
through defined and tested implementation procedures. 

Component Description 
DHS EINSTEIN 
enclave 

 Assist DHS to set up an EINSTEIN Enclave in an AT&T data center or colocation space 
 Set up communications links to the US Computer Emergency Readiness Team (US-CERT) 
 Define operational procedures to implement service across an EINSTEIN Enclave: 
 Service provisioning 
 Maintenance/support of the platform 

 Handling of security events 
 Trouble reporting 

MTIPS  Delivers a mature platform through well-defined implementation and operational procedures  

1.4.4.4 Operation of AT&T Aggregation Service [L.29.2.3] 
Our aggregation service operation is described below in Table 1.4.4-2. 
Table 1.4.4-2. Operation of Aggregation Service. Agencies can implement and operate the EINSTEIN or MTIPS 
platform based on established plans that clearly delineate agency responsibilities. 

Responsibility Description 
Agency  Acquire colocation space for EINSTEIN Enclave equipment 

 Install connectivity between agency locations and the EINSTEIN Enclave 
 Install connectivity between the EINSTEIN Enclave and external networks 

MTIPS  Provision space and power within an AT&T IDC or SCIF for the EINSTEIN Enclave 
 Establish cross-connects within the EINSTEIN Enclave space  
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2 Technical Response [L.29(2); L.29.2; M.2.1; C.1; C.2] 
This section of our proposal addresses the specific RFP requirements for individual 

mandatory and optional services. To aid GSA in its evaluation, we have organized our 

technical response for each mandatory and optional service using a common topical 

structure and tabular format. In addition to the response provided for each service, 

AT&T will provide customer technical support as a component of each of its EIS 

services.  

2.1 Mandatory EIS Services [L.29(2)(a); L.29.2.1; M.2.1; C.1.2] 
AT&T will offer GSA mandatory services that are fully compliant and deliver 
feature rich and highly secured support to customer agencies in 779 CBSAs—
significantly exceeding the 25-CBSA minimum requirement. Our proposal response 

addresses all services defined as mandatory in RFP Section C. Our response describes 

how AT&T will provide the proposed services and features, including how AT&T will 

provide the service architecturally and technically (referencing the network architecture 

description provided in RFP Section L.29.1), and identifies solutions for the following 

areas (as defined in RFP Section M.2.1) for each proposed service: A. Understanding; 

B. QoS; C. Service Coverage (for CBSA-dependent services); and D. Security. 

For each proposed service, AT&T also indicates whether or not (and how) we will meet 

or exceed the following, as applicable: Service and Functional Description, Standards, 

Connectivity, Technical Capabilities, Features, Interfaces, and Performance Metrics. 

The proposed 779 CBSAs in which we will deliver each of the four mandatory services 

(including their AA) exceeds the mandatory minimum of 25 of the top 100 CBSAs and 

complies with the associated mandatory locations in the traffic model. 

2.1.1 Service Area: Data Service [C.2.1] 
2.1.1.1 Virtual Private Network Service [L.29.2.1; M.2.1; C.2.1.1] 
Customer agencies will be able to easily 
interconnect their sites across 
metropolitan areas or around the globe 
using AT&T Virtual Private Network 
Services (VPNS). The AT&T VPNS is an 

MPLS based architecture offering a wide 

AT&T VPNS is a secured private network 
foundation that delivers core connectivity  

to these powerful cloud-accessible  
services proposed: 

 SIP Trunking Service 
 Network-based firewall 
 Network-On-Demand 
 NetBond 

  IP Voice Service 
 Audio & Video 

Conferencing 
 IaaS 
 MTIPS 
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range of connectivity options and features, including point-to-point, point-to-multipoint, 

Classes of Service (CoS), multicast, and interworking with Ethernet and IP networks. All 

infrastructure and devices involved in implementing the VPN are owned by AT&T and 

located at the edge of the AT&T backbone. 

2.1.1.1.1 How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.1.1.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
With the AT&T proposed solution for VPNS, 

agencies will receive a highly secured, private 

IPv4/v6 networking solution through multiple 

access options. Managed and unmanaged VPNS 

options will offer agencies direct/remote access to 

network connected applications. 

The AT&T VPNS will provide agencies access to 

our global MPLS backbone network, available in 

197 countries, to develop a private and highly 

secured approach to transporting their multi-

service IP traffic between sites. 

The AT&T VPNS will offer agencies the flexibility to establish the following three 

required solutions as depicted in Table 2.1.1-1.  
Table 2.1.1-1. AT&T VPNS Service Solution. AT&T VPNS offers agencies flexible solutions through a feature-rich, 
redundant, and global BGP/MPLS VPN service platform supporting the full range of required architectures for 
Intranet, extranet, and remote access agencies users. 

VPNS  
Req’d Service Description of AT&T Solution 

Intranet 
service 

 Offers agencies the ability to extend the reach of their internal private IP networks between 
locations through highly secured connections that enable transport of data, voice, and video 
traffic  
 Allows agencies to establish a global Intranet that incorporates the bandwidth and features for 

successful communications  
Extranet 
service 

 Offers agencies the ability to provide access to their specified applications and content to trusted 
external users/customers through secured encrypted tunnels  
 Allows extranet users to establish connections via broadband or dedicated access 

Remote 
access 

 Offers flexible options to provide secured remote access to the agencies’ Intranet  
 Benefits agencies that have mobile and remote workers by leveraging our highly secured MPLS 

based VPN Service with Small Office/Home Office (SOHO) and single user solutions.   

Agencies benefit from AT&T position as 
Market Leader. Examples include: 

 AT&T received 2014 MPLS/IP VPN Services 
Market Leadership award…”in recognition of 
AT&T’s ability to capture the largest market 
share in MPLS/IP VPN market, by 
strategically investing its resources to tap 
market potential for layer 3 VPN 
services….”(Frost & Sullivan, January 2015) 
 AT&T identified as “One of the strongest 

Managed Global MPLS Service offerings” by 
Forrester Research, Inc. 
 Frost & Sullivan remarks: “AT&T dominates 

the Business Communication Services 
(BCS) space with the highest revenue share 
in each of the network services and 
application segments, largely owing to its 
expansive network footprint, and the 
completeness of solutions it offers.” 
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As depicted in Figure 2.1.1-1 and Table 2.1.1-2, the AT&T proposed architecture and 

services will meet EIS service requirements.  

 
Figure 2.1.1-1. VPNS Overview. Agencies can take advantage of these multiple access 

technologies and flexible VPNS architecture to reach both internal and external users/applications.  
Table 2.1.1-2. VPNS Overview Description. VPNS components support a rich set of IP-based services and function 
as the underlying/foundational network connectivity for remote users, access to cloud service providers, and 
centrally-controlled Internet access via network based firewall support. 

Architectural 
Components Description 

Functional Components 
Remote access  Enables combined capabilities of the private MPLS-based VPNS with Internet-based VPN 

remote access 
 Includes AT&T Global Network Client to manage secured remote access connections 
 Provides support for CoS profiles  
 Provides global support for VPNS remote access users 
 Includes PCI-certified authentication 
 Provides Health Insurance Portability and Accountability Act (HIPAA) compliance 

Application 
gateways 

 Delivers connectivity to powerful cloud-
based applications and providers 
 Unified Communications 

 Cloud Service Providers 
 Voice over IP (VoIP) Service 
 Hosting Services 

Firewall/filtering  Provides Network-Based Firewall (NBFW) Service 
 Merges into agencies’ VPNS, as managed service offering, eliminating the need for 

premises-based firewall solutions/support 
Technical Components 
Global MPLS 
network 

 Enables agencies to build a global application aware, VPN to link locations and efficiently 
transmit applications (e.g., voice, data, video) over single connection 

IPv4/IPv6 
compatible 

 Enables transitioning from IPv4 addressing space to IPv4/IPv6 addressing space 

Class of service   Offers support for 6 classes of traffic that can be managed through numerous profiles 
Autonomous 
System (AS) 
support options 

 Provides AS support required on BGP-enabled AT&T VPNS Network 
 Provides Local Autonomous System (LAS)/Replace Autonomous System (RAS) 
 Provides Remove Private Autonomous System (RPAS) 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 42 

 

Architectural 
Components Description 

Virtual Network 
Internet 
Connection (VNIC) 

 Provides Ethernet ports enabled as “multi-service” port, allowing both VPN and Internet 
traffic via that one port 
 Provides separate virtual local area network (VLAN) used for Internet data traffic only and 

may not be used for access to VPN traffic or any other network(s) 
Multicast virtual 
private network 

 Allows customer to send same stream of traffic to multiple destinations without sending data 
into network for each location 
 Supports IPv4/IPv6 multicast 

Bidirectional 
Forward Detection 
(BFD) 

 Sends small, periodic heartbeat messages between CE-PE to detect failure and allow fast 
rerouting when failure occurs 

MD5 hash  Offers authentication protocol between PE-CE routers providing an extra level of data 
security 

Large Maximum 
Transmission Unit 
Support (MTU) 

 Delivers maximum transmission unit (MTU) sizes supported on IP/Ethernet ports: 1500, 
2000, 4470, and 9100 
 Provides more efficient use of available bandwidth 
 Offers less fragmented data/potential for reduced transmission errors 

Operational Components 
AT&T Integrated 
Global Enterprise 
Management 
System (iGEMS) 

 Encompasses following capabilities: 
 Network diagnostics and maintenance 
 Proactive monitoring, ticketing, resolution, and notifications 
 Input to billing and SLA management 

Business center  Includes agency portal to manage services, orders, and reports 
Managed Services  Provided through MNS and Service Related Equipment, and includes: 

 VPNS transport   Router solutions  CSU-Probe 
Service level 
agreement 

 SLAs include:  
 Network performance  Transport performance, including VPNS PE Port – PE Port  
 CSU-Probe site to site 

(requires MNS and SRE) 
 CE managed router site to site (requires MNS and SRE) 

Diversity  Delivered as port service diversity, enabling agency to select alternate port served by 
separate physical device to eliminate PE router failures 
 Also offered as PoP diversity, which provides the agency with an alternate port served by a 

separate physical device installed at an alternate physical location to eliminate PoP/router 
failure possibilities 

Global support 
centers  

 Operates (16) Global Client Support Centers (GCSC) locations across four continents to 
provide outstanding support for VPNS 
 Operates (9) Global Management Centers dedicated to network transport services support 

Network Components 
Core routers  Operate the global provider MPLS-enabled core network 

 Are deployed in dual-vendor design to maximize reliability 
 Use Cisco's standards-based BGP best-path decision making rules in deciding which routes 

are considered "best" for VPNS Traffic 
Customer edge 
and provider edge 
routers 

 Are deployed in highly redundant configurations. CE routers provided as SRE. 
 Are available as either managed or unmanaged devices. Management provided through 

MNS. 
 Are based on network access and application requirements. Provided through AA. 

Access circuit  Are offered and accessible through numerous network access options, including:  
 Point-to-Point protocol 

(PPP)/Ethernet/) PL  
 Broadband/(Digital 

Subscriber Line (DSL) 
 Wireless 3G/4G 
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2.1.1.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
As delineated in Table 2.1.1-3, our approach and architecture for providing VPNS will 

deliver compliant, scalable, reliable, and resilient service. 
Table 2.1.1-3. VPNS QoS. VPNS is fully compliant and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and customer agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 For the US Department of Agriculture (USDA), Department of the Treasury, and Army and Air 
Force Exchange Service (AAFES), AT&T provided VPNS using solutions comparable to that 
proposed for EIS in full compliance with customer’s requirements comparable to EIS for 
service and functional requirements, standards, connectivity, technical capabilities, features, 
interfaces, and performance metrics. Section 2.1.1.1.2 provides details of our proposed 
solution.  

Scalability 
MPLS  MPLS standards enable efficient, flexible, highly secured, and scalable Layer 3 VPN services. 
Global network  VPNS is available in CONUS, mandatory OCONUS locations, and in 156 proposed 

Non-Domestic countries. 
 VPNS is fully scalable to incorporate agencies’ global locations into highly secured private 

VPN. 
Reliability  
Network 
management 

 Seeks to achieve the highest network performance through careful IP network management 
and the industry-acclaimed performance of the AT&T Network. 
 We provide agencies complete, proactive service monitoring and operations support on a 

24-hours-a-day, seven-days-a-week basis to help deliver optimum network availability and 
performance through the AT&T NOC 

Network 
control 

 Network Control is connected to the rest of the network by two physically diverse facility feeds 

Data separation  We provide, through unique customer VPNS ID, absolute data segregation, source 
confirmation, and route confirmation.  

Resilience 
No single point 
of failure (Core) 

 The MPLS network, is designed with no single point of failure in the core architecture.  

Power backup  Nodes are protected by uninterruptible power sources, including both battery backup and 
emergency diesel generators.  

Disaster 
recovery 

 We offer built-in disaster recovery — network-based IP routing using combination of BGP and 
MPLS simplifies back-up at data center(s). 

High 
availability 

 We support high availability features, including dual access circuits, port diversity, and PoP 
diversity. 

2.1.1.1.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for VPNS.  

2.1.1.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.1.1.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
While VPNS has no service-specific requirements indicated in the RFP, Table 2.1.1-4 

delineates additional service-specific security capabilities delivered to agencies.  
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Table 2.1.1-4. VPNS Service-Specific Security Capabilities. Agencies using AT&T VPNS will benefit from the 
inherent security measures attributed to the MPLS architecture at the foundation of our global network. 

Capability Description 
MPLS 
architecture 
security 

 MPLS offers the level of security that customers have come to expect from IP VPN 
environment.  
 MPLS provides for greater security through creation and assignment of unique Virtual Network 

Routing and Forwarding (VRF) table to each customer’s VPN.  
 MPLS offers logical level of privacy because users cannot see traffic outside their IP VPN. 

Facility security 
standards 

 All US-based network nodes are located in AT&T-owned and -maintained secured facilities, 
which are guarded and manned 24x7 and are only accessible to authorized personnel.  
 All Non-Domestic network nodes are located in secured, telehousing facilities.  
 We require that Non-Domestic telehousing suppliers comply with our security specifications, to 

the extent permitted by laws in specific country where node is located. 
PCI compliance  We offer Payment Card Industry Data Security Standard (PCI DSS) compliance through a 

VPN TO. 
Network-based 
firewall service 

 Firewall service provides simple or sophisticated security policies for outbound, inbound, and 
bi-directional Internet access and e-commerce applications, via AT&T Managed Security 
Service Option – Network Based (MSS-NB).  
 Firewall service fully integrated with AT&T VPNS; offers agencies the option to eliminate 

premises-based equipment, connectivity, and management required to support Internet 
connections. 
 Provided through VPN TO or through MSS.  

2.1.1.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency VPNS customers will be protected from information breaches, 

unauthorized access, and supply chain risks worldwide by the AT&T global security 

architecture. AT&T service design and deployment is built upon continuous security risk 

management at operational, business process, and systems levels.  

2.1.1.1.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
As delinieated in Table 2.1.1-5, our proposed architecture will meet all external traffic 

routing requirements applicable to VPNS. 
Table 2.1.1-5. Approach to External Traffic Routing Requirements. Agencies will receive services that operate on 
a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i].  

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3. 
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Requirement Compliance Description 
Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Fail 
Safe [M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.1.1.1.2  Technical Response for VPNS [L.29.2.1; M.2.1] 
2.1.1.1.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.1.1.1; C.2.1.1.1.1] 
As depicted in Figure 2.1.1-2, and delineated in Table 2.1.1-6 and previously in 

Section 2.1.1.1.1.1, agencies will receive a VPNS solution that provides value added 

services, full-service scope, and functional capabilities.  

 
Figure 2.1.1-2. AT&T VPN with Value-Added Services. AT&T VPNS extends  

private and highly secured connectivity for agency users, matching access capabilities and location.   
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Table 2.1.1-6. VPNS Service Scope and Functional Capabilities. Agencies will benefit from the AT&T VPNS 
architecture to provide highly secured, private, and robust transport services that can be adapted to their priorities 
and missions. Internal and external traffic will be identified, prioritized, and transported efficiently and reliably. 
Solution Element Description 
Secure, reliable 
transport 

 Provides highly secured, reliable transport of agency applications across the provider’s high-
speed unified multi-service MPLS/IP-enabled backbone infrastructure 

Infrastructure 
and device 
ownership 

 Provides alternatives for agencies to manage and maintain their VPNS network edge devices 
or select an AT&T owned and managed option 

Three basic 
VPNS solutions 

 Uses AT&T backbone to establish three basic solutions for VPNS: 
 Intranet: Offers agencies ability to extend the reach of their internal private IP networks 

between locations through highly secured connections that enable transport of data, 
voice, and video traffic. Allows agencies to establish a global Intranet that incorporates the 
bandwidth and features for successful communications 

 Extranet: Offers agencies the ability to provide access to their specified applications and 
content to trusted external users/customers through secured encrypted tunnels. Allows 
extranet users to establish connections via broadband or dedicated access 

 Remote Access: Offers flexible options to provide secured remote access to the 
agencies’ Intranet. Benefits agencies that have mobile and remote workers by leveraging 
our highly secured MPLS based VPNSe with SOHO and single-user solutions. 

Application 
optimization 

 Accommodates and optimizes an agency’s applications to enable the network to accurately 
and consistently allow for traffic prioritization and financial efficiencies.  

Range of traffic  Provides support for: 
 Time-sensitive traffic, such as voice and video 
 Business-critical traffic, such as transactions 

 Non-critical traffic, such as email 

Proprietary 
technology  

 Uses no proprietary technology to deploy and manage VPNS 
 

2.1.1.1.2.2  Standards [L.29.2.1; C.2.1.1.1.2] 
AT&T will comply with all applicable standards listed in the RFP, as well as those 

referenced by the listed standards, as applicable. 

2.1.1.1.2.3  Connectivity [L.29.2.1; C.2.1.1.1.3] 
AT&T will comply with all connectivity instances listed in the RFP, as applicable. 

2.1.1.1.2.4  Technical Capabilities [L.29.2.1; C.2.1.1.1.4] 
As delineated in Table 2.1.1-7, and previously depicted in Figure 2.1.1-2 and described 

in Section 2.1.1.1.1.1, agencies will receive a currently operational VPNS that meets all 

mandatory technical capabilities. 
Table 2.1.1-7. VPNS Technical Capabilities. Agencies benefit from a broad feature set to route, provide security for 
and verify their private data to global users and locations. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Routing Meets  Meets applicable routing requirements in RFP Section C.1.8.8, ensuring any 
encrypted tunnels are applied and proxied to allow inspection 

2. Tunneling Meets  Provides multiple tunneling standards, as required by an agency, including 
Layer 2 tunneling protocol (L2TP), generic routing encapsulation (GRE), IP-in-
IP, MPLS, IPSec, and secured sockets layer transport layer security (TLS). 

3. Encryption Meets  Provides various encryption levels, as required by an agency, including triple 
data encryption standard (3DES), Rivest Cipher 4 (RC4), and advanced 
encryption standard (AES) in accordance with the appropriate FIPS 
publications and modules. May require SRE and MNS. 
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# Technical 
Capability 

Meets or 
Exceeds Description 

4. Authentication Meets  Provides authentication services as required by an agency, including Remote 
Authentication Dial-In User Service (RADIUS), Internal Lightweight Directory 
Access Protocol (LDAP), token integration, Public Key Encryption (PKI), and 
X.509 certificates. May require SRE and MNS. 

5. IPv4 protocol Meets  Supports IPv4 as both the encapsulating and encapsulated protocol 
6. IPv6 protocol Meets  Supports IPv6 as both the encapsulating and encapsulated protocol 
7. QoS modes Meets  Supports QoS in the following standardized modes: 

a) Best effort 
b) Aggregate CE Interface level QoS 

(“hose” level) 
c) Site-to-site level QoS (“pipe” level) 

d) Intserv (RSVP) signaled 
e) Diffserv marked 

8. QoS access 
networks 

Meets  Supports QoS across a subset of the access networks: 
a) 802.1p Prioritized Ethernet 
b) MPLS-based Access 

c) Multilink Multiclass PPP 
d) QoS-enabled wireless: (including 

items i-v in RFP C.2.1.1.1.4, pp. 
18-19) 

9. Application 
level QoS 
objectives 

Meets  Supports: 
a) Intserv model for selected individual flows 
b) Diffserv model for aggregated flows 

10. Traffic isolation Meets  Isolates exchange of traffic and routing information to only those sites that are 
authenticated and authorized members of VPN 
 Provides layered security architecture so that attackers will not find a single 

point of entry but will be faced with multiple levels of security; seven pillars of 
security are provided: separation, automation, monitoring, control, testing, 
response, and innovation 

11. Multiple VPNs 
support 

Meets  Supports multiple VPNs by allowing both permanent and temporary access to 
one or more VPNs for authenticated users across a broad range of access 
technologies 

12. Secure routing 
services 

Meets  Provides full and highly secured routing capability on the VPN platform with a 
secure policy across the VPN 

13. Security 
management 
system 

Meets  Supports inclusion of encryption, decryption, and key management profiles as 
part of the security management system; may require SRE and MNS 

14. Security 
mechanisms 

Meets  Supports an agency in deploying its own internal security mechanisms in 
addition to those deployed by AT&T, in order to provide security for specific 
applications or traffic at granularity finer than site-to-site basis 

15. Authentication 
alternatives 

Meets  Allows an agency to choose from alternatives for authentication of temporary 
access users, including following authentication server choices, and may 
require SRE and MNS: 
a) Contractor provided b) Third party c) Agency provided  

2.1.1.1.2.5  Features [L.29.2.1; C.2.1.1.2] 
As delineated in Table 2.1.1-8, and described previously in Section 2.1.1.1.1.1, 
agencies will receive a VPNS that meets or exceeds all mandatory features and 

optional features, as applicable. AT&T VPNS offers agencies the option to add MPLS 

switch diversity and PoP diversity to increase their service availability. AT&T VPNS can 

be deployed with custom diversity options using multiple access circuits/types per 

location to improve failover. VPNS diversity options can be added to the base VPNS for 

an additional fee. 
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Table 2.1.1-8. VPNS Features. Agencies receive an extensive set of VPNS features that meet or exceed 
requirements. The option to provide diversity in the design will allow agencies to develop the right level of reliability 
for critical locations and applications. 

# Feature Meets or 
Exceeds Description 

RFP -Required Features 
1. High availability 

options 
Meets  Apply Port or PoP redundancy in combination with dual AA to provide high-

availability. 
2. Interworking 

services (optional) 
Meets  Provides interworking services for an agency’s VPN to transparently access 

agency locations that use the AT&T Ethernet Transport Service (ETS)  
 Interfaces Meets  Ethernet: Accessible via several Ethernet options, including dedicated and 

switched Ethernet circuits based on market/partner availability 
 Private Line Service (PLS): Provisioned through Local Exchange Carrier (LEC) 

and CLEC providers based on market/provider availability; 
 Cable High Speed Access (Optional): This access type is not proposed. 
 IP Over SONET Service: Accessible via IP over SONET service based on 

market/provider availability 
 DSL Service: Accessible through DSL broadband connections based on 

market/provider availability 
 Wireless Access: Accessible through wireless LTE service arrangements 

Additional Features 
 Switch diversity 

option 
Exceeds  Offers option to select VPNS ports to mitigate failure of individual AT&T 

hardware element 
 Adds alternate VPNS port for traffic delivery 

 PoP diversity 
option 

Exceeds  Adds element of locating select ports at alternate serving PoP locations so that 
effects of failure of AT&T facility will be mitigated 

 Any-to-any 
connections 

Exceeds  Allows agencies, through single port at each site, the ability to connect with any 
global location established in their virtual network 

 Class of service  Exceeds  Provides alternatives which offer agencies ability to prioritize different traffic 
types across their VPNS 

 MD5 
authentication 

Exceeds  Supports MD5 for IPv4 and IPv4/v6 Dual-stack IP addressing in US and MoW  
 Associated with BGP protocol and allows the ability to add a key/password for 

BGP session between PE and CE 
 Is applied on a per BGP session, per site basis 

 IPv4/IPv6 dual-
stack support 

Meets  Offers agencies that are expecting to move to IPv6 environment an option to 
implement Dual-stack VPNS to smooth transition from IPv4 networks 

 Multicast support Meets  Provides a bandwidth-efficient method for sending a single packet to a multicast 
group instead of sending individual unicast packets to each destination over a 
LAN and/or WAN network 

 Route group 
option 

Meets  Offers agencies the ability to use different routing policies for subsets of remote 
sites to direct their traffic to different hub sites (e.g., Internet Gateways) based 
on predefined BGP community values and provisioning remote sites into a 
specific route group. 

 BFD Meets  Sends small, periodic heartbeat messages used to detect forwarding issues 
between the VPN service edge (PE) and the customer router across either an IP 
or Ethernet circuit 
 Allows for fast detection of a circuit problem, so that the traffic can be re-routed 

over a backup link quickly  

2.1.1.1.2.6  Interfaces [L.29.2.1; C.2.1.1.3] 
The AT&T VPNS is compatible with interfaces in RFP Section C.2.1.1.3, as applicable.  
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2.1.1.1.2.7  Performance Metrics [L.29.2.1; C.2.1.1.4] 
The AT&T VPNS meets all KPIs listed in RFP Section C.2.1.1.4. 

2.1.1.2 Ethernet Transport Service [L.29.2.1; M.2.1; C.2.1.2] 
The AT&T ETS is the Layer 2 Service offer will 
connect customer agencies together at 
bandwidths scalable to 100 Gbps and beyond, 
while also providing higher-layer protocol 
transparency. Offering the same flexibility over 

long distances that are enjoyed in an agency’s 

LAN, AT&T ETS will provide scalable Ethernet (i.e., Bandwidth-On-Demand) using the 

most current software-defined network technology. 

2.1.1.2.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.1.1.2.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Blending the best of our comprehensive local and long-haul Ethernet services suites, 

the AT&T proposed solution for ETS will offer agencies a Metro Ethernet Forum (MEF) 

certified carrier-class Layer 2 VPN, which allows the connection of multiple sites in a 

single bridged domain over the AT&T managed MPLS network. ETS will provide 

point-to-point (E-LINE), point-to-rooted multipoint (E-LAN), and multipoint-to-multipoint 

(E-LAN) services. ETS will provide connectivity for/between LANs, Metropolitan Area 

Networks (MAN), and WANs at speeds of 10 Mbps, 100 Mbps, and 1 Gbps, and 10 

Gbps with the capability to scale to 40 Gbps and 100 Gbps. Connection-oriented ETS 

will provide a desirable, low-risk migration path for agencies with PL and other legacy 

networks. 

AT&T ETS is a carrier-grade service that uses AT&T global MPLS infrastructure at the 

core of its architecture. By using our global MPLS architecture at the core of the service, 

AT&T is able to offer point-to-point, point-to-multipoint, and multipoint-to-multipoint 

services with no geographical limitation, provided that Ethernet is available at the 

agency location. 

While service is Layer 2 Ethernet VPN, it is VPLS, using the AT&T core MPLS network 

for transport. The network ties together service instances of customer VPN into an 

AT&T ETS Experience/Accomplishments 
 Provided ETS for these federal agencies: 

GSA, USAID, and DHS 
 Delivered following level of performance: 
 Performed with overall measured 

availability of 99.9991% (VPLS) 
Availability, YE 2014. 

 Performed with overall measured 
availability of 99.9997% (Layer 2) PVC 
Availability, YE 2014 
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any-to-any forwarding domain and also makes forwarding decisions based on a 

combination of Ethernet MAC addresses, VLANs, and port configuration depending on 

service options selected for given connection. Port configurations will support a number 

of traffic types, such as Committed Information Rate (CIR), Committed Burst Size 

(CBS), Peak Information Rate (PIR), and Maximum Burst Size (MBS). 

ETS can be delivered as dedicated or shared service depending on agency needs. 

Those services are available in speeds ranging from 1 Mbps to 100 Gbps. 

The AT&T proposed architecture and services meet EIS service requirements as shown 

in Figure 2.1.1-3 and Table 2.1.1-9. 

 
Figure 2.1.1-3. ETS Overview. Agencies receive ETS services with robust 

technologies and flexible architecture that support current and evolving mission requirements.  
Table 2.1.1-9. ETS Overview Description. ETS components are offered through MEF-certified carrier-class Layer 2 
VPN, allowing connection of multiple sites in single bridged domain over the AT&T managed IP/MPLS network, 
providing point-to-point (E-LINE), point to multipoint (E-LAN) and multipoint to multipoint (E-LAN) services. 

Architectural 
Components Description 

Functional Components 
E-LINE  Supports point-to-point service 

 Supports full port speeds (10 Mbps, 
100 Mbps, 1 Gbps, 10 Gbps) 

 Supports different QoS priorities for 
agency traffic 
 Offered over a MAN and/or WAN 

E-LAN  Supports point-to-multipoint and multipoint-to-multipoint 
 Supports full port speeds (10 Mbps, 100 Mbps, 1 Gbps, 10 Gbps) 
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Architectural 
Components Description 

 Supports different QoS priorities for agency traffic 
 Offered over a MAN and/or WAN 

Technical Components 
Local access  Supports: 

 100 Mbps electrical interfaces 
 1000 Mbps single mode optical fiber (SMF)/1000 Mbps multimode optical fiber (MMF) 

interfaces 
 10 Gbps interfaces 

Port  Supports port speeds in 1 Mbps increments between 1-20 Mbps 
 Supports port speeds in 10 Mbps increments between 20-100 Mbps 
 Supports port speeds in 50 Mbps increments between 100-1000 Mbps (1 Gbps) 
 Supports port speeds of 2, 2.5, 4, 5, 7.5, 9.5, and 10 Gbps. 

Ethernet Virtual 
Connection (EVC) 

 Supports eight (8) EVCs on 10/100 Mbps ports 
 Supports 64 EVCs on 1 Gbps ports 
 Supports 508 EVCs on a 10 Gbps port 

QoS  Supports 6 QoS/Per Packet Class of Service (PPCoS) profiles 
Operational Components 
Ethernet Private Line 
Service (EPLS) 

 Provides E-LINE services supporting point-to-point Ethernet connections via MEF-
compliant network elements  

Ethernet Virtual 
Private LAN Service 
(VPLS) 

 Provides point-to-point, point-to-multipoint, or multipoint-to-multipoint circuits via MEF-
compliant network elements 

Ethernet virtual 
connections 

 Allows provisioning of up to 8 EVCs (100 Mbps), 64 EVCs (1 Gbps) and 508 EVCs (10 
Gbps) per port via logical connection provisioning of Ethernet interfaces 

Service level 
agreements 

 Supports all required SLAs 
 Designed and built to provide < 99.99% availability SLA and includes SLAs for latency, 

packet delivery rate (PDR), and jitter for all ports, regardless of CoS 
Diverse access  Provides diverse access transmission paths via custom design/provisioning, resulting in 

diverse paths between two designated AT&T Ethernet service port connections at same 
customer premises and AT&T Ethernet service switch; provided for additional fee 

Alternate serving 
switch 

 Provides Ethernet switch diversity via standard ordering tools, allowing agencies to order 
an Ethernet service port that is served from an Ethernet service switch which is different 
from the Ethernet service switch that would normally serve the agency’s premises 

Business center  Provides highly secured web portal access, offering customer network management 
feature to all agencies subscribing to AT&T ETS 
 Functions include network inventory, alarm surveillance, SLA, performance and 

maintenance trouble-reporting and status updates, and ability to request credit for 
SLA conditions 

TDM emulation  Provides circuit emulation over Ethernet with appropriate service-related equipment 
Network Components 
Juniper MX480/980  Functions as PE router; supports up to 100G line module 
MPLS core  Implements ETS over a resilient, fully-meshed, global IP/MPLS core that supports Fast 

Re-Route (FRR), and provides carrier-grade Ethernet transport using Label Switched 
Paths (LSP)  

2.1.1.2.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
As delineated in Table 2.1.1-10, our approach and architecture for ETS will deliver 

compliant, scalable, reliable, and resilient service. 
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Table 2.1.1-10. ETS QoS. ETS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and customer agencies. Service quality is confirmed by various data analytics (trouble 
ticket resolution intervals and network flow statistics) and measurements across the AT&T network. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 Provided ETS for GSA, USAID, and DHS using solutions comparable to that proposed for 
EIS in full compliance with customer’s requirements comparable to EIS for service and 
functional requirements, standards, connectivity, technical capabilities, features, interfaces, 
and performance metrics. Section 2.1.1.2.2 provides details of our proposed solution.  

Scalability 
Speeds  Scales from 1-20 Mbps in 1 Mbps increments. 

 Scales from 20-100 Mbps in 10 Mbps increments. 
 Scales from 100 Mbps – 1 Gbps in 50 Mbps increments. 
 Scales over 1 Gbps in 2, 2.5, 4, 5, 7.5, 9.5, 10, 40, and 100 Gbps. 

Network 
topologies 

 Transitions smoothly from point-to-point to point-to-multipoint, or multipoint-to-multipoint 
(any-to-any). 

Options  Supports intrastate, interstate, and global VPLS connectivity. 
Reliability  
AT&T backbone  Designed with no single point of failure in the core architecture, including meshed redundant 

backbone core nodes and MPLS FRR for rapid service restoration, providing automatic re-
routing of Ethernet connections, with a measured backbone availability exceeding 99.999%. 
 Includes 24x7x365 monitoring and management. 

Resilience 
Backbone routers  Deployed in redundant configurations. 

 Contains, on a per-node basis, a minimum of two backbone routers connected to other core 
nodes in a meshed fashion. 

Backbone trunks  Interconnects all city pairs with multiple, diversely-routed backbone trunks. 
 Network has been designed and is capacity-managed to be single-link and single-node 

survivable. 
 Performs restoration via Layer 3 OSPF and BGP dynamic routing, in addition to MPLS FRR 

as described above.  

2.1.1.2.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for ETS.  

2.1.1.2.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.1.1.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
ETS has no service-specific requirements indicated in the RFP. Agencies will fully 

control their switching and routing as well as security, and will not share routing tables 

with AT&T. 

2.1.1.2.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for ETS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by The AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 53 

 

2.1.1.2.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
As described in Table 2.1.1-11, our proposed architecture meets all external traffic 

routing requirements applicable to ETS. 
Table 2.1.1-11. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Approach 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.1.1.2.2  Technical Response for ETS [L.29.2.1; M.2.1] 
2.1.1.2.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.1.2.1; C.2.1.2.1.1] 
As described in Table 2.1.1-12, and previously in Section 2.1.1.2.1.1, agencies will 

benefit from an ETS solution that provides the full service scope and functional 

capabilities.  
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Table 2.1.1-12. ETS Service Scope and Functional Capabilities. Agencies will receive an ETS solution with 
demonstrated capability to meet service description and functional requirements. These capabilities are delivered 
over the AT&T managed IP/MPLS network, and provided as dedicated or shared ETS, depending on agency-specific 
requirements. 
Solution Element Description 
MPLS backbone  Implements ETS over a resilient, fully-meshed, global IP/MPLS backbone supporting FRR, 

providing carrier-grade Ethernet transport using LSPs. 
Interconnection  Provides LAN, MAN, and WAN interconnection at 10 Mbps, 100 Mbps, 1 Gbps, and 10Gbps, 

supporting intranet and extranet services, as well as intra- and inter-agency communications. 
Multiple service 
types 

 Provides both dedicated (fixed/predetermined bandwidths) and shared (statistically 
multiplexed) ETS to support specific TO requirements. 

Connection 
types 

 Provides point-to-point, point-to-multipoint, and multipoint-to-multipoint connections via E-
LINE and E-LAN services. 
 E-LINE services provide point-to-point configurations with reserved bandwidth, supporting full 

port speeds of 10 Mbps, 100 Mbps, 1 Gbps, and 10Gbps. They also support QoS via 802.1p 
support via MEF-compliant carrier Ethernet network elements. 
 E-LAN services, offered over a MAN or WAN, provide point-to-multipoint and multipoint-and-

multipoint (any-to-any) configurations, supporting full port speeds of 10 Mbps, 100 Mbps, 1 
Gbps, and 10Gbps. They also support QoS via 802.1p support via MEF-compliant carrier 
Ethernet network elements. 
 For multipoint-to-multipoint configuration, also called E-Tree service, connects several 

sites, similar to point-to-multipoint configuration, by connecting one or more roots and a 
set of leaves, but preventing inter-leaf communication 

 More than one site can be configured as the root site and other sites can communicate 
with each other through multiple root sites; for example, connecting disparate LAN 
segments into a single agency-wide virtual LAN 

Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
 

2.1.1.2.2.2 Standards [L.29.2.1; C.2.1.2.1.2] 
AT&T will comply with standards listed in the RFP, as well as those referenced by the 

listed standards, as applicable. 

2.1.1.2.2.3  Connectivity [L.29.2.1; C.2.1.2.1.3] 
AT&T will comply with connectivity instances listed in the RFP, as applicable. 

2.1.1.2.2.4  Technical Capabilities [L.29.2.1; C.2.1.2.1.4] 
As described in Table 2.1.1-13, and previously in Section 2.1.1.2.1.1, agencies will 

receive an ETS that meets all mandatory technical and optional technical capabilities, 

as applicable.  
Table 2.1.1-13. ETS Technical Capabilities. Agencies will receive services that meet required technical capabilities, 
enabled by MEF-compliant, AT&T Labs-certified Ethernet network elements. 

# Technical Capability Meets or 
Exceeds Description 

1. Routing requirements Meets  Routes traffic in accordance with RFP Section C.1.8.8 via Ethernet 
aggregation and backbone network elements, applying any 
encrypted tunnels and proxying them to allow inspection 

2. Geographical coverage Meets  Provides end-to-end service from Service Delivery Point (SDP) 
Customer Premises Equipment (CPE) traversing AT&T network 
(metro access/core and long haul (LH)) in order to minimize 
conversion of protocols 
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# Technical Capability Meets or 
Exceeds Description 

a) Intra-City ETS: AT&T will provide Ethernet connections to agency 
sites located in the same city inside the US (CONUS and Metro) 
and outside the US (OCONUS and Non-Domestic). 

b) Inter-City ETS: Ethernet connections will be delivered at domestic 
and non-domestic locations (CONUS/Metro, OCONUS/Non-
Domestic) 

 Requires no protocol conversion if delivering services end to end 
 Provides full geographic coverage including intra/inter-city ETS as 

defined in requirements via nationwide network of Ethernet PoPs 
3. Ethernet UNI (User-to-

Network-Interface) 
Meets  Provides Ethernet UNI to support Layer 2 and 3 clients (agency 

devices supporting Layer 3 protocol packets such as IPv4/IPv6) via 
electrical/optical interfaces (as specified by agency) on Ethernet 
Network Terminating Equipment (NTE) 

4. EVCs Meets  Supports EVCs via a MEF-compliant, AT&T Labs-certified network of 
Ethernet aggregation and backbone switches 

5. Delivery at the agency’s 
SDP 

Meets  Supports delivery of the ETS at the agency’s SDP via an Ethernet 
UNI and associated NTE 

6. Circuit emulation services 
for TDM services 

Meets  Supports circuit emulation services for TDM services with appropriate 
service-related equipment 

7. Point-to-point, multipoint-
to-multipoint, and point-
to-multipoint EVCs 

Meets  Supports point-to-point, multipoint-to-multipoint, and point-to-
multipoint EVCs via a MEF-compliant, AT&T Labs-certified network of 
Ethernet aggregation and backbone switches, with appropriate 
Ethernet NTE with interfaces as required by agency 

8. EVC multiplexing Meets  Supports EVC multiplexing via appropriately configured UNIs and 
Ethernet access ports 

9. Rate-limited throughput 
access links 

Meets  Supports rate-limited throughput access links via appropriate 
provisioning of Ethernet logical ports, requiring agency CPE with 
supporting rate-limiting 

10. Rate-limiting Meets  Supports rate-limiting at agency’s SDP and individual VLAN ingress 
and egress via appropriate provisioning of Ethernet logical ports 

11. Privacy and security Meets  Support privacy and security per IEEE 802.3 as defined individual 
TOs by appropriate configuration of Ethernet devices, ports, and 
access control 

12. Physical interfaces Meets   Supports service attributes (physical interfaces) as listed in 
RFP Section C.2.1.2.3 via interface-specific NTE for: 
 Mandatory UNIs 1-2, 14-15, and 18-19 and 
 Optional UNIs 3, 4 (10G only), 7 (10G only), 11 (10G only), 12 

(10G only), 13, and 21 (where available) 
13. Supported traffic profiles Meets  Supports required traffic profiles with CIR, CBS, MBS, and PIR via 

appropriate configuration of Ethernet ports with standard process 
14. Performance parameters Meets  Supports performance parameters in RFP Section C.2.1.2.4 and 

shown in our response in Section 2.1.2.2.7 via managed network of 
carrier-grade Ethernet devices supported by out of band (OOB) 
management network and data analytics systems 

15. Service frame delivery 
options 

Meets  Supports unicast, multicast (RFC 4604), and broadcast (IEEE 802.3) 
Service Frame Delivery options via Ethernet access and backbone 
network elements 

16. VLAN tag Meets  Supports VLAN tagging on Ethernet NTE, edge, and backbone 
switches (as applicable), including: a. VLAN tag preservation; b. 
VLAN tag translation; c. VLAN tag stacking; and d. VLAN 
aggregation across common physical connection 
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# Technical Capability Meets or 
Exceeds Description 

17. Service multiplexing Meets  Supports service multiplexing, including multiple EVCs connected by 
single UNI via appropriate NTE and Ethernet switch port logical 
configurations 

18. Bundling Meets  Supports bundling to enable two or more VLAN IDs to be mapped 
into single EVC at UNI via appropriate NTE and Ethernet switch port 
logical configurations 

19. Security filters Meets  Supports security filters as specified in TO via custom configuration of 
CPE within context of managed network or security service. 
Additional fees may apply 

20. Proactive performance 
monitoring (optional) 

Meets  AT&T supports this feature 

21. Maintenance functions Meets  Supports alarm suppression, loopbacks, and protection 
switching/restoration via appropriate NTE and Ethernet edge switches 

22. Network topologies Meets  Supports point-to-point, multipoint, and multipoint-to-multipoint 
network topologies via appropriate design/implementation of ETS 

23. Geographical diversity Meets  Supports geographical diversity to provide added reliability by 
design/engineering, provisioning, and life-cycle maintenance of 
custom Ethernet diversity designs  
 An agency may buy geographically diverse route from 

same/different contractor to serve as protection path.  
 Purchase of geographically diverse route from different contractor 

is supported, but adds complexity to ongoing diversity verification. 
24. Bridging Meets  Supports 802.1Q (2014)bridging by exclusive use of 802.1X-REV 

compliant Ethernet switching network elements  
25. Virtual connection sizes Meets  Supports the point-to-point and multipoint EVC sizes up to 40 Gbps 

via AT&T Ethernet services, in conjunction with OTN and wavelength 
access and long-haul services for EVCs larger than 2 Gbps. 

26. Quality of service Meets  Supports all required CoS and PPCoS for traffic prioritization via 
implementation of appropriate traffic management and queuing 
configurations on network elements 

27. Traffic reconfiguration Meets  Supports traffic reconfiguration by agency to modify specific service 
connection subsequent to establishment of connection, including 
changes to established connection, such as upgrade/downgrade of 
speeds that do not result in physical equipment changes by 
deploying physical equipment initially to support 
upgrades/downgrades of service via triggering of automated moves, 
adds, changes, disconnects (MACD) processes via highly a secured 
web portal.  

2.1.1.2.2.5  Features [L.29.2.1; C.2.1.2.2] 
The RFP indicates no features for ETS. 

2.1.1.2.2.6  Interfaces [L.29.2.1; C.2.1.2.3] 
The AT&T ETS is compatible with the interfaces referenced in RFP Section C.2.1.2.3, 

as applicable. 

2.1.1.2.2.7  Performance Metrics [L.29.2.1; C.2.1.2.4] 
AT&Ts ETS meets all KPIs in RFP Section C.2.1.2.4. 

2.1.2 Service Area: Voice Service [L.29.2.1; M.2.1; C.2.2] 
AT&T proposes IP Voice Service (IPVS) as the mandatory voice services component. 
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2.1.2.1 Internet Protocol Voice Service [L.29.2.1; M.2.1; C.2.2.1] 
The AT&T IP Voice Service (IPVS) will 
provide customer agencies with a 
competitively priced way to transform to IP 
voice communications while minimizing 
disruptions in worker productivity. 
2.1.2.1.1 How AT&T Will Provide Proposed 

Services and Features 
[L.29.2.1; M.2.1] 

2.1.2.1.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
The proposed AT&T IPVS will offer complete and robust communications services to 

agencies over a highly secured managed IP/MPLS VPN. AT&T has been providing 

VoIP services since 1997. The current AT&T IP voice network was launched in 2005, 

with several upgrades to systems and services over the last 10 years. The AT&T IPVS 

network and services support hosted IP voice, premises based IP voice, and SIP 

trunking for connecting to agency owned voice processing systems.  

The landscape of communications is changing. The IPVS infrastructure is quickly 

replacing the old circuit switched systems and currently provides IP-based voice 

services to both government and commercial customers. Today, AT&T IP Voice 

supports millions of lines of service worldwide through IP Centrex services, SIP trunking 

services, and other AT&T VoIP services. The AT&T proposed architecture and services 

meet EIS service requirements described in Table 2.1.2-1 and shown in Figure 2.1.2-1. 
Table 2.1.2-1. IPVS Overview Description. IPVS components have been in use by federal and DoD agencies for 
over a decade. 

Architectural 
Components Description 

Functional Components 
IPVS network 
infrastructure 

 Interconnected to PSTN using SIP to signaling system 7 (SS7) gateways and links in a way 
that makes IP Voice infrastructure appear to the PSTN as a CLEC network 
 Provides smooth connectivity between IPVS customer telephones, wireline and wireless 

carriers, domestic and non-domestic lines, and satellite telephones  
 Provides connectivity to other IP Voice vendors through PSTN interconnect and allows all 

calling to be made using standard ITU E.164 number dialing  
 Uses geo-redundant network infrastructure with several high availability servers in multiple 

locations on IP/MPLS backbone 
 Uses VRF and VPN routing in the IP/MPLS network, making the service both highly secured 

and able to support very high call quality 

AT&T IPVS Experience 
 46 Federal agencies supported, including DISA, 

SSA, and USDA 
 11 years’ support of telecom services to 

USDA’s 6700+ CONUS/OCONUS sites with 
high availability measured at 99.999% uptime 

 Plan, deliver, and support EIS mandatory 
services to a large federal agency spanning 
220+ CONUS/OCONUS service delivery 
points over the Networx contract term and its 
predecessor contract, dating back to 2004 
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Architectural 
Components Description 

Registration and 
feature services 

 Registration services track IP telephone locations and assign private IP addressing  
 Uses standard RFC-3261 SIP registration functionality, allowing IP telephones to leave and 

re-join the agency’s internal network while preventing access to unauthorized devices  
 Feature services combined with registration services enable:  
 Configuring telephone features and applies call routing features 
 Accessing and controlling services line by line or tenant by tenant. 
 Providing agencies PBX-like features with point and click configuration and control by 

administrators and subscribers 
 Registration servers and feature servers follow IETF RFC-2361 for SIP proxies 

Message 
processing 
servers 

 Provide greetings and instructions to callers, then collect and store messages 
 Provide Unified Messaging (UM) experience by providing multiple methods to retrieve and 

manage messages 
 Provides automated attendant functionality 

Auto attendant  Provides calling parties with general information, such as hours of operation, the ability to 
find and connect with agency workers, and other information such as weather alerts, and 
holiday information  
 Interconnects with subscriber telephones, voicemail boxes, and other auto attendants 

Bridging servers  Built into the IPVS infrastructure, allowing ad hoc conference calling for up to 15 users per 
call, far exceeding standard SIP telephone conferencing, which varies by telephone make 
and model, and is generally limited to 3-way calling  

Call distribution 
service 

 Housed within feature server, providing hunt group calling with capability to vary the pattern 
of calls placed into a call group to help maximize use  

Technical Components 
Customer portals  Administrative portal provides simple point-and-click administration of the IPVS tenant 

 Subscriber portal provides subscribers the ability to configure their telephone service and 
manage functions such as forwarding, messaging, and contacts 

Unified 
messaging 
servers 

 Combines voicemail functionality with web and email services for message retrieval, 
forwarding, and conversion of messages to email formats, along with automated attendant 
functionality 

Operational Components 
AT&T IPVS NOC 
and management 

 All AT&T VoIP services, including IPVS, monitored and managed in AT&T IPVS NOC  
 Monitors services using combination of automated VoIP management tools combined with 

IP transport tools to provide a single view of the service 
 NOCs for related services, which can affect IPVS overall performance, interconnected to the 

IPVS NOC and share outage, restoral, and ticketing information 
 NOC personnel on duty 24x7 to operate the service, interpret alarms, assist with ticketing, 

and provide trouble resolution 
CDR and 
accounting 
systems 

 Call Detail Record (CDR) and accounting systems from the circuit switched environment 
augmented to carry VoIP-specific data elements, along with traditional call detail 
information, allowing true interconnection to the PSTN with correct accounting for all calls  

PMOSS  Gathers, sorts, and stores call records and other performance information 
 Provides data used by NOC to help identify issues and resolve performance issues 
 Makes data, such as call records and mean opinion score (MOS), available to customers 

through the AT&T Customer portal  
AT&T managed 
router services 

 Manages and maintains IPVS IP termination router and LAN equipment. Using automated 
tools, a 24x7 staff maintains agency availability, providing trouble isolation and resolution, 
MACD and change control functions, and scheduling of on-site maintenance or upgrades. 

Network Components 
PSTN gateways  Provides a connection to the PSTN by linking the IP based SIP service to the TDM based 

SS7 network. 
 Supports G.711, G.729, G.726 and T.38 codecs, allowing codec selection to be made by the 

end device at the time of the call. 
 Built into the AT&T VoIP core network and fully integrated with the PSTN. 
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Architectural 
Components Description 

IP Border 
Elements (IPBE) 

 Creates a highly secured transition between the customer’s IP/MPLS network connection 
and the AT&T VoIP infrastructure that separates customer’s networks from each other, 
helps manage unadvertised routing, and aids in routing registration, SIP signaling, and real-
time transport protocol (RTP) voice packets to the proper SIP proxy or gateway. 
 Provides security for VoIP networks through pinhole routing, a type of firewall specific to 

VoIP. Allows only authenticated SIP messages and established calls to pass. 
IP/MPLS network  Provides SIP and RTP voice streams with a secured pathway between IP Telephones and 

PSTN gateways.  
 Provides SIP signaling path, IPVS server intercommunication, voice message routing and 

playback. Can be used for secured IPVS portal access.  
Provider Edge 
(PE) and CE 
routers 

 Converts MPLS to IP at the PE router for transport across the access circuit to the agency 
location  
 Converts IP to layer-2 at the CE router for distribution on the LAN 
 Provides QoS on IP calls with IP CoS configured between PE and CE routers 

VoIP Demarcation 
Unit (Demarc) 

 Provides Internet Protocol National Address Translation (IPNAT) traversal for VoIP calls, 
SIP tracking for LAN to LAN calling, packet shaping for call quality on the LAN, and PSTN 
survivability ports for emergency and technical support calling in the event of an outage  

Customer 
gateways 

 Converts SIP/RTP Voice to standard 4KHz analog telephone lines, or to T-1 and ISDN 
Primary Rate Interface (PRI) for trunking configurations 

 

 
Figure 2.1.2-1. IPVS Overview. IPVS is supplied as a CLEC service and connects to the PSTN through standard, 

regulated SS7 interconnect points. The service can be delivered as a fully functional IP Centrex or as IP trunks  
to agency locations. When IP trunks are used, failover schemes for up to six locations can be  

configured for high availability call processing.  
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2.1.2.1.1.2  Quality of Services [L.29.2.(B); M.2.1(2)] 
As described in Table 2.1.2-2, our approach and architecture for delivering IPVS will 

deliver compliant, scalable, reliable, and resilient service. 
Table 2.1.2-2. IPVS QoS. IPVS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and customer agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For Defense Information Systems Agency (DISA), National Oceanic and Atmospheric 
Administration (NOAA), the Small Business Administration (SBA), and the Federal Emergency 
Management Agency (FEMA), provided IPVS using solutions comparable to that proposed for 
EIS in full compliance with agencies’ requirements comparable to EIS for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.1.2.1.2 provides details of our proposed solution.  

Scalability 
Modular 
distributed 
architecture 

 VoIP services build into the AT&T network in a distributed architecture using modular 
components such as PSTN gateways, IP border elements, and feature servers. 
 No part of the service architecture is permanently dedicated to a single service feature or agency, 

so unlike TDM service, as use grows, simple addition of small service modules into the network 
satisfies the additional demand. 
 IPVS uses modular components and virtualization of systems to grow the service architecture as 

needed anywhere in the AT&T network.  
IP/MPLS 
routes around 
failures 

 IPVS service and call routing capability are part of the IP/MPLS system, interconnecting IPVS 
customer locations and the AT&T VoIP service nodes with high availability.  
 MPLS provides VPN capabilities for high level of security, and transports VoIP packets with low 

latency, jitter, and packet loss. 
 MPLS provides multi-gigabit network backbone and automatically provides bandwidth where 

needed, in real time, with built-in mechanisms to automatically route around network failures 
while maintaining low latency and near zero packet loss.  

Reliability  
High 
availability 
service nodes 

 IPVS uses redundant processing modules to build service node functions, providing very high 
availability call processing and routing. 
 Built onto IP/MPLS are redundant data center LAN center systems, which provide a virtual full 

network mesh for high availability. 
 IPVS uses IETF RFC based on SIP proxy methodology throughout the core including, for IP 

border elements, call routing, and VoIP call setup systems, so control messages can route 
around modules that are down or operating at capacity in real time.  

Service at IP 
location 

 IP extensibility also applies to individual lines of service within an IPVS configuration. 
 IPVS extends service within agency network to any location and Direct Inward Dials (DID) will 

follow that network extension while still appearing static to PSTN. 
 IPVS uses IP extensibility in SIP based trunking services by allowing for multiple configurations 

where calls can be delivered to virtually any IP location in the agency’s network. 
 IPVS provides various high availability network mechanisms supporting IP PBX failover schemes.  

Resilience 
Geo-redundant 
service nodes 

 IPVS provides service protection from storms, earthquakes, fires, and other catastrophes using 
multiple geographically dispersed service nodes throughout the IP/MLPS network. 
 Geo-redundant service node structure also provides service resilience at the customer level by 

supporting IP device portability anywhere within the customer network. 
Service at IP 
location 

 IPVS provides capability to terminate voice services to an IP network from within the secured 
AT&T VPN and be configured to automatically rehome service to another location in the event of 
an outage.  
 IPVS provides service rehoming, allowing agencies to build and manage two or more call 

processing locations and connect their IP telephones to two or more of those processing 
locations at the same time. 
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Architectural 
Components Description 

 IPVS provides detection and automatically cures failures in the access circuit, termination 
equipment, customer data center network, and the IP PBX, where non IP based services can 
only sense and cure one outage at a time. 

COOP support  IPVS uses a combination of delivery anywhere, call forwarding capabilities, and the subscriber 
portal. Agencies can easily make continuity of operations plans (COOP) without building 
predefined secondary work locations and dedicated backup networks.  
 In IPVS-based COOP, there is no need to buy and maintain circuit switched secondary “dark” 

circuits, or fully equipped off-site locations.  
 In addition to eliminating the circuit switched secondary circuits and equipment, staging and 

conducting failover testing is normally not required. 
 IPVS requires little to no training. Agency workers simply invoke their COOP work location’s 

telephone functionality from the same subscriber portal they use day to day.  

2.1.2.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for IPVS.  

2.1.2.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.1.2.1.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
As described in Table 2.1.2-3, agencies will receive IP-based voice services with the 

best possible security using AT&T security standards, mechanisms, and procedures, 

coupled with security mechanisms and authentication controls found in the IETF SIP 

RFCs.  
Table 2.1.2-3. IPVS Service-Specific Security Capabilities. AT&T is an industry leader in IP and IP application 
security and has been providing IP based voice services for over ten years. 

Capability Description 
Seven pillars of 
secure systems 
and networks 

 Separation: Uses MPLS VRFs to configure IPVS into its own VPN between the PoP SDP and 
the IPBE. 
 Automation: Creates testable and repeatable security outcomes using automated network and 

server provisioning and updating. 
 Monitoring: Monitors IP traffic providing early warning of attacks, viruses, and worms. 
 Control: Enforces operational security controls in MPLS core, edge components, and 

application platforms. 
 Testing and Auditing: Tests, audits, and reviews security measures ensuring compliance. 
 Response: Deploys proactive response teams to places of potential attacks and risks. 
 Innovation: AT&T funds security research and regularly deploy network and system security 

updates. 
SIP 
authentication 

 IETF SIP Security: Provides SIP security and authentication using RFC security methods 
including proxy authentication, pinhole routing, and VoIP firewalling. 
 See Section 2.1.2.1.2.9 for SIP details. 

Denial of service 
protection 

 Separation of Networks: Provides VoIP in a virtual closed network using MPLS VLAN and 
VRFs for signaling and RTP streams.  
 Secure Border Edge: Provides security for border edge devices routing VoIP-specific data 

from authorized devices, passing RTP only from authenticated calls.  
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Capability Description 
Intrusion 
detection and 
protection 

 Separation of Networks: Separates and shield networks to prevent accessing VoIP networks 
or subscribers from public networks and other agency networks. 
 Secure Border Edge: Creates VoIP control point that requires authentication and authorization 

to pass signaling data. 
 Systems Hardening: Removes unused IP ports and unnecessary OS functions and programs, 

thereby eliminating any functional block of the system as an intrusion stepping stone. 
 Systems Security Standards: Operates network systems under strict security standards. 
 Strong Authentication: Controls access by legitimate systems using strong authentication, 

Terminal Access Controller Access Control (TACAC+), and logging. 
 Monitoring: Monitors VoIP systems for access violations, generating alarms and energizing 

incident response team actions. 
Invasion of 
privacy 
protection 

 Access: Manages VPN services, eliminating access from outside sources and making spoofing 
impossible. 
 Signaling: Provides security for border edge in the VoIP core forwarding packets to 

authenticated partner systems using hardened and authentication methodologies. 
 VoIP Core: Controls access to core routers using only MPLS routing, no IP access in core, and 

following telephone system standards. 
 Agency LAN: Provides like-for-like eavesdropping security with traditional telephone 

standards. 
Proxy 
authentication 
for IPVS internal 
and external 
devices 

 Allows agencies to use service with security, even if equipment used is not a SIP-ready PBX. 
 Employs within VoIP network proxy authentication. 
 Adds pinhole routing to IPBE where IPBE monitors all SIP messages: 
 Ensures messages come from authenticated sources 
 Allows a voice RTP stream (through a “pinhole” to a specific destination) only when 

associated SIP call setup sequence has been verified 
 Uses standardized SIP authentication process to allow industry standard devices (such as IP 

telephones) to be used with security in AT&T VoIP network, and to block all non-VoIP related 
traffic and calls at IPBE pinhole router  

2.1.2.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for IPVS will be protected from information breaches, 

unauthorized access, and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process, and systems levels.  
 

2.1.2.1.2  Technical Response for IPVS [L.29.2.1; M.2.1] 
2.1.2.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.2.1.1; C.2.2.1.1.1] 
As described in Table 2.1.2-5, and previously in Section 2.1.2.1.1.1, agencies will 

receive a solution that provides the full service, scope and functional capabilities.  
Table 2.1.2-5. IPVS Service Scope and Functional Capabilities. Agencies will receive service with established 
capability to meet service description and functional requirements. 

Solution 
Element Description 

Telephone 
service 

 Provide a network-based (hosted) and premises-based telephone service over contractor-provided 
IP network 
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Solution 
Element Description 

Voice calls  Support voice calls initiated from on-net or off-net locations and connected to all on-net and off-net 
locations by direct dialing 

Proprietary 
technology  

 Uses no proprietary technology for this service 
 

2.1.2.1.2.2 Standards [L.29.2.1; C.2.2.1.1.2] 
AT&T will comply with all standards listed in the RFP, as well as those referenced by 

the listed standards, as applicable. 

2.1.2.1.2.3 Connectivity [L.29.2.1; C.2.2.1.1.3] 
AT&T will comply with all connectivity instances listed in the RFP, as applicable. 

2.1.2.1.2.4 Technical Capabilities [L.29.2.1; C.2.2.1.1.4] 
As described in Table 2.1.2-6, and previously in Section 2.1.2.1.1.1, agencies will 

receive an established IPVS that meets all mandatory technical capabilities. 
Table 2.1.2-6. IPVS Technical Capabilities. Agencies will receive IPVS that meets EIS required technical 
capabilities. 

Technical 
Capability 

Meets or 
Exceeds Description 

Calling 
capability 

Meets  Provides capability to call both on-net and off-net through direct dialing.  
 Includes all outbound calls, both on-net and off-net, to any CONUS location.  
 Includes direct dial off-net calling to OCONUS and Non-Domestic locations.  
 Provides direct dial inbound calling from the PSTN  

Remote 
calling 
capability 

Meets  Allows IPVS from any remote telephone by the click-to-call portion of the subscriber 
portal, allowing calls to be made from anywhere using the IPVS all-CONUS coverage. 

Telephone 
usage 
capabilities 

Meets 1. Supports inbound and outbound fax transmission using the T.38 real time fax 
transmission protocol and supports TTY for deaf and disabled using modem transport 
using the G.711 codec. 

2. Provides ANI information in the call setup (real time).  
3. Interoperates with the PTSN using 10 digit dialing following North American 

Numbering Plan (NANP/ITU E.164). 
4. Supports private dial plans and direct dialing. 
5. The optional agency 700 numbers are not supported  
6. Allows operator services and directory assistance (can also be blocked at agency’s 

request).  
7. Supports unique directory numbers, or DIDs, and private extension numbers, and 

Ports existing assigned government numbers.  
8. Provides automatic callback from a telephone using a programmable key or from the 

subscriber portal, allowing call set-up between telephones from two non-IPVS systems 
where the network operates in call-back mode in both directions.  

9. Provides ad hoc conferencing (i.e., 3-way calling) for up to 15 subscribers using both 
phone-to-phone bridging defined in the SIP RFC and using conference ridging built 
into the service infrastructure 

IPVS 
gateways 

Meets 1. Supports on-site gateways for telephone devices that are not SIP enabled handling 
SIP and RTP facing the network and supplying a standard analog 2-wire 4KHz 
telephone line interface to the device. The subscriber gateways support analog 
devices. 

2. PSTN gateways interface to the both the domestic and non-domestic PSTN. These 
gateways use existing SS7 interconnects, are housed internally in the AT&T VoIP 
network, are fully licensed as a CLEC, and are included with the service. 
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Technical 
Capability 

Meets or 
Exceeds Description 

Station 
registration 
and mobility 

Meets  Supports Dynamic Host Configuration Protocol (DHCP) download, unique IP phone 
identification assignment, and SIP IP device registration protocols as defined in the 
SIP RFPs.  
 Connects SIP devices to the network following a registration cycle, where the 

downloaded identity alerts the registration server it is available. The server assigns 
and returns a valid IP address, and the cycle repeats at regular intervals when the 
device is not in use. When an IP device is moved, the registration cycle starts from the 
beginning, which allows the devices in the IPVS network to be mobile within the 
agency network. 

Agency 
firewall 
traversal 

Meets  AT&T provides a working document listing compatible firewalls, routers and LAN 
switches, along with configuration information, to allow highly secured traversal of SIP 
and RTP packets.  

Service 
security 
architecture 

Meets  IPVS security measures and architecture are discussed in Section 2.1.2.1.1.4.1. 

Security 
practices 
and 
safeguards 

Meets  Ensures security practices and safeguards are provided to minimize susceptibility to 
security issues and prevent unauthorized access, including SIP-specific gateway 
security for SIP firewalls, where applicable.  
 Ensure security practices and policies are regularly updated and audited, addressing 

these general areas: 
 Denial of Service: provide safeguards to prevent hackers, worms, or viruses from 

denying legitimate users from accessing IPVS. 
 Intrusion: provide safeguards to mitigate attempts to illegitimately use IPVS. 
 Invasion of Privacy: Confirm that IPVS is private and that unauthorized third 

parties cannot eavesdrop or intercept IPVS communication numbers, IP addresses 
or URLs. 

 See additional detail in Table 2.1.2-3. 
Emergency 
calling 

Meets  Integrates with emergency calling networks. 911/E911 calls are routed to the correct 
Public Safety Answering Point (PSAP) based on street address location of the 
telephone. Uses two location methods for calling 911: 
 First: location is determined by termination location assigned to the demarcation 

unit IP address  
 Second: location is determined by the subscriber overriding the demarcation unit 

IP address location on a per telephone basis 
FCC local 
number 
portability 
support 

Meets  Supports FCC mandated functions, such as the E911 calling capability discussed 
above, and local number portability (LNP). Using IPVS, agencies can either retain 
existing numbers or have new numbers assigned. New number assignment provides a 
way for agencies that are working with PBX extensions for workers to convert to direct 
dial numbers.   

2.1.2.1.2.5  Features [L.29.2.1; C.2.2.1.2] 
As described in Table 2.1.2-7, and previously in Section 2.1.2.1.1.1, agencies will 

receive an established IPVS that meets or exceeds all mandatory features.  
Table 2.1.2-7. IPVS Features. Agencies will receive an IPVS that meets or exceeds the required set of EIS features. 

# Feature Meets or 
Exceeds Description 

1. Voice mail 
box 

Exceeds The voicemail function in IPVS provided a unified messaging (UM) capability that is 
available 24x7 and allows messages to be retrieved in different formats from different 
deices and locations. This UM capability supports: 
1. 100 Mbytes of storage per mailbox which supports an unlimited number of messages 

with a combined length of 60 minutes.  
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# Feature Meets or 
Exceeds Description 

2. UM messages can be accessed remotely using a telephone, cellular device, through 
the subscriber portal, or as an email with an attached Wav file. 

3. Access to each subscriber’s messages is controlled by a user defined PIN  
4. When a message is received a message waiting indicator (MWI) is sent to the 

subscriber’s telephone using the standard MWI setting within SIP.  
5. Message length is two minutes per message. 
6. Subscribers can use the default greeting for their mailbox, or can record a custom 

greeting. 
2. Auto 

attendant 
Exceeds  Auto Attendant allows callers to be automatically transferred to agency information, 

an extension, or email, without the intervention of a receptionist 
 Provides agencies with the ability to send callers to a single number in order to 

handle high call volumes, or to preprocess incoming callers and provide general 
agency information  
 Supports searching by name or extension, using Dual Tone Multi-Frequency (DTMF) 

or voice prompts, and the ability to transfer to the desired person, connect to another 
number, or route to voicemail 
 Supports a tree structure that provides 21 programmable selections in three tiers of 

seven selections, and the ability to link to another 21 selection call tree 
 Provides callers with agency recorded announcements and action, and pre-

configured actions, such as find user by name 
 Supports agency administrator with ability to change time of day, day of week, 

holiday, and emergency trees and actions 
3. Augmented 

911/E911  
IP PS/ALI  

Meets  Manages site locations, Electronic Library Information Navigators (ELIN) and 
numbers to provide Private Switch (PS) Address Location Information (ALI) to the 
PSAP rather than just a street address  
 Provides a portal for an agency assigned administrator to easily manage ELINs, 

office layout changes, location information, and station numbers  
Calling 
features  
(1-21) 

Exceeds  Provides all features 1-21 identified in RFP Section C.2.2.1.2 on pages 80-81, and 
features 22 and 23 below. 

Telephony 
manager 
(administra-
tor) (22) 

Meets  Provides point-and-click interface thorough which the manager performs the following 
responsibilities: 
 Assign subscriber profiles and permissions 
 Reset passwords 
 Administer call and dial restrictions 

 Manage Hunt Groups 
 Access reports 
 Manage Automated Attendants 

Telephony 
manager 
(subscriber) 
(23) 

Meets  Provides point-and-click interface thorough which subscribers perform the following 
actions: 
 Set-up options 
 Manage passwords and PINs 
 Access and manage voicemail options 
 Access and maintain contact lists 

 Navigate and listen to voicemail 
 Set up and manage contact lists 
 Set up messaging 
 Use click to call 

Additional Capabilities (available for an additional fee) 
4. Site 

survivability 
Exceeds  POTS Re-Dialer: Provides ports connecting plain old telephone service (POTS) lines 

to the site’s VoIP demarcation unit to re-dial and connect subscribers’ 911 calls and 
allow limited outbound calls for key functions in the event of an IPVS network outage 
 Site Survivability: Provides direct station to station calling between subscribers in 

the event of IPVS network outages  

2.1.2.1.2.6  Interfaces [L.29.2.1; C.2.2.1.3] 
The AT&T IPVS is compatible with the interfaces referenced in RFP Section C.2.2.1.3, 

as applicable. 
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2.1.2.1.2.7  Performance Metrics [L.29.2.1; C.2.2.1.4] 
AT&Ts IPVS meets all KPIs referenced in RFP Section C.2.2.1.4. 

2.1.2.1.2.8  Managed LAN Service (MLS) [C.2.2.1.5] 
The AT&T MLS will provide agencies with on-premises LAN equipment that is 

configured to facilitate Voice over IP calling. The LAN equipment is managed by AT&T, 

and supports the IP Voice Service’s “plug and play” telephones so that station moves 

within the facility do not require a technician to activate, deactivate, or move punch-

downs in wiring closets. As depicted in Figure 2.1.2-2 and described in Table 2.1.2-8, 

agencies will receive a MLS solution that provides the full service, scope, and functional 

capabilities. 

 
Figure 2.1.2-2. The Managed LAN Overview. The MLS is built into the AT&T network operation service centers and 

connects to the managed routers and switches using a tunnel that is configured into the 
IP/MPLS network. Automated tools and monitoring are coupled with an operations staff in AT&T Service 

Centers to provide customers with a reliable platform for their IP voice telephones and systems.  

Table 2.1.2-8. MLS Scope and Functional Capabilities. Agencies will receive service with established capability 
that meets service description and functional requirements. 
Solution Element Description 
MLAN equipment  Provides service to the IP telephone wiring using approved and suitable 24 and/or 48-port LAN. 

 Manages switches through the AT&T Managed LAN Operations Center 
 Provides IP transport termination router as a service, managed by the AT&T Managed Router 

Operations Center. 
 When premises based call control is included in the IPVS solution, the call servers and the 

VoIP-specific LAN equipment are provided and managed as a service.  
POE  Provides Power over Ethernet (POE) ports with capability to power either 24- or 48-IP 

telephones at 7 watts each, for the 24- and 48-port LAN switches, respectively. 
 Equipped with a standard 48V battery backup connector for interconnection to the agency’s 

Uninterruptible Power Supply (UPS).  
Systems 
maintenance  

 Provides system maintenance of all managed devices provided to the government and cover 
the devices under a maintenance plan that repairs or replaces defective or failed units. 

Custom LAN 
buildout 

 Selects LAN equipment to meet the agency’s specific needs. 
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Solution Element Description 
 Supports existing building layouts, communication closet layouts, and per-floor user counts in 

agency needs. 
 Supplies LAN aggregation units for larger buildings, as needed.  
 Provides LAN equipment functionally compatible with call control elements when solutions 

include premises based call control. 
Proprietary 
technology  

 Uses no proprietary technology. 
 

As described in Table 2.1.2-9, agencies will receive a managed LAN that meets all 

mandatory technical capabilities.  
Table 2.1.2-9. MLS Technical Capabilities. Agencies will receive MLS that meets EIS required technical 
capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. VoIP-LAN 
integration 

Meets  Provides agencies with fully licensed LAN hardware that interconnects the IPVS 
demarcation points to the agency’s IP telephones and gateways. 
 MLAN equipment is specifically selected for each on-premises or hosted call 

solution, and interfaces directly to the agency provided copper and fiber cabling. 
 Provides on-premises solutions with the capability to process and transport calls 

within the equipment provided. 
2. Cabling 

limitation 
Meets  Supports POE drop wiring using category 5, 5E, 6, and 6A cabling, with runs up to 

328 feet. 
 Supports single and multimode fiber with run distance depending on mode and 

number of cross-connects. 
 Supports Category-3 POE drop wiring, with drop runs up to 207 feet. 
 Supports Non-POE Category-3 drop wiring, with drop runs up to 328 feet. 
 IPVS may support unmanaged LAN equipment, obtained by the government, to 

support wiring types and drop runs which are outside of the above parameters. 
3. Maintenance 

and 
upgrades 

Meets  Provides contracted equipment with a maintenance plan, covering software and 
firmware updates, and replacement for failed or underperforming units. 
 Provides equipment upgrades, as required, at no additional charge to the 

government, provided the upgrade scope of functionality is not changed at the 
request of the government. 

4. Site 
expansion 

Meets  Additional devices needed for agency growth are procured and installed within 40 
days, and costs are covered under MLAN service monthly per-seat price for the 
additional users 

5. WiFi 
capability 

Meets  While today’s LAN equipment typically comes with WiFi capability, the WiFi 
functionality is not configured to be operational in a VoIP LAN environment. 
 Should the Ordering Contracting Officer (OCO) wish to operate WiFi-capable 

telephones, or transport data over WiFi, this capability can be enabled if it exists on 
the installed units. 
 For units without built in WiFi support, WiFi connectivity can be added for an 

additional charge at the request of the OCO. 
6. Data LAN 

support 
Meets  Data LAN services require different interconnectivity than VoIP-only solutions. The 

default solution does not include data transport. 
 Data transport can be enabled at the request of the OCO, but will require some 

design considerations before the VoIP service and LAN equipment is installed and 
configured. 

7. SIP 
registration 
and VoIP 
support 

Meets  Supports SIP registration and authorization when coupled with VoIP demarcation. 
 Allows IP phone location moves to automatically compete SIP registration when 

plugged into a new VoIP LAN port, eliminating the need for technical support 
during intra-office moves.  
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# Technical 
Capability 

Meets or 
Exceeds Description 

8. Monitoring 
and 
management 

Meets  Provides management through the Managed Router Service Network Operations 
Center (MRS-NOC) operating 7X24X365. MRS-NOC management includes: 
 Initial equipment configuration and ongoing configuration management. 
 Performance of equipment level MACDs  
 LAN monitoring, trouble isolation, and resolution 
 Automatic ticket creation, notification and escalation  

9-11. Trouble 
ticketing, 
notification, 
and 
escalation 

Meets  Provides automated service/alarm monitoring, performance, and fault 
management, creating a trouble ticket, assisting in trouble isolation and resolution, 
and trouble isolation and resolution, IPVS trouble resolution, and ticket clearing 
and closure, with notifications sent to designated agency representatives.  
 Adheres to 15 minute Mean Time to Respond to automated alerts and customer 

reported incidents 
 Escalates unresolved tickets after 15 minutes. Unresolved tickets are escalated to 

the next service assurance level with notice sent to Service Assurance Manager 
and customer. 

 Custom LAN 
buildout 

Meets  Selects LAN equipment to meet the agency’s specific needs. 
 Supports existing building layouts, communication closet layouts, and per-floor 

user counts in agency needs. 
 Supplies LAN aggregation units for larger buildings, as needed.  
 Provides LAN equipment functionally compatible with call control elements when 

solutions include premises based call control.  

2.1.2.1.2.9 Session Initiation Protocol (SIP) Trunk Service [C.2.2.1.6] 
As described in Table 2.1.2-10, agencies will receive a SIP solution that provides the 

full service, scope, and functional capabilities.  
Table 2.1.2-10. SIP Scope and Functional Capabilities. Agencies will receive service with established capability 
that meets service description and functional requirements. 

Solution Element Description 
PBX interoperability  Provides an interface to PBX systems that support SIP either directly or through an 

agency provided Session Border Controller 
IPVS network integration  Integrates with IPVS network and provides the capability to both make and receive 

calls from on-net and off-net locations Delivered using an underlying IP transport 
service that is fully managed and independent of the SIP trunking service  

Proprietary technology   Uses no proprietary technology 

2.1.2.1.2.9.1  Technical Capabilities [C.2.2.1.6.1] 
As described in Table 2.1.2-11, agencies will receive SIP Trunk Service that meets all 

mandatory technical capabilities.  
Table 2.1.2-11. SIP Technical Capabilities. Agencies will receive SIP Trunk Service that meets EIS required 
technical capabilities. 

Technical 
Capability 

Meets or 
Exceeds Description 

SIP call routing Meets Connects agencies to on-net locations, and off-net locations over the PSTN  

2.1.2.1.2.9.2  Features [C.2.2.1.6.2] 
As described in Table 2.1.2-12, and depicted previously in Figure 2.1.2-1, agencies 

receive established SIP Trunk Service that meets all mandatory features.  
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Table 2.1.2-12. SIP Trunk Service Features. Agencies receive SIP Trunk Service that meets the EIS required set of 
features. 

Feature Meets or 
Exceeds How Delivered 

Automatic 
call routing 

Meets  Configures automatic failover routing calls to a secondary call processing location in the 
event that first primary call processing location fails. Automatic failover routing configured 
to match ordering agency’s call processing systems failover, network, and availability 
characteristics.  

Bandwidth 
management 

Meets  Provides high quality voice transmission (i.e., QoS) by setting up IP CoS in transport 
between agency location and VoIP infrastructure, which provides steady pacing for VoIP 
RTP streams, reducing latency, packet loss, and jitter.  
 The CoS provides a percentage based CIR across the transport for IP Voice packets: 
 When IP Voice utilization is low, the IP CoS allows more bandwidth to be used by data 

applications 
 When IP Voice utilization is high, data application packets are put in a wait queue and 

held until spacing between voice packets will allow data transmission without 
adversely affecting the voice traffic 

 Applies to the transport service and is configured at the time of the transport circuit and 
router installation. 

Trunk 
bursting 

Meets  Trunk utilization can burst beyond the configured number of concurrent calls. The 
percentage of bursting capability depends on agency-specific configurations and codecs 
used.  

Number 
blocks 

Meets  Capable of providing new telephone numbers in single numbers or in number blocks. 
Acquires existing numbers and number blocks using LNP.  

2.1.2.2  Circuit Switched Voice Service [L.29.2.1; M.2.1; C.2.2.2] 
AT&T Circuit Switched Voice Services (CSVS) supports voice calls, whether 
initiated from on-net or off-net locations, to be connected to all on-net and off-net 
locations by direct dialing throughout the U.S. CSVS encompasses both traditional 

local and long distance service, and enables users to call, or receive calls from, any 

phone in the U.S. or the world. CSVS connects to and interoperates with a broad range 

of equipment including single-line telephones, secure terminal equipment, conference 

room audio equipment, modems, and facsimile machines. 

2.1.2.2.1 How AT&T Will Provide the Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.1.2.2.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
CSVS uses call switching equipment and circuit infrastructures to provide voice services 

in traditional interfaces such as POTS lines, T-1s, and ISDN trunks. CSVS supports all 

direct dialed voice calls throughout the U.S. regardless of whether initiated or 

terminated on the same or different networks (on-net and off-net respectively). CSVS 

operates over the public switched telephone network (PSTN) (wireline and wireless) in 

CONUS, OCONUS, and non-domestic locations. CSVS will be provided by an AT&T-

licensed CLEC that offers a larger footprint through interconnections with other local 
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service providers. AT&T interconnection and wholesale agreements with a large 

number of local service providers, of which there are more than 3,000 in the U.S., will 

provide a nearly nationwide footprint for CSVS customers. As depicted in Figure 
2.1.2.2-1, the AT&T architecture and service infrastructure meets the EIS service 

requirements for CSVS. 

 
Figure 2.1.2.2-1. CSVS Overview.  Circuit Switched Voice Services come from the PSTN which consists of more 

than 3000 major and minor interconnected and regulated carriers. 

As delineated in Table 2.1.2.2-1, AT&T CSVS architectural components support 

standard TDM-based voice features and functions using the Signal System 7 (SS7) 

constructs, including SCCP, within the legacy network. In addition, SS7 provides the 

current mechanism to interlink the carriers that make up the PSTN. Moreover, features 

created in the central office will be linked to the service wire centers through legacy line 

and trunk networks to provide the services over traditional access methods e.g., T-1 

and copper pair voice circuits. 
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Table 2.1.2.2-1. CSVS Overview Description. CSVS Overview Description an overview of the CSVS components 
and basic architecture used in the PSTN.  

Architectural Components Description 

Functional Components 

Line  Voice service that equates to a single station. Can be multiplexed or trunked. 

CENTREX  A set of PBX like services applied to lines from within the circuit switched network 

Trunk  Provides PSTN access for a PBX by concentrating a number of lines bundled into 
a single access.  

Voicemail  A message store and Telephone User Interface (TUI) or keypad navigation 
system that provides in network messaging for Centrex and line users. 

CO/Switch  The central office (CO) or Switch provides call routing and CENTREX features in 
a network based location that is interconnected to the PSTN.  

Technical Components 

Numbering  North American Numbering Plan (NANP) numbering provides a unique 10 digit 
telephone number to each line (commonly called a DID) 

LNP  FCC mandated ability to move telephone number routing and support from one 
carrier to another. 

Emergency Services (Dial 
911) 

 A network of specific data and telephone circuits that routes callers using 911 to 
access emergency services to the closest (most proper) emergency service 
dispatch location (PSAP), and provides location data for the caller to first 
responder personnel. 

PSTN   The set of TDM interconnections that seamlessly link LECs, CLECs, mobile 
carriers, international networks, satellite providers, and IXCs into one single 
network that is commonly referred to as the PSTN. 

Interconnect Agreements  Used to unify the footprint of a local service provider. 
 Agreements between carriers that allow the ordering, provisioning, and billing of 

one carrier’s services by another carrier.  
 Many agreements have expired and are no longer available. 
 Some interconnect agreements have been replaced by higher cost wholesale 

agreements. 

Operational Components 

AT&T Voice NOC  The organization that monitors, maintains, and manages the AT&T circuit 
switched network. 

 This team is also responsible for creating and closing trouble tickets as well as 
dispatching on cases of trouble. 

SS7  SS7 is the North American standard for signaling, call routing and feature creation 
within the circuit switched PSTN.  

Network Components 

5ESS and DMS Switches  CO switching equipment links calls from CO trunks to lines 

SS7 Signaling and 
interconnect Network 

 Standard signaling, call setup, feature creation, and carrier interconnect network 
for PSTN providers  

Serving Wire Center (SWC)  Access circuit termination location that interconnects to the CO line nets 

Access Circuits  Circuits from the SWC to the customer locations   
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2.1.2.2.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering CSVS delivers compliant, scalable, 

reliable, and resilient service as delineated in Table 2.1.2.2-2. 
Table 2.1.2.2-2. CSVS Quality of Service. CSVS is fully compliant and provides robust scalability, high reliability, 
and strong resilience sought by GSA and customer agencies.  

Architectural Components Description 

Compliance 

Service & Functional Req’ts  Meets all EIS RFP requirements as described in Section 2.1.2.2.2.1  

Standards  Meets all standards, as indicated in Section 2.1.2.2.2.2 

Connectivity  Meets all connectivity requirements, as indicated in Section 2.1.2.2.2.3 

Technical Capabilities  Meets all mandatory and all optional requirements as described in Section 
2.1.2.2.2.4 

Features  Meets all features as indicated in Section 2.1.2.2.2.5 

Interfaces  Meets all interface requirements as indicated in Section 2.1.2.2.2.6 

Performance Metrics  Meets all metrics as described in Section 2.1.2.2.2.7 

Scalability 

T-Carrier Delivery  For scaling, CSVS combines voice channels into 23 or 24 bearer channel circuits 
(T-1 or ISDN T-1) which can be combined into larger bundles such as a T-3 
bundle of 28 T-1s (maximum of 672 concurrent calls)  

Reliability  

NEBS Systems Architecture  Service provided using proven 5ESS and DMS telephone switching technology 
installed and maintained according to Telcordia NEBS standards.  

SS7 Five-Nines  SS7 Standards based interconnectivity to the PSTN and other carrier networks 
provides five-nines (less than 5 minutes downtime per year) or better interlinking 
capability  

Resilience 

Single Circuit Service  Because of the single ended, single circuit nature of circuit switched voice, 
resiliency is not a CSVS strong suit.   

2.1.2.2.1.3 Service Coverage (for CBSA-Dependent Services)  
[L.29.2.1(C); M.2.1(3); C.1.3; J.1] 

See Section 1.3 for AT&T service coverage for CSVS.  

2.1.2.2.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.1.2.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7] 
Agencies will receive circuit switched voice services with the best possible security 

using AT&T security standards, mechanisms, and procedures coupled with security 

mechanisms and authentication controls found in the IETF SIP RFCs. Table 2.1.2.2-3 
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delineates additional service-specific security capabilities that will be delivered to 

customer agencies.  
Table 2.1.2.2-3. CSVS Service-Specific Security Capabilities. AT&T is an industry leader in IP and IP application 
security and has been providing IP based voice services for over ten years.  

Capability Description 

PSTN Based 
Service 

 This service is secured as a PSTN based service that uses the closed SS7 network for 
signaling and deterministic circuit based trunk paths for routing  

2.1.2.2.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers CSVS the PSTN network and its architecture. See Section 1.4 for the 

AT&T security aspects for this network architecture.  
 

2.1.2.2.2 Technical Response for CSVS [L.29.2.1; M.2.1] 
2.1.2.2.2.1 Service Description and Functional Definition [L.29.2.1; C.2.2.2.1; 

C.2.2.2.1.1] 
Agencies will receive a CSVS solution that provides the service scope and functional 

capabilities, as delineated in Table 2.1.2.2-4 and depicted in Figure 2.1.2.2-1. 
Table 2.1.2.2-4. CSVS Service Scope and Functional Capabilities. Agencies will receive a CSVS offering with the 
capability to meet all service and functional requirements.  

Solution Element Description 

Voice Calls  Supports calls initiated from on-net or off-net locations 
 Supports calls to be connected to all on-net and off-net locations  
 Supports calls by direct dialing throughout the US and most of the world 

Equipment  Single-line telephones, Secure Terminal Equipment, multi-line and key telephone systems, 
conference-room audio equipment, PBX systems, T1 Multiplexors, modems, FAX systems, 
and conferencing systems.  

PSTN  Fully integrated with the PSTN for connectivity to both wireline and wireless networks, in 
domestic and non-domestic locations, satellite phones and terminals, and all other PSTN 
connected EIS contractors.  

2.1.2.2.2.2 Standards [L.29.2.1; C.2.2.2.1.2; C.1.8.4] 
AT&T will comply with all voice service industry standards. 

2.1.2.2.2.3 Connectivity [L.29.2.1; C.2.2.2.1.3] 
AT&T will comply with all connectivity instances listed in the RFP, as applicable. 

2.1.2.2.2.4 Technical Capabilities [L.29.2.1; C.2.2.2.1.4] 
Agencies will receive proven CSVS that meets or exceeds all mandatory and optional 

technical capabilities, as applicable. All proposed technical capabilities are delineated in 

Table 2.1.2.2-5 and depicted in Figure 2.1.2-1. 
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Table 2.1.2.2-5. CSVS Technical Capabilities. Agencies will receive a CSVS offering that meets all required 
technical capabilities.  

Technical Capability Meets or 
Exceeds How Delivered 

Numbering Plan  
and Number 
Assignments 

Meets  A unique directory number (i.e., DID) is provided from the pool of free 
numbers, or is ported from existing government numbers using LNP for all 
on-net government locations.  

 Numbers are from the NANP and are part of the PSTN, encompassing both 
wireline and wireless services, and will follow any changes to the PSTN 
numbering plan such as area code changes, new exchange additions, or 
other numbering changes. 

 The licensed SS7 connections between the PSTN and the CSVS provides 
transparent interconnectivity between the CSVS network and all other PSTN 
interconnected networks. 

Network Intercept Meets  Recorded intercept announcements are made when a call cannot be 
completed for the following conditions:  
− Number disconnected (for 90 days following the disconnect)  
− Time-out during dialing 
− Network congestion 
− Denial of access to off-net and non-US calls 
− Denial of access to features 

User-to-User 
Signaling (Optional) 

n/a  User-to-User signaling is not universally supported in all regions or locations 

Voice Quality Meets  Voice is transported using uncompressed ITU G.711 (64Kbps PCM) for high 
quality voice that measures a MOS of 4.0 or better.  

Emergency Service Meets  The voice service supports and complies with FCC mandated E911 
emergency call routing and uses PCC standard 911 as the fall back. All calls 
to 9-1-1 are routed to the appropriate Public Safety Answering Point (PSAP) 
based on the street address for the service delivery point (SDP), and include 
the ALI data for that SDP.  

Basic Subscriber 
Line 

Meets  Per the line descriptions in the EIS RFP Sections C and D, this line type is 
offered as an analog CENTREX line 

 Each line includes; Transfer, Hold, Three-Way Calling, Intercom, DID/DOD 
Calling, Call Forwarding, Access Codes, Caller ID, and Call Waiting 

 Service provided over copper pair from the Class-5 switch to the customer 
 Service includes all local calling and CONUS to CONUS LD 

ISDN PRI Meets  Per the line descriptions in the EIS RFP Sections C and D, this line type is 
offered as an ISDN PRI Trunk 

 Each line includes; 23 Bearer Channels, and 1 Data Channel (Q.931) 
 The T-1 circuit to the Class-5 switch is included 
 Service includes all local calling and CONUS to CONUS LD 

ISDN BRI Meets  Per the line descriptions in the EIS RFP Sections C and D, this line type is 
offered as an analog CENTREX line 

 Each line includes; Transfer, Hold, Three-Way Calling, Intercom, DID/DOD 
Calling, Call Forwarding, Access Codes, Caller ID, and Call Waiting 

 Service provided over copper pairs or T-Carrier from the Class-5 switch to 
the agencies 

 Service includes all local calling and CONUS to CONUS LD 

Additional Line 
Types 

Exceeds  Additional services and line types are available on a location by location 
basis. These line types may include: 
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Technical Capability Meets or 
Exceeds How Delivered 

− Centrex Common Block 
− ISDN BRI (non-Centrex)  
− POTS (business line) 
− Measured Line 

− Message Rate Line 
− OPX 
− Other services from the Agency’s 

local provider 
 

2.1.2.2.2.5 Features [L.29.2.1; C.2.2.2.2] 
Agencies will receive CSVS that meets or exceeds all mandatory and optional features, 

as applicable. All proposed features are delineated in Table 2.1.2.2-6 and depicted in 

Figure 2.1.2.2-1. 
Table 2.1.2.2-6. CSVS Features. Agencies will receive a CSVS offering that meets the required set of features.  

Feature Meets or 
Exceeds How Delivered 

Agency-Recorded 
Message 
Announcements 

Meets Standalone messaging enables authorized government personnel to record 
message announcements within the network after authentication of user-ID and 
password/token.  This feature provides:  
 Assignment of a recording to an on-net number which is accessible from on-

net and off-net stations.  
 The capability of messages up to a three-minutes in length. 
 The length of each government provided message is determined by the 

Agency and can be truncated at the end of the message or continue to fill the 
three minute message length.  Message times longer than three minutes are 
offered on a case by case basis with no additional charge to the government.  

 Call to the announcement answers in five rings or less. 
 System-wide capability for storing 500 plus recorded messages.  
 At a minimum of 250 concurrent callers per announcement. 

Authorization 
Codes/Calling Cards 
(optional) 

n/a  The optional Authorization Code and Calling Cards functionality is not 
supported 

Caller Identification 
(ID) 

Meets  Caller Identification (i.e., Caller ID) is provided when caller data is available 
from the caller, or not specifically blocked by the caller.  Either as a ten digit 
number or a calling party name and the ten digit number is provided.  

Call Screening  
for Users 

Meets  Call screening allows the customer to have calls completed or truncated 
based on each call’s eligibility for completion based on Class of Service (CoS) 
settings for the calling number, group of numbers, trunk, or trunk group.   

Class of Service 
(CoS) and 
Restrictions 

Meets  Class of service is used to provide calling actions in features such as Call 
Screening with 128 classes of service available.  

 CoS markings can be determined using ANI, authorization code, traveling 
class-mark, or be applied to a trunk or trunk group.  

 CoS restrictions include: 
− Toll free and 900 calls, access to off-net calling, access to other 

government networks, access to international calling, and access to 
certain specified NPA/NXXs. 

− Restrictions that allow or restrict access to network features by users or 
groups of users. 
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Feature Meets or 
Exceeds How Delivered 

Code Block 
(optional) 

Meets  Outbound call blocking capabilities provide Agencies with a mechanism to 
control calling to certain numbers and destinations such as international 
calling and pay per call 900 numbers. The Class of Service restrictions are 
applied on a line by line, group, or enterprise basis. 

Customized 
Network 
Announcement 
Intercept Scripts 
(optional)  

Meets  Custom network announcement scripts can be requested by the government 
and are provided after obtaining government approval.  

Internal Agency 
Accounting Code 
(optional) 

n/a  Internal Agency Accounting Codes are not supported 

Directory Assistance Meets  Directory assistance is available as provided by each local provider and is 
accessed by dialing 411 or NPA-555-1212, which includes 800, or Toll Free 
directory assistance. 

Suppression of 
Calling Number 
Delivery 

Meets  For single lines of service and Centrex lines calling number suppression is 
provided using “star codes” (e.g., *82). Calls over trunk lines from a PBX can 
be masked or suppressed by the PBX.  

 These suppression mechanisms are available on a call by call basis. 

Voice Mail Box Meets  The voicemail system is available 24x7 and provides the flowing features 
administered on a station by station basis. 

 Each mailbox supports a minimum of 60 minutes of message storage and a 
minimum individual message length of 2 minutes.  Actual storage and 
message length varies region by region  

 Mailboxes are accesses from the user’s telephone line or remotely from any 
PSTN connected telephone 

 User settable passwords (PIN) control access to the VM message store  
 When messages are received VM provides a Message Waiting Indicator 

(MWI) in both PSK format for triggering visual MWI on equipped telephones, 
and as a stuttered dial tone. 

 Users can record a custom greetings a user by user basis or use standard 
greeting that announces the called telephone number 

 Ability to navigate messages such as skip, rewind, fast forward, pause, replay, 
go to end, cancel, delete, and help/instructions, all using DTMF from a touch 
tone telephone.  

 Ability to forward messages, or forward with comments, and mark the level of 
delivery for the message to urgent, private, return receipt or for future delivery  

Basic Subscriber 
Line: Multi 
Appearance 
Directory Number 
(optional) 

Meets  A single DID can be configured to appear on multiple lines 
 Commonly used feature for receptionist’s stations and work rooms 
 Support for: 

− Single Call Arrangements (SCA) 
− Multiple Call Arrangements (MCA) 
− Call Appearance Call Handling (CACH) 

ISDN PRI: Backup 
of Shared-D 
Channel (optional) 

Meets  NI-2 shared D-Channel with backup D-Channel configurations are supported 
 Allows multiple ISDN PRI T-1 Circuits to be concatenated together into a trunk 

group and in increases Bearer Channel count by sharing a single D-Channel 
for signaling across all ISDN T-1s in the group. 

ISDN BRI: Multi 
Appearance 

Meets  A single DID can be configured to appear on multiple lines 
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Feature Meets or 
Exceeds How Delivered 

Directory Number 
(optional) 

 Commonly used feature for receptionist’s stations and work rooms 
 Support for: 

− Single Call Arrangements (SCA) 
− Multiple Call Arrangements (MCA) 
− Call Appearance Call Handling (CACH) 

MLPP (optional) n/a  While MLPP may be available in some locations, it is not universally supported 
for all services and locations 

Additional Features 

 n/a  No Additional Features Supported  

2.1.2.2.2.6 Interfaces [L.29.2.1; C.2.2.2.3] 
The AT&T proposed approach to CSVS delivers the mandatory and optional interfaces 

listed in the RFP, as applicable. 

2.1.2.2.2.7 Performance Metrics [L.29.2.1; C.2.2.2.4; G.8.2] 
AT&T meets all the performance levels and AQL of KPIs for CSVS listed in the RFP, as 

applicable. 

2.1.3 .Service Area: Managed Service [C.2.8] 
2.1.3.1  Managed Network Service [L.29.2.1; M.2.1; C.2.8.1]  
Agencies will receive a MNS that provides a 
broad service portfolio, comprehensive 
service design, and customized solutions 
that match mission requirements and 
maintenance in a highly secured 
environment. 
2.1.3.1.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.1.3.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
MNS will provide a broad service portfolio, comprehensive service design, and 

implementation, enabling agencies to quickly deploy a customized solution to match 

mission requirements and maintenance needs. MNS services will meet or exceed 

government requirements by providing an established customer deployed MNS. AT&T 

subject matter specialists will bring the experience and talent to meet agencies’ unique 

AT&T MNS Experience 
 53 agencies supported, including GSA, AOUSC, 

VA, and the DOJ 
 Over a decade of experience successfully 

planning, delivering, and supporting the full 
suite of EIS services spanning 2200+ DOJ 
CONUS/OCONUS SDPs. 

 Globally 80,400 routers under MNS 
 Innovative pipeline driving progress in back-end 

systems and across all development areas 
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requirements as specified in TOs. AT&T has a long history of providing custom 

managed services, including custom NOCs, SOCs, and network and security services.  

As described in Tables 2.1.3-1 and 2.1.3-2, and depicted in Figures 2.1.3-1 and 

2.1.3-2, our proposed MNS architecture and approach meet the EIS service 

requirements. 
Table 2.1.3-1. MNS Overview Description. MNS capabilities are demonstrated by over a decade of agency use and 
evolution supporting agency network management. 

Architectural 
Components Description 

Functional Components 
Global client 
support centers 

 Supports119 CONUS support centers based on TO requirements as applicable. 

Architectural 
validation 

 Accepts customer-owned equipment (COE). 
 Reviews customer requirements and network documentation. 
 Recommends ways to enhance network performance. 
 Inventories database and document supportable CPE. 
 Participates in Technical Network Design Reviews. 

Event 
management 

 Uses proactive event management through automation to quickly filter and correlate device 
alarms and automatically generates an incident ticket with rich information concerning the 
incident and the affected assets(s) and services. 
 Uses AT&T core network and client-facing systems to process millions of events per day. 
 Uses agency device alarms that can be forwarded to agency systems if required by TO. 

Incident 
management 

 Uses incident tickets that are available to agency personnel via AT&T Business Direct portal or 
through their ticketing system via the Business to Business Integration (B2Bi) Gateway (GW).  
 Provides automated incident ticket routing to responsible group or organization.  
 Uses logical separation of incident data to enable use of shared platform when agency security 

policy permits. 
 Makes available raw or filtered events via highly secured connections to a dedicated event 

collector. 
Performance 
management 

 Uses proactive and predictive performance management models device-level, access level, 
and end-to-end level performance and determines when performance crosses real-time 
thresholds. 
 Uses performance management models to predict when higher (or lower) thresholds may be 

reached. 
 Uses integration with the incident management function to create an incident when a 

performance threshold is crossed. 
 Makes performance data available via Business Center portal. 

Technical Components 
Resources   Investment in global enterprise management systems tools to support our global network, the 

networks of our enterprises, and US government agencies. 
 Maintains and enhances a network management suite of tools supporting agency equipment. 
 Delivers MNS with less downtime, reduced trouble tickets. Performs root cause analysis, 

resulting in a reliable network. 
 Supports agencies by hiring, training, and retaining experienced engineers.  
 Resolves problems quickly with experienced Tier 1, 2, 3 specialists available 24x7x365. 
 Meets agency personnel security requirements with cleared US citizens as required 
 Employs processes that manage global networks.  
 Adapts NOC support on agency premises to unique agency operational environments as 

required 
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Architectural 
Components Description 

Design and 
engineering 

 Documents requirements (e.g., applications, connectivity, performance, availability).  
 Creates agency network designs (e.g., topology, connectivity, diversity options).  
 Creates physical and logical equipment configurations.  
 Designs and documents WAN addressing plans, logical assignments, and parameters. 
 Creates LAN addressing plans, logical assignments, and parameters. 

Implementation  Provides and supports project management, equipment procurement, equipment installation, 
configuration of remote network management capabilities, test, and turn-up. 

Operational Components 
Processes  Employ solution design, procurement, configuration, installation, and performance 

measurement practices demonstrated by over a decade of use and refinement. 
Operations  Provide agencies with remote network monitoring, fault identification, isolation, and resolution; 

configuration management; and reporting. 
Life cycle 
management 

 Supports agencies in network redesigns and MACDs; provides performance and management 
reports.  

Network Components 
Devices  Provides agencies with hardware, software, and firmware (e.g., routers, switches, transfer 

mode devices, channel service unit/data service unit (CSU/DSU), hubs, ISDN adapters, and 
modems.)  

Table 2.1.3-2. MNS Overall Architectural Approach. MNS follows a customer tested approach to supporting an 
agency’s unique mission requirements. 

Capability Description 
Project planning  Assigns a project manager during the requirements and design phase to effectively manage 

requirements gathering and design tasks, and sustain progress into baseline operations. 
 Project Manager directs activities, monitors progress, and manages risks to produce a 

quality deliverable. 
 Performs the following functions during this planning activity: 

1. Identifies our team and stakeholders  
2. Assigns roles and responsibilities  
3. Establishes our project schedule  
4. Defines our communications plan 

a. Change control processes and register 
b. Meeting agenda and minutes 

c. Project schedule and budget 
d. Client governance model  
e. Risk review gates. 

5. Works with the government to identify the 
locations to interconnect  

6. Develops key work products 
Requirements 
definition 

 Documents management processes network design requirements 
 Uses the following methods for requirements collection:  

1) Review of existing documentation 2) User surveys 3) Site surveys. 
 Presents requirements to agency for approval 

Preliminary 
design 
document 

 Develops, verifies, and tests design specifications for identified physical components, 
internal/external interfaces, system functions, and system requirements  
 Works with agency to document capacity and sizing, redundancy, and topologies, meeting 

performance requirements 
Design 
certification 

 Certifies management and schedules, mitigating inherent risks 

Site survey  Conducted by phone, with agency, to identify: 
 Facility environment , power, and layout,  
 Security requirements 
 Assess preparation requirements 

 Identify change orders needed for site 
preparation  

Site preparation  Documents agency unique facility requirements (e.g., construction, power, space modification, 
or inside wiring)  
 Uses agency processes and procedures to acquire and schedule site preparation requirements  
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Capability Description 
Implementation 
and installation 

 Provides non-agency networking and security service equipment required by the TO  
 Agencies may provide equipment that is new and not previously used or refurbished. 
 Includes labor to implement the service 
 Agencies may request labor in the TO 

Test and 
acceptance 

 Refines acceptance test plan based on specifications identified by site survey. The AT&T 
project manager conducts acceptance testing of installation, providing results for agency 
acceptance. 

Life cycle 
management 

 Turns solution over to agency with the following provided: 
 Service and security monitoring,  
 Configuration management 

 Performance management  
 Help management   

 
Figure 2.1.3-1. MNS Overview. MNS will provide agencies with an end-to-end managed 
network supporting a global environment with design, implementation, and maintenance.  

The AT&T management systems will provide 99.99 percent reduction in alarms 

received from managed devices via automated filtering and correlation. Our automated 

systems create tickets and populate them with rich information concerning the root-

cause alarm and its associated asset. Tickets are automatically routed to the owning 

customer support team for resolution. AT&T investment in automation enables our staff 

to focus on quickly resolving root causes of service outages or degradations, resulting in 

less downtime and higher levels of performance. 
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The AT&T Business Center Portal will enable agencies to view and create incident 

tickets, create change requests (moves, adds, deletes, and configuration modifications), 

view performance reports, and view network inventory. Additional tickets can be created 

manually by agencies through toll-free phone calls. 

 
Figure 2.1.3-2. AT&T Five-Phased MNS Approach. MNS follows a structured approach  

satisfying and supporting requirements, and providing for mission and operational changes. 
 

The AT&T Machine-to-Machine (M2M) Ticket Exchange provides agencies with this 

service through our B2Bi GW that provides a web services-based Application 
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Programming Interface (API) for agency ticketing systems to exchange tickets with 

AT&T systems. 

2.1.3.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
As described in Table 2.1.3-3, our approach and architecture for delivering MNS will 

deliver compliant, scalable, reliable, and resilient service. 
Table 2.1.3-3. MNS QoS. MNS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and customer agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For, GSA, Courts, and Veteran Affairs, AT&T provided MNS using solutions comparable 
to that proposed for EIS in full compliance with customer requirements comparable to 
EIS for service and functional requirements, standards, connectivity, technical 
capabilities, features, interfaces, and performance metrics. Section 2.1.3.1.2 provides 
details of our proposed solution.  

Scalability 
Modular management 
systems architecture 

 Deploys management systems in flat, grouped, or hierarchical architectural 
arrangements to address scale. 

Reliability  
Redundant system 
components 

 Provides system components with redundant components and software built on virtual 
machines (VMs) that can be relocated in an emergency. 

Resilience 
Asset and 
configuration 
management system 

 Identifies configuration errors using automated device policy audits. 
 Generates incident reports by interfacing with management processes when a policy 

violation is detected. 
Change management 
system 

 Enables agencies to submit changes (e.g., additions, modifications, and deletions) 
thorough a web portal.  

Deployment flexibility  Provides MNS from an agency center using shared, dedicated, or hybrid management 
infrastructure, depending on TO requirements. 
 Deploys NOC personnel and systems to agency premises as directed by the TO.  

2.1.3.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for MNS.  

2.1.3.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.1.3.1.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
MNS security related capabilities are indicated in RFP Section C.2.8.1.1.4, and are 

addressed in proposal Section 2.1.3.1.2.4. Table 2.1.3-4 delineates additional service-

specific security capabilities delivered to customer agencies. 
Table 2.1.3-4. MNS Service-Specific Security Capabilities. Agencies will receive highly secured services based on 
our overall architecture and service-specific capabilities. 

Capability Description 
Secured MNS   Provides an end-to-end security strategy 

 Reduces potential damage due to a 
security breach 
 Prevents network attacks 

 Responds in real time to security threats 
 Rigorous verification testing of network 

security tools 
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Capability Description 
Secured access and 
communications 

 Manages changes to access lists, device passwords using highly secured community 
strings for simple network management protocol (SNMP) access 

Modem and POTS line 
and wireless for OOB 
management 

 Controls access to MNS devices using terminal access controller access control system 
(TACACS) for both in- and out- of band access 

 

2.1.3.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MNS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by The AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.1.3.1.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture will meet all external traffic routing requirements applicable to 

MNS. Table 2.1.3-5 provides detailed references to our approach. 
Table 2.1.3-5. Approach to External Traffic Routing Requirements. Agencies receive services that operate on a 
network that meets all external traffic routing requirements as described in AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 
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Requirement Compliance Description 
Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8. 

2.1.3.1.2  Technical Response for MNS [L.29.2.1; M.2.1] 
2.1.3.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.1.1; C.2.8.1.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.1.3-6, and described previously in 

Section 2.1.3.1.1.1. 
Table 2.1.3-6. MNS Approach. Experienced people, established processes, advanced tools, and client advocates 
will deliver outstanding network performance to agencies. 

Solution Element  Description  
Capabilities provided  Provides overall management of an agency’s network infrastructure, including real-time 

proactive network monitoring, troubleshooting and service restoration. 
 Serves as the agency’s single point of accountability for all networks managed under this 

service, including operations, maintenance, and administration activities. Enables an 
agency to obtain design and engineering, implementation, management, and 
maintenance services for agency networks. 
 Provides the necessary technical and operational capabilities that ensure the availability 

and reliability of agencies’ increasingly complex networks. 
 When used with a single EIS service or a group of EIS services requested in a TO, gives 

those services the functionalities of a managed service 
 Uses the appropriate labor and equipment as defined in RFP Sections C.2.10 and C.2.11 

Expert technical 
professionals  

 Provides expert solution design through established design centers of excellence. 
 Operational management experience with commercial and government customers  
 Skilled professionals in network, business, and help management  
 Extended IT team members on a global basis  
 Uses the appropriate labor and equipment as defined in RFP Sections C.2.10 and C.2.11 

Established program 
management, 
implementation, and 
help management 
processes  

 Uses methodical design and engineering processes  
 Implements operational processes that provide predictable results and 99.9% on-time 

delivery  
 Uses established and continual feedback on operational metrics, resulting in operational 

excellence  
 Certified International Organization for Standardization (ISO) 9001 and Statement on 

Auditing Standards (SAS) 70 certifications  
Expert management 
systems and tools  

 Provides integrated solutions through E-bonding with transport and equipment suppliers  
 Comprehensive instrumentation of managed components 
 Data analytics for predictive and proactive troubleshooting  
 Web-based portal for agency access to valuable network, equipment, performance, 

exception reports, and ticketing information  
High-touch client 
servicing modeling  

 Assigned client advocates through life cycle management team  
 Regularly planning and performance reviews to optimize investment  

Proprietary technology  Uses no proprietary technology for this service.  

2.1.3.1.2.2  Standards [L.29.2.1; C.2.8.1.1.2] 
MNS will support all EIS access and transport services and will be configured to meet 

the specific stands and requirements identified in a TO. 
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2.1.3.1.2.3 Connectivity [L.29.2.1; C.2.8.1.1.3] 
MNS will work with underlying EIS offerings and provide seamless connectivity to 

agency network locations. A connectivity design will be prepared for the associated 

transport service as applicable.  

2.1.3.1.2.4  Technical Capabilities [L.29.2.1; C.2.8.1.1.4; C.2.8.1.1.4.1; C.2.8.1.1.4.2] 
As illustrated in Figure 2.1.3-1, agencies will receive MNS Design and Engineering 

Services (DES), and Implementation, Management, and Maintenance (IMM) services, 

which meet all mandatory technical capabilities. We assume the government will 

purchase equipment and equipment maintenance as SRE, or equipment and 

maintenance will be government-provided. AT&T will provide agencies the option to 

purchase maintenance and repair for GFP if it is not maintained under a SRE monthly 

maintenance charge. All proposed technical capabilities are described in Table 2.1.3-7, 

and described previously in Section 2.1.3.1.1.1. 
Table 2.1.3-7. MNS Technical Capabilities. Agencies will receive service that meets required technical capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

Design and Engineering Services (DES) [C.2.8.1.1.4.1] 
1. Identify 

components 
Meets  Documents hardware and firmware (e.g., routers, switches, and other SRE), 

related software, and Service Related Labor (SRL) required to deliver service 
 MNS service AT&T engineers will identify required hardware and software 

based on the agencies’ technical requirements to deliver the EIS services 
2. Identify network 

requirements 
Meets  Documents network components and determines protocols, redundancy, 

traffic filtering, and traffic prioritization requirements  
 Recommends appropriate performance levels and network capacities as 

required 
 Works with agency staff identifying all technical, operational, and 

application requirements and recommending appropriate performance 
levels and network capacities 

3. Project 
management 

Meets  Provides complete project management for design, engineering, 
implementation, installation, access coordination, provisioning, equipment 
configuration, hardware testing, and service activation (Project Management 
Institute (PMI) structure) 
 Coordinates installation activities with agency to minimize impact on current 

networking environment 
 Uses a team approach:  
 Project Manager, engineers for design and implementation, and order 

management specialist  
 Coordinates with agency gathering technical, operational, and applications 

requirements to schedule installation, testing, and turn-up activities to 
minimize any impact to the current work environment  

Implementation, Management, and Maintenance (IMM) [C.2.8.1.1.4.2] 
1) Comprehensive 

solutions 
Meets  Develop, implement, and manage comprehensive solutions to meet agency-

specific requirements included in sub-items a) through d), RFP 
Section C.2.8.1.1.4.2  
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# Technical 
Capability 

Meets or 
Exceeds Description 

2) Hardware, 
firmware and 
related software 
supply and 
management 

Meets  Supports and manages agency required hardware, firmware, and related 
software (e.g., routers and switches, encryption devices, CSUs/DSUs, hubs, 
adapters, and modems) 

3) Monitor 
performance 

Meets  Provides tools to agency to: 
a) Monitor performance of agency-specific networks (e.g., transport services, 

access circuits, and agency edge routers 
b) Provide real-time visibility of transport and access services performance 

4). Manage, 
proactively 
monitor, and 
report 

Meets  Provides IMM satisfying the requirements included in sub-items a) through f) 
for this capability in RFP Section C.2.8.1.1.4.2.  

5) SNMP data feeds Meets  Provide the agency with managed equipment information, as applicable, by 
permitting SNMP read-access data feeds.  

6) Manage network 
configuration 

Meets  Provides management of network configuration included in sub-items a) 
through i), RFP Section C.2.8.1.1.4.2. i) 

7) IP address 
management 

Meets  Provides agency IP address management by submitting agency completed 
American Registry for Internet Numbers (ARIN) justification for IP locations 

8) Monitor and 
control access to 
equipment 

Meets  Monitors and controls access to equipment (e.g., limiting access to authorized 
personnel and implementing passwords and user permissions) as agency 
approved 

9) Availability of 
recent 
configurations 

Meets  Performs regular off-site equipment configuration backups; provides agencies 
with highly secured access to backup logs as needed 

10) Hardware and 
software 
upgrades, 
updates, patch 
deployments and 
bug fixes 

Meets  Maintains a lab to test hardware and software upgrades, patches bug fixes to 
ensure compatibility with agencies’ equipment and configuration:  
 Performs hardware and software upgrades, updates, patch deployments 

and bug fixes as they become available 
 Implements updates in coordination with agency  
 Tests new releases resolving security concerns 
 Determines agency environment compatibility  
 Minimizes service disruptions 
 Maintains equipment functionality 

11) Preventative and 
corrective 
maintenance 

Meets  Provides preventative and corrective maintenance on agency-specific devices 

12) Problem 
detection, alert 
response, and 
reporting 

Meets  Detects problems proactively, responds to alerts, reports promptly situations 
that adversely affect throughput to the agency 
 Provides notification of alarms, network troubles, and service interruptions via 

email, telephone, or as specified in the TO 
 Performs activities included in sub-items a) through q), RFP 

Section C.2.8.1.1.4.2.  
13) Real or near-time 

access 
Meets  Provides agency with real or near-time access sub-items a) through d) in RFP 

Section C.2.8.1.1.4.2. 
14) Inventory 

tracking tools 
Meets  Provides inventory tracking tools to maintain and track agency circuits, 

transport services, and equipment inventory information 
15) Secure access to 

information 
Meets  Provides agency with highly secured access to current and historical 

information included in sub-items a) through k), RFP Section C.8.1.1.4.2.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 87 

 

2.1.3.1.2.5  Features [L.29.2.1; C.2.8.1.2] 
Agencies will receive an established MNS that meets all mandatory features. All 

proposed features are described in Table 2.1.3-8, and described previously in 

Section 2.1.3.1.1.1. 
Table 2.1.3-8. MNS Features. Agencies will receive service that meets the required set of features. 

# Feature Meets or 
Exceeds Description 

1) GFP maintenance Meets  Maintains and repairs SRE 
2) Network 

operations center 
and Security 
operations center 

Meets  Provides agency-specific help desk services and shared or dedicated NOCs and 
SOCs, meeting agency requirements 
 Monitors network facilities, 24x7x365 for reliability and availability 
 Deploys personnel and tools to agency NOC as applicable 

3) Network testing Meets  Supports testing at agency discretion and collaboration of agency-specific 
development services potentially needing test equipment, software, and 
applications on agency network, prior to purchase, and for voice, data, and 
video technologies (e.g., IP VPN and voice). 

4) Traffic 
aggregation 
service  
(DHS only) 

Meets  Establish and maintain secured facilities (DHS EINSTEIN Enclaves) where DHS-
furnished equipment can be deployed, provide network connectivity from the 
DHS EINSTEIN Enclave to the DHS data centers, and route all traffic subject to 
national policy requirements described in RFP Section C.1.8.8 through (i.e., 
deliver to and receive from) a DHS EINSTEN Enclave for processing by the 
latest generation of EINSTEIN capabilities 
 Receive EINSTEIN Enclave and processed traffic for delivery to its destination  
 Assume responsibility to maintain and repair the traffic aggregation service, 

including associated commercial security services and all communications links. 
Provide engineering support to integrate the DHS GFP sensor equipment, data 
center, and communications infrastructure into the AT&T services  
 Assist DHS in the maintenance and repair of the sensor system to the extent of 

receiving phone calls or emails requesting “Smart-Hands” service of DHS 
supplied equipment   

2.1.3.1.2.6  Interfaces [L.29.2.1; C.2.8.1.2; C.2.8.1.3] 
The AT&T MNS is compatible with interfaces in RFP Section C.2.8.1.3, as applicable. 

2.1.3.1.2.7  Performance Metrics[L.29.2.1; C.2.8.1.4] 
The AT&T MNS meets all KPIs in RFP Section C.2.8.2.4. 

2.1.4 Service Area: Access Arrangements [C.1.8.1] 
2.1.4.1 Access Arrangements  

[L.29.2.1; M.2.1; C.2.9] 
Agencies will receive fully compliant 
Ethernet and TDM access services 
globally that will deliver connectivity to all 
services, and offer service diversity for 
high availability using various legacy and 
emerging technologies. 

AT&T Proven Access 
Arrangements Capabilities 

 As of October, 2015, AT&T provides 59,000+ 
access circuits to federal government agencies 
and contractors, ranging in speeds from 56 Kbps 
to 10 Gbps. 
 Where required, these include diversity and 

avoidance options to satisfy custom agency-
specific business continuity/disaster recovery 
needs and requirements. 

 AT&T-provided access circuits are always provided 
in combination with other services to support voice, 
PL, Ethernet, VPN, Internet, SONET, MNS, 
wavelength, dark fiber, and cloud-based services. 
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2.1.4.1.1  How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.1.4.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The AT&T ever-expanding portfolio of access products and services will offer GSA 

customers scalable network infrastructure, pricing certainty, guaranteed availability, and 

high-quality service. Using AT&T access products and services facilitates smooth 

network expansion and evolution, and helps GSA to bring new value-added products to 

customer agencies faster than ever before.  

AT&T continuously modernizes our network with equipment from vendors that include 

Cisco, Alcatel, Lucent, and Juniper. Further, AT&T maintains domestic long-haul, 

metropolitan, and OCONUS facilities-based networks and invests extensively in fiber 

connectivity (FICON) expansion.  

GSA and its customer agencies will benefit from our experienced position as a current 

Networx Universal and Enterprise prime contractor, in which we provide the full range of 

legacy and emerging technologies to support current and evolving mission 

requirements. AT&T is a premier access provider with presence in more than 

779 CBSAs. As such, AT&T will provide GSA with a robust set of data and voice access 

alternatives. The AT&T proposed architecture and services will meet EIS service 

requirements as shown in Table 2.1.4-1 and Figure 2.1.4-1.  
Table 2.1.4-1. AA Overview Description. AA components will be provided by AT&T local exchange facilities and 
networks, interconnection agreements with all other major local exchange carriers, and meet-point arrangements with 
independent telcos. 

Architectural 
Components Description 

Functional Components 
Ethernet access 
network 

 Built on the AT&T IP/MPLS aggregation architecture/infrastructure platform 
 Provides numerous Ethernet services 
 Enables migration away from cell relay, frame relay, and TDM-based services through 

development of (future) all-Ethernet infrastructure network 
 Supports expanded Ethernet access footprint with latest Ethernet over Copper (EoCu) 

technology 
Mobility core 
4G/LTE network 

 Provides access to one of world’s largest, fastest, most reliable, and secured mobility 
networks 
 Delivers coverage to more than 99% of Americans, primarily via 4G LTE 
 Offers higher data speeds and lower latency for real-time voice and video over IP 

Optical access 
network 

 Supports legacy and emerging protocols at highest commercially available bandwidths 
 Supports multiple traffic types 
 Works with any certified access provider 
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Architectural 
Components Description 

Point-to-point 
microwave access 
links 

 Offers custom point-to-point microwave and millimeter band access network elements and 
infrastructure 
 Uses AT&T extensive footprint of PoPs, wire centers, and leased tower infrastructure to 

optimize solution efficiencies 
TDM access 
network 

 North American Digital Signal Level 
Hierarchy (T-Carrier):  
 DS0 or 56kbps/64 kbps 

 DS1: 1.544 Mbps/24 channels 
 DS3: 44.736 Mbps or 672 channels 

Technical Components 
Ethernet access 
network 

 Supports electrical, SMF, MMF, and Gigabit interfaces. 

Mobility core 
4G/LTE network 

 Delivers wireline-like experience via network improvements, such as high definition (HD) 
Voice  
 Offers dramatically boosted data speeds year-over-year resulting from spectrum additions 

Optical access 
network 

 Supports transmission rates of 1 Gbps, 2.5 Gbps and 10 Gbps 
 Offers SONET/Synchronous Digital Hierarchy (SDH) and Ethernet supported interfaces 

Point-to-point 
microwave access 
links 

 Provides TDM, Ethernet and IP point-to-point radio access solutions at 6, 7, 8, 11, 13, 15, 
18, 23, 24, 26, 38, 60, and 80 GHz. 

TDM access 
network 

 Supports speeds from 56kbps to 44.736 Mbps as channelized and unchannelized 

Operational Components 
Business Support 
System (BSS) 

 Uses BGP control plane, which permits smooth interoperability with backbone network 
 Intuitive government center web portal provides ease of access to GSA/agency users in 

secured environment 
Engineering/ 
design overall 

 Delivers network capabilities through standards based software and industry standard 
high-volume hardware platforms 
 Offers integrated access to regionally/nationally distributed network using commoditized 

network components independent of vendor/manufacturer proprietary implementations 
 Delivers hardware independence using standards based equipment 

Network Components 
Access 
infrastructure 

 Provides combined infrastructure of core routers, edge switches, intermediate switches, 
and the complex systems of loop (copper and fiber) and inter-office (fiber and wave 
division multiplexed fiber) facilities.  

AT&T Flexibility: Our robust portfolio of AA will provide GSA with connectivity at 

agency-located SDPs to the AT&T PoPs. The wide range of line speeds and reliability 

options offered by AT&T will allow agency users to satisfy their diverse needs to access 

contractor networks. AT&T acknowledges that AA will provide the convention to specify 

and price the originating and/or terminating access component required to deliver a 

service. AT&T understands that AA cannot be ordered as a standalone access service 

and that no performance metrics are specified for them.  
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Figure 2.1.4-1. AA Overview. AT&T presence in more than 360 markets in 779 CBSAs offers  

GSA and agencies a rich and robust assortment of data and voice access alternatives to  
support current and evolving mission requirements.  

2.1.4.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering AA delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.1.4-2. 
Table 2.1.4-2. AA QoS. AA is fully compliant, and provides the robust scalability, high reliability, and strong resilience 
sought by GSA and customer agencies. Service quality is verified by tracking of trouble reports, measuring availability 
of network elements, and monitoring of the provisioning performance of access providers. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 For the US Department of Veterans Affairs, the US Department of Commerce, and the 
Internal Revenue Service (IRS), AT&T provided AA using solutions comparable to that 
proposed for EIS in full compliance with the customers’ requirements comparable to EIS for 
service and functional requirements, standards, connectivity, technical capabilities, features, 
interfaces, and performance metrics. Section 2.1.4.1.2 provides details of our proposed 
solution.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 91 

 

Architectural 
Components Description 

Scalability 
Speeds  Offers access speeds from 56K through 10G. 
AT&T network 
coverage  

 Provides domestic long-haul, metropolitan, and OCONUS facilities based networks. 
 Invests heavily in FICON expansion. 
 Collaborates with a wide variety of service providers to expand opportunity-specific service 

footprint required by agencies. 
Reliability  
Policies and 
programs 

 Continuously maximizes the availability of the AT&T core network by using proactive and 
preventive quality policies and programs.  
 Takes proactive measures to build reliability into the network and to monitor performance on 

a continuing basis. 
Resilience 
No single point of 
failure (core) 

 Deploys a network backbone infrastructure with no single point of failure in the core 
architecture, enabling fast, self-healing services.  

2.1.4.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T domestic coverage for AA. Mandatory wireline AA CLINs are 

provided at all NSCs within a proposed CBSA as contained in the Traffic Model. OC-3 

wireline access CLIN is provided at all NSCs within the proposed CBSAs when OC-3 is 

specified for the NSC in the Traffic Model. For NSCs within the proposed CBSAs that 

have Ethernet access CLINs associated with the Traffic Model, the mandatory Ethernet 

AA CLINs and incremental Ethernet AA CLINs associated with the Traffic Model are 

provided. Additionally, AA CLINs for NSCs beyond those contained in the Traffic Model 

have been provided. For non-domestic coverage, AA is provided for the NSCs in the 

Traffic Model where AT&T proposes underlying transport services, as shown in 

proposal Section 1.3. 

2.1.4.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.1.4.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
While AA has no service-specific requirements indicated in the RFP, Table 2.1.4-3 

delineates additional service-specific security capabilities delivered to agencies. 
Table 2.1.4-3. AA Service-Specific Security Capabilities. Agencies will receive highly secured services based on 
our overall architecture and service-specific capabilities. These capabilities are provided by implementation of AT&T 
security policies applicable to network elements, systems, applications, and workstations supporting AA. 

Capability Description 
AT&T security 
operations 

 Provides overall security management of AT&T network 
 Prepares, oversees, and manages security plans/processes for AT&T network operations 

Security 
experience 

 Brings decades of experience working with government agencies and commercial enterprises 
on their information security planning, implementation, and management 

Security 
control 

 Supports and enforces physical and system access controls to provide personnel, facility, and 
information assurance (IA) and security.  
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2.1.4.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for AA will be protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.1.4.1.2  Technical Response for AA [L.29.2.1; M.2.1] 
2.1.4.1.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.9.1; C.2.9.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.1.4-5, and described previously in 

Section 2.1.4.1.1.1. 
Table 2.1.4-5. AA Service Scope and Functional Capabilities. GSA agencies will receive AA with the capabilities 
to meet all application support and diversity requirements via layer 1 and layer 2 network elements and the associate 
custom design engineering, provisioning, and life-cycle maintenance processes. 

Solution 
Element Description 

Applications 
support 

 Supports any application such as voice, data, video, and multimedia via a combination of 
protocol-transparent layer 1 and layer 2 network elements. 
 Provides disparate, diverse paths and redundant paths from the SDP to the AT&T PoP(s) by the 

custom design and provisioning of physically separate paths from the SDP to the PoP(s), 
subject to availability. 
 Provides inter-contractor diversity options by the custom design and provisioning of physically 

separate paths from the SDP to the PoPs of the two different contractors, subject to availability. 
Special 
construction 

 Provides special service or facility related to service delivery and/or performance, limited to:  
 Access arrangement does not exist or does not have sufficient capacity and AT&T has to 

provide special construction through implementation, rearrangement, or relocation of 
physical plant solely for government-requested access arrangement. 

 Implement a different route (government premises to a PCL, PCL to an alternate contractor’s 
PoP, or some other type of route) other than that which AT&T would otherwise use to 
provide an access arrangement for the government. 

 Special construction ancillary to a service, such as special construction needed to provision 
access to a specific location, separate from stand-alone construction, such as construction of a 
SCIF. 

Order fulfillment 
support 

 When necessary to fulfill order, perform site surveys of potential operational locations to collect 
and validate floor plans, physical measurements, building power capacity, and external 
ingress/egress factors. 
 Deliver site survey reports after completion of physical site visits. 

Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
 

2.1.4.1.2.2  Standards [L.29.2.1; C.2.9.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.1.4.1.2.3  Connectivity [L.29.2.1; C.2.9.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 
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2.1.4.1.2.4  Technical Capabilities [L.29.2.1; C.2.9.1.4] 
Agencies will receive established AA that meets all mandatory technical capabilities, 

and optional technical capabilities as applicable. All proposed technical capabilities are 

described in Table 2.1.4-6, and described previously in Section 2.1.4.1.1.1. 
Table 2.1.4-6. AA Technical Capabilities. Agencies will receive service that meets required technical capabilities. 
All of these capabilities are provided via layer 1 TDM and layer 2 Ethernet network elements and supporting 
operational support systems. 

# Technical 
Capability 

Meets or 
Exceeds How Delivered 

1. Integrated access Meets  Provides integrated access of different services via SONET/OTN multiplexing 
network elements and multi-service provisioning platforms (MSPPs). 

2. Transparency Meets  Provides protocol transparency by exclusive use of layer 1 and layer 2 network 
elements. 

1. T1 Meets  Supports channelized and unchannelized T1 services via TDM network 
elements, including channel banks, multiplexers, and SONET/OTN 
infrastructure at line rate of 1.544 Mbps. 

2. ISDN PRI Meets  Supports 23 separate DS0 clear channels of 56/64 kbps over an interface of 
ISDN PRI (23B+D) with a line rate of 1.544 Mbps. 

3. ISDN BRI Meets  Provides Basic Rate Interfaces (BRI) via ISDN network elements Supports DS0 
clear channels of 56/64 kbps over an interface of ISDN BRI (2B+D) with a line 
rate of 144 Kbps. 

4. T3 Meets  Supports channelized (28 separate DS1 channels of 1.536 Mbps information 
payload rate) and unchannelized (a single 43.008 Mbps payload) DS3 services 
via TDM network elements, including channel banks, multiplexers, and 
SONET/OTN infrastructure 

5. E1 Meets  Supports E1 channelized (30 separate DS0 clear channels) and unchannelized 
(a single 1.92 Mbps information payload) service via TDM network elements, 
including channel banks, multiplexers, and SDH/OTN network elements. 

6. E3 Meets  Supports a line rate of 34.368 Mbps for channelized (16 separate E1 channels) 
and unchannelized (a single 30.72 Mbps information payload) service via TDM 
network elements, including channel banks, multiplexers and SDH/OTN 
network elements. 

7. SONET OC-3 Meets  Supports a line rate of 155.520 Mbps for channelized OC-12 (4 separate OC-3 
channels, each with an information payload data rate of 148.608 Mbps ) or 
concatenated OC-12c (a single channel equivalent to an information payload 
data rate of 594.432 Mbps) access arrangement 

8. SONET OC-12 Meets  Provides dedicated channelized (four separate OC-3 channels at 148.608 
Mbps each) or concatenated (one OC-12c channel at 594.432 Mbps) point-to-
point 622.080 Mbps digital service via optical interfaces, GR-253-compliant 
SONET network elements and G.709-compliant OTN network elements. 

9. SONET OC-48 Meets  Provides dedicated channelized (four separate OC-12 channels at 594.432 
Mbps each) or concatenated (one OC-48c channel at 2.377728 Gbps) point-to-
point 2.488 Gbps digital service via optical interfaces, GR-253-compliant 
SONET network elements and G.709-compliant OTN network elements. 

10. SONET OC-192 Meets  Provides dedicated channelized (four separate OC-48 channels at 2.488 Gbps 
each) or concatenated (one OC-192c channel at 9.510912 Gbps) point-to-point 
9.95328 Gbps digital service via optical interfaces, GR-253-compliant SONET 
network elements and G.709-compliant OTN network elements. 

11. SONET 768 
(optional) 

Meets  AT&T supports this capability  

12. Analog line 
(4 KHz) (optional) 

N/A  Not offered. 
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# Technical 
Capability 

Meets or 
Exceeds How Delivered 

13. DS0 Meets  Provides 56kbps and 64 kbps DS0 services via TDM network elements, 
including channel banks, multiplexers, and SONET/OTN infrastructure. 

14. Subrate DS0 
(optional) 

N/A  Not offered. 

15. Optical 
wavelength 

Meets  Provides bi-directional wavelengths (i.e., Wavelength Division Multiplexing 
(WDM)) connections at 1, 2.5, 10, and 40 Gbps 

16. Dark fiber 
(optional) 

N/A   Not offered. 

17. DSL access 
arrangements 

Meets  Provides ADSL and SDSL AA at all required upstream and downstream data 
rates via xDSL loop network elements (e.g., Digital Subscriber Line Access 
Multiplexers (DSLAMs) in LEC access networks. 
 Not offering optional 9-50 Mbps downstream Asymmetric Digital Subscriber 

Line (ADSL), 2.3 Mbps SDSL or IDSN Digital Subscriber Line (IDSL). 
18. Ethernet access 

arrangements 
Meets  Provides dedicated and shared (multiplexed) Ethernet connections over a 

Metro Ethernet network composed of carrier-class Network Equipment-Building 
System (NEBS)-compliant Carrier Ethernet switches and IP/MPLS aggregation 
network elements for all required bandwidth groups and associated bandwidth 
increments. 
 1 Mbps to 10 Mbps at 1 Mbps increments 
 10 Mbps to 100 Mbps at 10 Mbps increments  
 100 Mbps to 1 Gbps at 100 Mbps increments 
 Supports and maintains committed bandwidth and CIR requirements of by use 

of MEF-compliant carrier Ethernet switches supporting required bandwidth 
profiles, including TO-specified profiles. 

19. Cable high-speed 
(optional) 

N/A  Not offered. 

20. FTTP (optional) N/A  Not offered. 
21. Wireless access 

arrangements 
Meets  Provides 4G/LTE cellular service supporting 100 Mbps downstream and 50 

Mbps upstream via a wireless 4G/LTE infrastructure incorporating Orthogonal 
Frequency Division Multiplexing (OFDM) air interfaces, a distributed, IP-based 
radio network architecture, and an IMS IP-based core network. 
 Provides line of sight point-to-point microwave connections, using licensed 

frequencies at connection rates of DS1, NxDS1, DS3, E1, NxE1, E3, OC-3, 1 
Gbps, 5 Gbps, and 10 Gbps, via a custom implementation of towers, antennas, 
and radio equipment operating in the 2.3-2.7, 4.9, 5.x, 6, 7, 8, 11, 13, 15, 18, 
23, 26, 38, 60, and 80 GHz frequency bands. 

2.1.4.1.2.5  Features/Access Diversity and Avoidance [L.29.2.1; C.2.9.2] 
Customer agencies will receive established AA that meets all mandatory features. All 

proposed features are described in Table 2.1.4-7, and described previously in 

Section 2.1.4.1.1.1. 

2.1.4.1.2.6  Interfaces [L.29.2.1; C.2.9.3] 
The AT&T proposed approach to AA is compatible with interfaces in RFP 

Section C.2.9.3, as applicable. 
Table 2.1.4-7. AA Features. Agencies will Receive Service that meets the Required Set of Features. Our proposed 
diversity and avoidance features will provide higher availability for critical agency sites. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
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# Feature Meets or 
Exceeds Description 

1. Access route 
or path 
diversity 

Meets  Provides at least two physically diverse/separated routes for access diversity between 
1) an SDP and its associated connecting network’s PCL or PoP; 2) between an SDP 
and at least two connecting network PCLs or PoPs; and 3) the same or different 
access providers (e.g., ILEC and a CLEC) using any mix of AA, where available, via 
custom engineering, design, implementation, and life cycle diversity maintenance, 
supported by equipment and facility operations and support systems, subject to 
availability. 
 Designs and implements diverse routes that meet non-sharing requirements, diverse 

building entrance requirements, minimum separation requirements (horizontal and 
vertical), construction requirements, and separate cable encasements for cable 
crossovers, subject to availability. 
 Provides automatic protection switching services from primary to one or more diverse 

access routes and from a diverse route to a primary route (revertive) in real time, via 
design and implementation of TO-specific custom Automatic Protection Switching 
(APS) solutions. 
 Provides graphical representation (diagrams and/or maps of access circuit routes) 

depicting implementation of access route or path diversity using a combination of 
Computer-Aided Design (CAD) and manual drawing tools within 30 calendar days of 
implementation to the OCO, and whenever changes to an avoidance route are made. 
 Provides advance written notification and revised Physical Concentration Locations 

(PCL) for OCO approval, in accordance with TO requirements, for any proposed route 
reconfigurations previously configured for diversity via notification by the AT&T 
Programs team, supported by equipment and facility inventory operations and support 
systems. 
 Prevents dismantling or re-grooming of diverse routes and paths via records-based 

flags in equipment and facility inventory databases. 
2. Access route 

or path 
avoidance 

Meets  Provides geographic/route avoidance between an SDP and associated connecting 
network point via a custom access design and implementation, subject to availability. 
 Provides graphical representation (diagrams and/or maps of access circuit routes) 

depicting implementation of avoidance using a combination of CAD and manual 
drawings within 30 calendar days of implementation to OCO, and whenever changes 
to the avoidance route are made. 
 Provides advance written notification and revised PCLs for OCO approval, in 

accordance with TO requirements, for any proposed route reconfigurations previously 
configured for avoidance via notification by the AT&T Programs team, supported by 
equipment and facility inventory operations and support systems. 
 Prevents dismantling or re-grooming of avoided routes via records-based flags in 

equipment and facility inventory databases.  

2.1.4.1.2.7 Performance Metrics [L.29.2.1] 
The RFP indicates no performance metrics for AA. 

2.1.5 Section 508 Requirements [C.4] 
In accordance with the Americans with Disabilities Act (ADA) and government 

stipulations, AT&T EIS services are provided in a Section 508-compliant format in order 

to support a wide range of users with disabilities to access agency resources without 

the need for custom solutions. 

2.1.5.1 Background [C.4.1] 
As a provider of services similar to EIS under Networx and other federal contracts 
for over 20 years, AT&T operates with full awareness of the legislative and 
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regulatory background and requirements of Section 508 of the Rehabilitation Act 
of 1973. To make our solutions accessible to the widest possible population of users 

with disabilities, AT&T follows a comprehensive accessibility testing approach that 

includes automated testing using state-of-the-art toolsets, manual testing against the 

leading industry practices in our Corporate Guide to Accessibility Checklist, and 

functional testing using assistive technology tools, such as (1) Jaws screen reader, (2) 

Dragon Naturally Speaking speech input software, and (3) Zoomtext magnifier software. 

To demonstrate compliance with Section 508 standards, AT&T will post to our web site 

within 30 days of Notice to Proceed the applicable Voluntary Product Accessibility 

Template (VPAT) for each offered EIS service in RFP Section C.4.4. 

Our Section 508 and Corporate Accessibility Technology Organization accessibility 

experts collaborate with leading third-party accessibility vendors to evaluate our EIS 

services and develop the VPATs. We will build upon our experience developing the 

Networx VPATs, whose compliance was verified by independent audit.  

Figure 2.1.5-1 illustrates the AT&T Section 508 Compliance Implementation 

Methodology for fulfilling the RFP Section C.4 requirements. Our lifecycle for developing 

products and Electronic and Information Technology (EIT) includes steps for 

systematically building in Section 508 compliance using leading industry-recognized 

accessibility practices, testing tools, and methodologies. 

 
Figure 2.1.5-1. AT&T Section 508 Compliance Implementation Methodology. To prevent accessibility  
delays and rework, our process assigns a trained accessibility solution engineer at the start of each project  

and builds 508 compliance into the system at each stage of development.  

2.1.5.2 Voluntary Product Accessibility Template [C.4.2] 
AT&T will post the Voluntary Product Accessibility Template (VPAT) for each service 

identified in RFP Section C.4.4 to our web site within 30 days after NTP, and update the 

VPAT as needed, to demonstrate these offerings comply with Section 508 standards. 
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2.1.5.3 Section 508 Applicability to Technical Requirements [C.4.3; C.2] 
AT&T EIS services will adhere to applicable RFP Section C.4.4 requirements 

concerning Section 508 accessibility, or we will provide equivalent facilitation. 

Section 2.1.5.3 describes how we will address the requirements. For EIT products that 

are less than fully compliant with Section 508, AT&T will specify any standard that is not 

met, describe the non-compliance, and indicate the equivalent facilitation in the VPAT. 

2.1.5.4 Section 508 Provisions Applicable to Technical Requirements [C.4.4] 
For each EIS service, AT&T will fulfill the appropriate Section 508 technical and 

functional requirement as identified in RFP Section C.4.4. Table 2.1.5-1 describes our 

approach for each type of product. 
Table 2.1.5-1. How AT&T Fulfills Section 508 Subparts B, C, and D. The AT&T approach to fulfilling Section 508 
requirements applies to all offered product types and EIS services. 

§ Section 508  
Requirements Citations Compliance Description 

§ 1194.21 Software applications and 
operating systems 

 Will deliver accessible software applications, web-based 
applications, and telecommunications products to users with 
disabilities who require assistive technologies, or provide 
equivalent facilitation. Whether developed in house or procured 
from a third-party vendor, AT&T accessibility engineers and 
third-party vendor specialists will assess and document 
compliance level in the corresponding VPAT sections. 

§ 1194.22 Web-based intranet and Internet 
information and applications 

§ 1194.23 Telecommunications products 

§ 1194.31 Functional performance criteria  Will support the functional performance criteria as specified in 
RFP Section C.4.4. Whether developed in house or procured 
from a third-party vendor, the solutions will support assistive 
technologies used by individuals with disabilities or will provide 
equivalent facilitation. 

§ 1194.41 Information, documentation, and 
support 

 Will provide alternative documentation formats to users free of 
charge on request. AT&T will also provide an overview of the 
product’s accessibility features, optimal assistive technology 
configurations, means of requesting alternate formats, and 
known accessibility issues with the product.  

2.1.5.5 Section 508 Provisions Applicable to Reporting and Training [C.4.5] 
When delivering government information reports via the Internet, email, or telephone as 

required in RFP Section G.9, AT&T will support assistive technologies used by 

individuals with disabilities or will provide equivalent facilitation. Our reports will meet 

applicable Section 508 Standards in Subparts B, C, and D as explained in 

Sections 2.1.5.2 and 2.1.5.3. When delivering government training via meetings and 

briefings, classroom, and seminars as required in RFP Section G.10, AT&T will provide 

assistance or equivalent facilitation when requested in advance by the government. For 

training delivered via instructor-led and non-instructor online web-based courses, AT&T 

will provide equivalent Internet reporting capabilities to trainees with disabilities. For 
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training delivered via meeting and briefings, classroom, and seminars, assistance such 

as signers and Braille products will be provided to disabled trainees when requested in 

advance by the government. For training delivered via instructor-led and non-instructor 

on-line web based, the same capabilities provided for Internet reporting will be provided 

to disabled trainees.  

2.2 Optional EIS Services [L.29(2)(b); M.1.1; M.4; M.5; C.1.8.1] 
Agencies will benefit from the broad range of optional services offered by AT&T, 
nearly all of which are proposed on a global scale.  
Our response to the optional services meets all mandatory requirements and many of 

the optional requirements within each optional service. To assist the government in its 

evaluation, we have organized our technical response for each optional service using a 

common topical structure and tabular format. Our response describes how AT&T will 

provide the proposed services and features, including how we will provide the service 

architecturally and technically (referencing the network architecture description provided 

in RFP Section L.29.1). Our response also identifies solutions and addresses the 

evaluation criteria as defined in RFP Section M.2.1 for each proposed service: A. 

Understanding; B. QoS; C. Service Coverage (for CBSA-dependent services); and D. 

Security. For each proposed service, we also address as applicable the service and 

functional description, standards, connectivity, technical capabilities, features, 

interfaces, and performance metrics. Circuit Switched Voice Services, Circuit Switched 

Data Services, and Video Teleconferencing Services are not proposed at this time but 

may be proposed via modification post award to support agency needs. For Commercial 

Satellite Services, only the fixed services are proposed. 

2.2.1 Service Area: Data Service [C.2.1] 
2.2.1.1 Optical Wavelength Service [L.29.2.1; 

M.2.1; C.2.1.3] 
Agencies will receive access to protocol-

transparent connectivity to their locations by use 

of the AT&T Optical Wavelength Service over 

Wave Division Multiplexing (OWS over WDM) 

solution. AT&T has deployed long-haul WDM 

Agencies Benefit from Our  
Extensive OWS Network Deployment 

 The extensive AT&T footprint allows 
agencies to meet OWS needs through 
single provider. 
 Our OWS includes 1,270,000+ wavelength-

miles of 40G deployed across Ultra Long 
Haul (ULH) network by YE2014, the most of 
any carrier.  
 Our regional and metro DWDMs are 40G/ 

100G enabled and can connect customers 
to markets over our extensive fiber footprint. 
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systems that support multiple SONET and Ethernet standards-compliant signals. This 

level of system capacity will enable agencies to benefit from our competitively priced 

support of high-performance applications. We can respond quickly to bandwidth 

demands, giving agencies unprecedented flexibility to handle large unexpected traffic 

surges. 

2.2.1.1.1 How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.2.1.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Agencies will benefit from the AT&T dedicated transport networks and the AT&T OWS 

required equipment and FICON to interconnect agency offices. Agencies will be able to 

manage their own dedicated networks via a web portal or remote user interface, or 

engage AT&T to manage them. 

We provide OWS using WDM. WDM technology consists of optical transport systems 

(OTS), each transporting large numbers of wavelengths at 1, 2.5, 10, 40, and 100 

Gb/sec or higher between two nodes, with each channel being assigned a specific 

optical wavelength. 

OWS is provided over WDM with up to 160 or more wavelengths, each wavelength 

being physically separated at 

open systems interconnection 

(OSI) layer 1, combined into a 

composite signal that is 

transported over a single 

fiber. The composite signal is 

then de-multiplexed at the 

receiver end and each 

wavelength is recovered. This 

makes OWS highly scalable 

and highly secured.  

The AT&T proposed 

architecture and services 

 
Figure 2.2.1-1. AT&T OWS Overview. Agencies will receive access to 

the AT&T intelligent optical network, scalable, flexible, and global  
OWS, which uses a combination of metropolitan and  

inter-city high-capacity WDM systems. 
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meet EIS service requirements as shown in Figure 2.2.1-1 and Table 2.2.1-1. 
Table 2.2.1-1. OWS Overview Description. Agencies can use the AT&T OWS to achieve important EIS objectives, 
and benefit from a technology that is highly reliable, survivable, highly secured, and interoperable with other services, 
easy to provision, and fully maintained to meet present and future requirements. 

Architectural 
Components Description 

Functional Components 
Support of various 
SONET and 
ethernet standards-
compliant 1, 2.5, 10, 
40, and 100 Gbps 
signals 

 Supports legacy and emerging protocols at the highest commercially available bandwidths 
 Offers 1, 2.5, 10, and 100 Gbps Wavelength service offered in baseline and total service 

arrangement configurations 
 Provides access dedicated Ethernet Access , carrier hotels, fiber ring, or any certified third-

party access providers where available 

Optical transparent 
network 

 Supports multiple traffic types, and provides flexibility of overhead transparency and 
SONET/SDH channelization mapping 

Supports multiple 
topologies 

 Supports multiple topologies, including point-to-point, bidirectional, single link service 

Technical Components 
Domestic 
wavelengths 

 Supports wavelengths over domestic long-haul network as applicable for inter-city 
connectivity within the US  

Metro wavelength 
services 

 Supports single point-to-point, bidirectional wavelengths connecting two agency sites in 
same city via metro optical networks 

Transmission rates  Supports wavelengths at 1, 2.5, and 10 Gbps transmission rates 
 Supports SONET/SDH and Ethernet interfaces 
 Supports 40 Gbps and 100 Gbps as applicable. 

Clock transparency  Supports asynchronous transport, where the AT&T network will not apply clocking to the 
agency’s traffic, and synchronous status messaging (SSM) byte transparency 

Operational Components 
High reliability  Implements proactive and preventive quality policies and programs to continuously 

maximize availability of our core network by using carrier-grade OOB management 
networks and operational support systems  
 Designs and implements its networks to enhance network reliability and continuously 

monitor performance  
 Creates highest level of reliability by combining diverse inter-city and metro WDM systems 

High survivability  Uses a highly survivable network with diverse routing and protected WDM configurations, as 
a result of by our global presence in fiber optic and WDM systems  

Maximum security 
and information 
assurance 

 Provides for overall security management of the AT&T network 
 Prepares, oversees, and manages security plans and processes for AT&T network 

operations via the AT&T security organization  
 Supports and enforces physical and system access controls to provide personnel, 

facility, and IA and security 
Interoperability   Uses fully compatible communications systems and consistent engineering methods and 

software platforms, providing virtually seamless interoperations with interfacing networks  
 Complies with ANSI and Telcordia (GR-253-Core) standards 

Provisioning  Provides a highly secured AT&T web site delivery of online tools for efficient, effective, 
convenient e-servicing capabilities, 24x7, supported by the AT&T Business Center 
 Offers powerful, productivity-enhancing online tools that enable customers to report service 

problems and track them through to resolution; place orders and check their status; and 
perform other customer service related tasks online.  

End-to-end 
Maintenance 

 Supports seamless operation of critical network management components, such as fault 
detection, isolation and restoration; inventory and configuration management; performance 
and security management through our state-of-the-art Network Operations Center (NOC) 
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Architectural 
Components Description 

Network Components 
Inter-city 
extensibility and 
reach 

 Offers an extensive network that includes more than 1,020,737 route miles of fiber, more 
than 500 PoPs in CONUS and OCONUS, and more than 700 PoPs in non-domestic 
locations 

Metropolitan fiber  Includes inter-city, interstate network complemented by dense metro and regional assets, 
consisting of 461,000+ route miles of fiber (as of 12/2014) in the 21 AT&T state and local 
territories 

Intelligent optical 
switches 

 Consists of 700+ intelligent optical switches deployed within the CONUS and select Non-
Domestic regions of the world  

2.2.1.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering OWS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.1-2. 
Table 2.2.1-2. OWS QoS. OWS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. Service quality is confirmed by centralized monitoring of all optical network 
elements and supporting physical infrastructures. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided OWS for the Federal Trade Commission (FTC) and the National Aeronautics and 
Space Administration (NASA) using solutions comparable to that proposed for EIS, in full 
compliance with customer’s requirements comparable to EIS for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Details proposed solution in Section 2.2.1.1.2. 

Scalability 
AT&T network 
coverage 

 Invests heavily in FICON expansion 
 Work with a wide variety of providers to expand service footprint 

WDM   Used to support multiple frequencies or wavelengths of light used to carry up to 160 different 
channels (or wavelengths) of data or more 

Reliability  
Policies and 
programs 

 Maximizes availability of our core network by using proactive and preventive quality policies 
and programs  
 Takes proactive measures to build reliability into the network and to monitor performance on 

a continuing basis  
Network diversity  Uses unique combination of fully diverse intercity and metro WDM systems to offer highest 

levels of reliability 
Resilience 
Protection 
topologies 

 Deliver OWS services over fiber networks with mesh restoration and networks with ring 
protection mechanisms that are used to route around failures in the network 

High survivability  Offers a fiber network that is highly survivable, with diverse routing configurations and 
protection mechanisms in place  

2.2.1.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for OWS. 

2.2.1.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
OWS has no service-specific requirements indicated in the RFP.  
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2.2.1.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for OWS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.1.1.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

OWS. Table 2.2.1-3 provides detailed references to our approach. 
Table 2.2.1-3. Approach to External Traffic Routing Requirements. Agencies will receive services that operate on 
a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS Einstein Enclaves is applied through agency service 
demarcation of VPN Routes, and Extranet. For more detail on 
AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on the AT&T control mechanisms, 
see Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

 ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 103 

 

2.2.1.1.2  Technical Response for OWS [L.29.2.1; M.2.1] 
2.2.1.1.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.1.3.1; C.2.1.3.1.1] 
Agencies will receive a solution that provides the 

full service scope and functional capabilities, as 

described in Table 2.2.1-4, and described 

previously in Section 2.2.1.1.1.1. 

2.2.1.1.2.2  Standards [L.29.2.1; C.2.1.3.1.2] 
AT&T will comply with all standards listed in 

RFP Section C.2.1.3.1.2 and with other standards 

referenced by the listed standards, as applicable. 
Table 2.2.1-4. OWS Service Scope and Functional 
Capabilities. Agencies will receive access to OWS services that meet service description and functional 
requirements, demonstrated through our experience of delivery to agencies such as FTC and NASA. These services 
are supported by optical network elements (ROADMs, OTN multiplexers, DWDM systems) and other associated 
operational support systems. 

Solution Element Description 
CONUS 
wavelengths 

 Supports wavelengths over the long-haul network as applicable for inter-city connectivity in 
CONUS and select OCONUS locations 

Metro wavelength 
services 

 Supports single point-to-point, bidirectional wavelengths connecting two agency sites in the 
same city 

Transmission rates  Supports wavelengths at 1, 2.5, and 10 Gbps transmission rates 
 Supports SONET/SDH and Ethernet interfaces 
 Supports 40/100 Gbps optionally where adequate facilities are available  

Clock transparency  Supports asynchronous transport, where the AT&T network will not apply clocking to the 
agency’s traffic 
 Supports SSM byte transparency 

Proprietary 
technology  

 Uses no proprietary technology in the interfaces and service delivery architecture for OWS 
 

2.2.1.1.2.3  Connectivity [L.29.2.1; C.2.1.3.1.3] 
AT&T will comply with all connectivity instances listed in RFP Section C.2.1.3.1.3, as 

applicable. 

2.2.1.1.2.4  Technical Capabilities [L.29.2.1; C.2.1.3.1.4] 
Agencies will receive OWS that meets all mandatory technical capabilities, and optional 

technical capabilities as applicable. All proposed technical capabilities are described in 

Table 2.2.1-5, and described previously in Section 2.2.1.1.1.1. 

AT&T OWS Fiber Protection 
 AT&T uses predictive and preventive 

processes to detect, prevent, and respond 
quickly to cable cuts, including the 
development of the Fiber Threat Analysis 
System (FTAS). AT&T performs regular 
right-of-way cleanup to identify and 
remediate identified potential hazards that 
can jeopardize the fiber cable. 
 AT&T uses automated optical time domain 

reflectometer (AOTDR) systems to monitor 
fiber continuity using spare fibers along 
AT&T routes. The AOTDR reports 
microbends, fiber intrusions, and other fiber 
infringements. 
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Table 2.2.1-5. OWS Technical Capabilities. Agencies will receive an AT&T OWS that meets required technical 
capabilities and supports mission-critical requirements. 

# Technical Capability Meets or 
Exceeds Description 

1. Non-domestic 
wavelengths 
connection (optional) 

Meets  AT&T supports  

2. Domestic 
wavelengths 
connection 

Meets  Supports wavelengths over the long-haul network as applicable for inter-
city connectivity within the US and territories. 

3. Metro wavelength 
services connection 

Meets  Supports single point-to-point, bidirectional wavelengths connecting two 
agency sites in the same city. 
  Supports the provisioning of wavelengths over our metro networks 

1. Transmission rates Meets  Supports wavelengths at 1, 2.5, and 10Gbps transmission rates 
 Supports SONET/SDH and Ethernet interfaces  
 Offers 40/100 Gbps optionally where adequate facilities are available 

2. Clock transparency Meets  Supports asynchronous transport, where the AT&T network will not apply 
clocking to the agency’s traffic 
 Supports SSM byte transparency 

3. Protocol transparency 
– metro 

Meets  Supports Metro wavelengths that are rate and protocol independent 

4. Protocol transparency 
– domestic and non-
domestic (optional) 

Meets  AT&T supports 

5. Byte transparency Meets  Provides byte transparency where overhead bytes are passed through 
without being overwritten 
a) Provides transparency of transport overhead (TOH) bytes with the 

exception of A1 and A2 bytes, B0 and J1. A1 and A2 are framing bytes 
that monitor framing integrity of incoming Synchronous Transport Signal 
Level-N (STS-N, where N=1, 3, 12, 48, 192, 768) and Optical Carrier 
Level-N (OC-N, where N=1, 3, 12, 48, 192, 768) signals. The framing 
bytes can be terminated  

b) For SONET/SDH interfaces delivered using OWS over WDM, terminate 
SONET/SDH section overhead; line and path overhead pass 
transparently at 2.5 Gbps, 10 Gbps, and 40 Gbps. For services that 
require complete transparency, deliver service as OWS over OTU where 
applicable 

c) Supports fully transparent wavelengths for non-domestic, domestic and 
metro at 40 Gbps 

6. Concatenation Meets  Supports standard and virtual concatenation for framed wavelengths 
7. Channelization 

(optional) 
N/A  Not offered 

8. Wavelength delivery Meets  Provides OWS hand-off at SDP using two fibers over two ports when 
delivering bidirectional wavelength services, with one fiber for each 
direction. Patch panel and fiber terminations will be based on agency 
needs 

9. Access methods Meets a) Offered by many LECs and long-haul carriers to provide access to deliver 
end-to-end service; offers highly customizable dedicated AT&T WDM 

b) Delivered using access methods as required by agency 
c) Provide appropriate reach of optical interface in cases where agency 

access is provided via backbone of LH DWDM systems and is not 
colocated; uses this type of configuration where distance is within range of 
the interface type ordered, or extends WDM system to agency location if 
distance exceeds interface reach 
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# Technical Capability Meets or 
Exceeds Description 

10. Government-
furnished 
property/SRE 

Meets  Provides multi-vendor interoperability support to GFP/SRE by completing 
connectivity using appropriate UNIs 

a) Supports all interface connectivity options when metro WDM system is 
located at agency office, i.e., short reach (SR) (1310 nm), very short reach 
(VSR), intermediate reach (IR) (1310 nm), and long reach (LR) interfaces 
(1310 nm or 1550 nm) 

b) Provides metro WDM at the central office, telehouse, or colocation hotel 
when GFP/SRE and metro WDM systems are not colocated; achieves 
interface with GFP/SRE via appropriate optical interface that will reach the 
distance between agency’s office and colocation site 

c) Offers wavelength service capable of supporting different kinds of traffic 
depending on type of GFP/SRE (i.e., FICON, enterprise system connection 
(ESCON), and Fibre Channel for a storage area network (SAN) 

11. Efficient transport Meets  Validates that single wavelength is capable of transporting different types of 
traffic without needing to use separate physical wavelength to run IP, 
Ethernet, or any other protocol via use of layer 0/1 optical network 
elements, such as OTN multiplexers capable of supporting any upper-layer 
protocol  

2.2.1.1.2.5  Features [L.29.2.1; C.2.1.3.2]  
Agencies will receive an established OWS that meets all mandatory features, and 

optional features as applicable. All proposed features are described in Table 2.2.1-6, 

and described previously in Section 2.2.1.1.1.1. 
Table 2.2.1-6. OWS Features. Agencies will receive all required features as proven on delivery. 

# Feature Meets or 
Exceeds Description 

1. CNM – level 1 (optional) N/A  Not offered 
2. CNM – level 2 (optional) N/A  Not offered  
3. Equipment protection 

1:1 – GFP/SRE 
Meets  Provides protection of client interfaces at SDP by bridging protection 

channel to working channel 
4. Equipment protection 

1+1 – GFP/SRE 
Meets  Provides protection of UNI at SDP, where protection channel is 

permanently bridged to working channel in 1+1 configuration. Provides 
faster protection switching times than 1:1 configuration 

5. Equipment protection – 
network side 

Meets  Supports two channels facing network for full redundancy and equipment 
protection at SDPs 

6. Geographical diversity 
wavelengths 

Meets  Supports geographically diverse wavelengths used as hard protection 
against fiber failures. Responds to the agency’s configuration and exact 
diversity requirements, such as single/dual site delivery, single or dual 
metro hub, upon specification of same in the TO 

7. Protected non-domestic 
and OCONUS 
wavelength (optional) 

Meets  AT&T supports  

8. Protected CONUS 
wavelength (optional) 

N/A  Not offered 

9. Protected metro 
wavelength 

Meets  Provides protection on per-wavelength basis when delivering services in 
metro areas, such as unidirectional path switched ring (UPSR), with 
restoration times for protected wavelengths in metro area of below 60 ms 
for single failure 
 Provides arrangements whereby when delivering protected wavelengths 

in metro area, agency and AT&T will agree on whether GFP/SRE 
equipment protection is required to meet service availability KPI. In such 
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# Feature Meets or 
Exceeds Description 

cases, AT&T will provide equipment protection at SDP and multiple UNIs 
will be ordered, with the quantity depending on protection method 
selected by agency. AT&T will supply the necessary UNIs.  

2.2.1.1.2.6  Interfaces [L.29.2.1; C.2.1.3.3] 
The AT&T OWS is compatible with interfaces in RFP Section C.2.1.1.3, as applicable.  

2.2.1.1.2.7  Performance Metrics [L.29.2.1; C.2.1.3.4] 
The AT&T OWS meets all KPIs listed in RFP Section C.2.1.3.3. Grade of Service 

Restoration Time requires agency to purchase an additional OWS channel of equal 

size, Equipment Protection — Network Side, and Geographic Diversity Wavelength 

features. 

2.2.1.2 Private Line Service [L.29.2.1; M.2.1; C.2.1.4] 
Agencies can maintain continuity with 
existing PLS services when transitioning to 
EIS. PLS provides a global, dedicated, high-
speed, reliable solution, featuring a wide 
variety of bandwidth options.  With the AT&T 

PLS solution, agencies can choose from 64 Kbps to 10 Gbps, providing any Layer 1 

solution they may require. AT&T provides, via a network of over 500 interconnected 

PoPs, PL networks for 46 government agencies, including VA, NASA, FEMA, US 

Customs and Border Protection (CBP), SSA, US Department of State, US Department 

of Energy (DoE) US Department of the Treasury, DISA, and the Tennessee Valley 

Authority (TVA). The following PLS types are available with both customer-provided 

access and integrated access: DS0, DS1/3, SONET, and E1/3. 

2.2.1.2.1 How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.2.1.2.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The AT&T proposed architecture and services, as shown in Figure 2.2.1-2 and 

Table 2.2.1-7, meet EIS service requirements, providing dedicated, full-duplex PLS 

arrangements for both routine and critical agency applications. 

AT&T PLS Infrastructure 
 The AT&T PLS is provided via our optical 

network and various SONET/OTN-based 
access networks. When coupled with our 
network operations team, which brings 
decades of custom design and solution 
development experience for the 
government, we offer an outstanding fit for 
agencies’ PL networking needs. 
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Figure 2.2.1-2. PLS Overview. PLS traffic enters the network via interfaces on layer 1 elements in local  

access networks, transits digital cross-connects (DCSs) and the resilient/redundant core  
intelligent optical network, and exits on similar access network elements.  

Table 2.2.1-7. PLS Overview Description. PLS services are provided over a Layer 1 legacy TDM/optical and next 
generation optical network of 700+ switches and fiber optic network including over 103,000 long-haul fiber route miles. 

Architectural 
Components Description 

Overall PL Network Architecture 
AT&T EIS access 
and transport 
network 

 Supports all mandatory PLS types, with support for their associated technical capabilities, 
features, data rates, interfaces, and standards 
 Provides dedicated, full-duplex, permanent connectivity between two or more endpoints, 

with a carrier-grade network of layer 1 optical and electrical-based NEs 
 Provides dedicated, reliable, diverse/restorable (when critical required) full-duplex 

bandwidth for agency-specific data networks and mission-critical applications via a 
distributed, intelligent Layer 1 control plane 
 Supports DS0 through OC-192 CONUS connectivity with diversity and avoidance options 

where available, using a network of optical, SONET/SDH, MSPP, Digital Cross-Connect 
System (DCS), and supporting NEs 
 Connects and interoperates with all legacy and current government specified termination 

types, including legacy PBXs, IP PBXs, routers, multiplexers, MSPPs, video codecs, and 
other legacy devices supporting legacy and new agency technology deployments and 
projects by use of standards-based NEs and supporting element and management 
systems 
 Monitors these networks via redundant 365x24x7 Transport Maintenance Centers using 

redundant OOB global management networks, enabling for GSA and their agency 
customers rapid response in trouble-shooting 

Functional Components 
Intelligent optical 
network 

 Supports OTN-based long-haul/back-haul of SONET and TDM-based PLS, intelligent 
optical network, providing agencies with reliable long-haul transport 
 Delivers automatic provisioning and restoration capability for high-speed crucial circuits 

via intelligent layer 1 control planes 
SONET/ 
OTN metro 
networks 

 Provides SONET and TDM-based PLS at rates of OC-3, OC-12, OC-48, and OC-192 in 
metro areas near many of the government’s larger buildings and customers (as well as 
non-metro areas, where smaller agency buildings, such as clinics may be located) 
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Architectural 
Components Description 

Multi-service 
provisioning 
platform NEs 

 Provides multiplexing/de-multiplexing services at AT&T PoPs and serving wire centers, 
enabling optimization via aggregation for larger agency PL-based networks 

TDM access 
networks 

 Provides legacy network access supporting domestic DS0 (56k/64kbps), T1, and T3 PLS 
throughout the CONUS footprint by an infrastructure of multiplexers, cross-connects, 
repeaters, and NTE 

Digital cross-
connect systems 
(DCS) 

 Grooms legacy TDM traffic for efficient transport on higher level multiplexed circuits, 
providing the greatest transport efficiencies available for a given class of traffic, optimizing 
pricing 

International 
PDH/SDH networks 

 Supports E1, E3 and other Plesiochronous Digital Hierarchy/Synchronous Digital 
Hierarchy (PDH/SDH) circuits required by overseas agency outposts and installations, 
enabled by legacy network equipment supporting G.702 and other related 
recommendations deployed by MOW third-party service providers.  

2.2.1.2.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering PLS will deliver compliant, scalable, 

reliable, and resilient service as shown in Table 2.2.1-8. 
Table 2.2.1-8. PLS QoS. The AT&T PLS is fully compliant with all mandatory service and functional requirements, 
standards, connectivity, technical capabilities, features, interfaces, and performance metrics. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 Provided for IRS, DOE, and DOC, AT&T PLS using solutions comparable to EIS for 
compliance with customer requirements, with EIS comparable service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.1.2.2 provides details of our proposed solution.  

Scalability 
OTN technology  Enables transport of layer 1 payloads more efficiently than SONET/SDH, scaling to higher 

speeds (100 Gbps and beyond) 
Extensive physical 
footprint 

 It enables technology pivot for future delivery of emulated PLS from a global-scale 
deterministic network cloud 

Reliability  
Intelligent optical 
network, SONET and 
optical NEs 

 Backbone and metro NEs deployed in fully redundant mesh physical and logical 
architectures using NEBS-compliant carrier-grade NEs certified by AT&T Labs 

Resilience 
Distributed 
restoration 

 Employs distributed layer 1 restoration system to provide rapid restoration for protected 
circuits in event of an NE failure  

2.2.1.2.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for PLS.  

2.2.1.2.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
While PLS has no service-specific requirements indicated in the RFP.  
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2.2.1.2.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for PLS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.1.2.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

PLS. Table 2.2.1-9 provides detailed references to our approach. 
Table 2.2.1-9. Approach to External Traffic Routing Requirements. Agencies will receive services that operate on 
a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, 
the agency needs to set up and define a clear demarcation point 
at the agency premises. For more detail on AT&T methodology 
for traffic identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All Participating 
Agency Internet, Extranet, and Inter-Agency 
Traffic to DHS EINSTEIN Enclaves, Receive 
Processed Traffic from GFP Within the DHS 
EINSTEIN Enclave, and Deliver Traffic to Its 
Final Destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on the AT&T 
redirection approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN Enclaves 
[M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more 
detail on the AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of Participating 
Agency Traffic Cannot Be Inadvertently or 
Maliciously By-Passed [M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on the AT&T control 
mechanisms, see Section 1.4.3.4. 

Sensing and Control Mechanisms to Ensure 
the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for fail-safe redirection of 
traffic is VPN connection. For more detail on the AT&T sensing 
and control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located 
in Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  
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2.2.1.2.2 Technical Response for PLS [L.29.2.1; M.2.1] 
2.2.1.2.2.1 Service Description and Functional Definition  

[L.29.2.1; C.2.1.4.1; C.2.1.4.1.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.1-10, and described previously in 

Section 2.2.1.2.1.1. 
Table 2.2.1-10. PLS Service Scope and Functional Capabilities. Agencies will receive services with capabilities 
provided by a network of carrier-class redundant network elements, the AT&T National Disaster Recovery team, and 
supporting processes and operational support systems. 

Service Scope/ 
Delivery Approach Description 

Global network 
reach 

 Maintains and expands an extensive network reach with our local and long-haul CONUS 
coverage as well as our international coverage, consistently expanding and improving to 
address agencies’ future needs.  

Easy provisioning   Enables agencies to manage their dedicated PLS network on a web portal 
Reliable network  Employs an intelligent optical mesh network with built-in resiliency protocols 
Survivability  Provides network infrastructure delivering transmission service to agencies that offers high 

availability, with physically diverse routing where required and available, and spare 
restoration capacity  

Extensibility  Provides network upgrades to support 100 Gbps PLS, and positions the network for 
migration of PLS to future higher layer services 

Proprietary 
technology  

 Uses no proprietary technologies for delivery of PLS 
 

2.2.1.2.2.2  Standards [L.29.2.1; C.2.1.4.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.1.2.2.3  Connectivity [L.29.2.1; C.2.1.4.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.1.2.2.4  Technical Capabilities [L.29.2.1; C.2.1.4.1.4] 
Agencies will receive a PLS that meets all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.1-11, and described 

previously in Section 2.2.1.2.1.1. 
Table 2.2.1-11. PLS Technical Capabilities. Agencies will receive services that meet required technical capabilities. 
These capabilities are provided by TDM, SONET, and OTN network elements and associated operational support 
systems. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Routing 
requirements 

Meets  Routes traffic as required by C.1.8.8 via digital cross-connect systems and 
multi-service provisioning platforms 
 Transports (transparently) all higher-layer payload types requiring proxy-

based security inspection or sandboxing 
2. Transparency Meets  Provides a physical layer transport service via TDM, PDH, and SONET-

based network elements, supporting protocol transparency for any higher-
layer protocols used by GFP 
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# Technical 
Capability 

Meets or 
Exceeds Description 

3. Data 
transparency 

Meets  Provides a physical layer transport service via TDM, PDH, and SONET-
based network elements which support data transparency of all bit 
sequences transmitted by GFP through the SDP 

Supported Categories of Data Rates 
1. DS0 Meets  Provides full-duplex, point-to-point, high-capacity digital service on dedicated 

terrestrial digital facilities capable of transmitting and receiving 64 Kbps DS0 
data streams 

2. T1 and T3 Meets  Provides full-duplex, point-to-point, high-capacity digital service on dedicated 
terrestrial digital facilities capable of transmitting channelized or 
un-channelized 1.544 Mb/s DS1 and 44.736 Mbps DS3 facilities 

4.&5. E1 and E3 Meets  Provides full-duplex, point-to-point, high-capacity digital service on dedicated 
terrestrial digital facilities capable of transmitting channelized or 
un-channelized E1 and E3 signals 

8. SONET OC-3  Meets  Provides dedicated channelized or concatenated OC-3, OC-12, OC-48, and 
OC-192 digital services via optical interfaces, GR-253-compliant SONET 
NEs, and G.709-compliant OTN NEs 
 Includes three separate OC-1 channels, each with an information payload 

data rate of 49.536 Mbps; concatenated OC-3 with three separate OC-1 
channels, each with an information payload data rate of 49.536 Mbps; OC-12 
with 4 separate OC-3 channels, each with an information payload data rate 
of 148.608 Mbps; and OC-12 with a single channel equivalent to an 
information payload data rate of 594.432 Mbps 

9. OC-12 
10. OC-48 
11. OC-192 

14. Analog Line 
(4K) 

Meets  Provides a two or four wire, analog (4-Kilohertz - voice band) circuit between 
two endpoints. 

16. Fractional T3 Meets  Provides two adjacent T1 clear channels over an interface of T3 with a line 
rate of 44.736 Mbps  

2.2.1.2.2.5 Features [L.29.2.1; C.2.1.4.2] 
Agencies will receive a verified and validated PLS that meets all mandatory features. All 

proposed features are described in Table 2.2.1-12, and described previously in 

Section 2.2.1.2.1.1. 
Table 2.2.1-12. PLS Features. Agencies will receive services that meet the required set of features provided by layer 
1 digital bridging devices, SONET and TDM network elements, and custom engineering and provisioning practices. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. Multipoint 

connection 
Meets  Provides branch-off and drop-and-insert multipoint connections via common-

port/multiple-port active data bridges and TDM multiplexers, SONET multiplexers, and 
MSPPs, as applicable 

2. Special 
routing 

Meets  Provides transport diversity and avoidance special routing as required by the RFP, with 
minimum separation of 30 feet for all diverse routes where available, by implementation 
of custom circuit design arrangements and supporting methods, procedures, and 
internal controls  
 Generates all required graphical representations of diversity/avoidance within 30 days 

using a combination of CAD automation and manual drawing tools 
 Notifies the customer of any proposed route reconfiguration prior to implementation via 

notifications from provisioning systems through the AT&T Programs team.  

2.2.1.2.2.6  Interfaces [L.29.2.1; C.2.1.4.3] 
The AT&T PLS is compatible with interfaces in RFP Section C.2.1.4.3, as applicable.  
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2.2.1.2.2.7 Performance Metrics [L.29.2.1; C.2.1.4.4] 
2.2.1.3 Synchronous Optical Network 

Service [L.29.2.1; M.2.1; C.2.1.5] 
The AT&T Synchronous Optical Network 
Service (SONETS) is a self-healing optical 
fiber network service that will provide 
highly reliable, highly secured, and 
dedicated connectivity for agency voice, 
data, telemetry, video, or multimedia and 
encrypted communications. 
2.2.1.3.1  How AT&T Will Provide Proposed 

Services and Features  
[L.29.2.1; M.2.1] 

2.2.1.3.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T SONETS offers Layer 1 optical transport in access and core networks. The 

optical layer provides the foundation of transport services for metro and LH applications. 

Figure 2.2.1-3 identifies key elements of the AT&T SONETS, including reporting 

capabilities, access options, and routing control tools. Our proposed architecture and 

services meet EIS service requirements shown in Table 2.2.1-13. 

 
Figure 2.2.1-3. SONET Overview. Agencies will receive a service with robust technologies  

and a flexible architecture that supports current and evolving mission requirements.  

The AT&T PLS meets all KPIs listed in RFP 
Section C.2.1.4.4. 

EIS Compliant AT&T SONETS Capabilities 
 To support customers using data-intensive 

applications in metropolitan areas, we provide 
SONETS connectivity via our network containing 
more than 106,000 SONET nodes and 7.7 
million fiber strand miles. 
 To provide more consistent, maximized 

bandwidth between nodes, we provide 
dedicated SONET ring service using a bi-
directional line switched ring (BLSR) 
configuration.  
 We have provided SONETS to multiple agencies 

and programs, including NASA, DHS OneNet, 
DoJ JUTNet, VA NSOC, and DISA Department 
of Defense (DoD) Information Network (DoDIN). 
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Table 2.2.1-13. SONET Overview Description. AT&T SONET service has received multiple awards, including the 
Frost & Sullivan Market Leadership Award in SONET (Synchronous Optical Network) Services. 

Architectural 
Components Description 

Functional Components 
SONET SDP to SDP 
service 

 Provides agencies with SDP-to-SDP connectivity via OC-3/c, OC-12/c, OC-48/c 
(2.5Gbps), OC-192/c (10Gbps), and OC-768/c (40Gbps) GR-253 compliant connections 

SONET PoP-to-PoP 
service 

 Provides agencies with PoP-to-PoP connectivity via OC-3/c, OC-12/c, OC-48/c 
(2.5Gbps), OC-192/c (10Gbps), and OC-768/c (40Gbps) GR-253 compliant connections 

SONET metro and 
long-haul ring 
services 

 Provides agency with dedicated SONET and OTN ring services in metro and inter-city 
(SDP-to-PoP, SDP-to-SDP, and PoP-to-SDP) scenarios 
 Provides OC-12, OC-48, OC-192, and OC-768 ring configurations with access ports at 

central office and customer ring nodes 
Linear APS  Provides Linear APS protection via four fibers: two working fibers (one in each direction), 

and two protection fibers  
UPSR  Provides UPSRs via two redundant (path-level) copies of protected traffic sent in either 

direction around the ring  
BLSR  Provides BLSRs in both two and four-fiber configurations  
Intelligent optical 
switches 

 Uses s an optical mesh, providing dynamic reconfiguration of network hardware and 
paths 

DCS  Uses DCSs to groom TDM bit streams for optimal multiplexing over the SONETS 
SMPP  Uses SMPPs to provide the functions of multiple network elements in a single platform 
Technical Components 
Geographic coverage  Provides SONETS coverage for domestic metro areas, CONUS, and OCONUS agency 

locations 
Protection  Provided at customer (PLS, DRS) – APS 1: N where N < 14, APS 1+1, unprotected. 

 Provided at network (PLS, PL-IOC, DRS): Mesh, unprotected, UPSR, BLSR, APS 1+1 
Performance 
monitoring 

 Provides agency with optional AT&T furnished and managed CPE, through which AT&T 
provides and meets performance monitoring parameters as specified by GR-253 

Operational Components 
Performance  Designed for high performance levels: 

 Jitter: designed according to GR-253 specification (network and customer); tolerance 
specification designed to exceed the requirements represented by the standard 

 Restoration Time: designed according GR-253 Section 5.3 for APS and GR-1230 
over redundant path; AT&T core network architecture consist of 4-Fiber BLSR 

 Monitoring: AT&T NOC monitors SONETS 24x7x365 and offers parameter of 
performance support as required in GR-253 

Reliability   Provides agencies a highly reliable SONETS by continuously maximizing the availability 
of our core network using proactive and preventive quality policies and programs  

Survivability  Offers agencies a highly survivable network by steadily increasing the global presence of 
AT&T fiber-optic cable and SONETS, with diverse routing (no single point of failure) and 
protected SONETS configurations 

Interoperability  Provides seamless interoperations with interfacing networks using fully compatible 
communications systems, consistent engineering methods, and software platforms that 
are compliant with ANSI and Telcordia (GR-253-Core) standards.  

Provisioning  Provides agencies efficient, effective, convenient e-servicing capabilities through the 
AT&T Business Center, providing a highly secured AT&T web site, with online tools 
available 24x7.  

End-to-end 
maintenance  

 Enables fault detection, isolation, restoration, inventory and configuration management, 
performance, and security management through the state-of-the-art AT&T NOC 
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Architectural 
Components Description 

Network Components 
AT&T core network  Enables survivability such that if a single link or router fails, sufficient capacity remains in 

the trunks to carry all rerouted priority traffic and still meet the SLA  
Inter-city extensibility 
and reach 

 Enabled by more than 1,020,737 route miles of fiber, more than 500 PoPs in the US and 
territories, and more than 700 PoPs worldwide; includes 8,200 metropolitan SONETS 
rings in more than 91 major markets 

Metropolitan fiber  Delivers intercity, interstate network complemented by AT&T metro and regional assets, 
consisting of more than 461,000 route miles of fiber (as of 12/2014) in 21 states.  

2.2.1.3.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering SONET is compliant, reliable, scalable, 

and resilient, as shown in Table 2.2.1-14. 
Table 2.2.1-14. SONETS QoS. AT&T SONETS is fully compliant, and provides the high reliability, robust scalability, 
and strong resilience sought by agencies. Service quality is corroborated through AT&T recognition through the Frost 
& Sullivan Market Leadership Award in SONET (Synchronous Optical Network) Services. 

Architectural 
Components Description 

Compliance 
Private Line 
Interoffice 
Connection  
(PL-IOC) 

 For DoJ, the Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF), the Coast Guard, 
AAFES, the US Department of State, the US Agency for International Development (AID), 
and DoD, provided PL-IOC comparable to EIS for service and functional requirements, 
standards, connectivity, technical capabilities, features, interfaces, and performance 
metrics. Section 2.2.1.3.2 provides details of our proposed PL-IOC solution.  

Private Line 
Service (PLS) 

 For the Federal Aviation Administration (FAA), NASA’s Administration Network, and NASA’s 
Mission Network, AT&T provided SONET PLS using solutions comparable to that proposed 
for EIS in full compliance with customer’s requirements. Section 2.2.1.3.2 provides details 
of our proposed PLS solution.  

Dedicated Ring 
Service (DRS) 

 For DHS OneNet, the DoJ Justice Unified Telecommunications Network (JUTNet), the VA 
Network Security Operations Center (NSOC), and DISA DoDIN, AT&T has implemented 
SONET DRS service comparable to EIS for service and functional requirements. 
Section 2.2.1.3.2 provides details of our proposed DRS solution.  

Scalability 
Expansion 
platform 

 Enables expansion of the agencies’ other telecommunications services, such as VPNS and 
IPS 

Expandability  Enables scaling our ring to virtually unlimited bandwidth 
 Enables agencies to add or change applications as needed 
 Provides agencies with multitude of connectivity options as required by TOs 

Network diversity  Achieved by combining inter-city and metro rings to create high reliability 
Reliability  
AT&T network 
survivability 
protocol 

 Prevents disruption and restores network with minimal customer impact  

Power 
redundancy 

 Tests generators regularly to verify ability to start automatically and transfer into a power-
providing role  

Management and 
monitoring 

 Includes monitoring and management tools to achieve reliability for our customer network 
and our backbone network 

Resilience 
AT&T backbone 
network 

 Uses Backbone routers installed in pairs, with long-haul backbone facilities divided among 
the backbone routers to avoid single points of failure and allow for network continuity, even 
in the event of a facility failure  
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Architectural 
Components Description 

Protection against 
hard failures 
within AT&T 
network 

 Uses AT&T SONET rings designed in accordance with the following design principles, 
provide resiliency: 
 4-fiber BLSR architecture, providing span and loopback protection switching, with 

restoration speed of 50ms or less 
 A web of 300 regional and 8,500 metropolitan interconnecting rings, providing multiple 

switch paths around failures 
 Uses optical mesh network constructed to provide resiliency: 
 Uses multiple vendors 
 Consists of a next-generation network and intelligent optical switches 
 Provides fully diverse ingress and egress connections to the AT&T PoP 

Network disaster 
recovery  

 Provides business continuity and recovery for the AT&T Global Network and external clients, 
capable to be deployed anywhere globally 

Maximum security 
and information  

 Provides assurance that any services transported over AT&T Layer 1 SONET network will 
have highly secured transport  

2.2.1.3.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for SONETS.  

2.2.1.3.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.3.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
SONETS has no service-specific requirements indicated in the RFP.  
2.2.1.3.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for SONETS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.1.3.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

SONETS. Table 2.2.1-15 provides detailed references to our approach. 
Table 2.2.1-15. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 
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Requirement Compliance Description 
Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.2.1.3.2 Technical Response for SONETS [L.29.2.1; M.2.1] 
2.2.1.3.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.1.5.1; C.2.1.5.1.1] 
Agencies will receive a solution that provides the full service scope and functional 

capabilities, as described in Table 2.2.1-16 and described previously in 

Section 2.2.1.3.1.1.  
Table 2.2.1-16. SONETS Scope and Functional Capabilities. Agencies can use AT&T SONETS to accommodate 
additional capacity as agency needs increase by bundling all network connections on one continuous optical fiber 
structure and connecting existing protocols to it. 

Solution Element Description 
AT&T Private Line 
Inter-office 
Channel (PL-IOC) 

 Provides speeds ranging from OC-3 to 10Gbps; OTN wavelength of 40GB (ODU3) and 
100GB (ODU4) 
 Provides gateway to non-domestic network (SONET-SDH and SDH-SONET) 
 Provides redundant circuits and millisecond restoration times (virtually unnoticeable)  
 Available Add Drop Multiplexing (ADM), concatenation, and channelization 
 Provides agency with 1+1 protection with route survivability option 
 Provides agency with 1+1 protection with cable survivability option  
 Provides arrangements in the Central Office (connects an OC-N circuit to another OC-N 

circuit of the same speed or to an add/drop function of the same speed to the same or 
different agency)  
 Provides 1+1 card protection option to help decrease equipment failure 

AT&T SONET 
Private Line 
Service (PLS) 

 SONETS the same as the AT&T PL inter-office channel (IOC): 
 Provides arrangements in the Central Office (connects an OC-N circuit to another OC-N 

circuit of the same speed or to an add/drop function of the same speed to the same or 
different agency)  
 Provides 1+1 card protection option to help decrease equipment failure 
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Solution Element Description 
Dedicated Ring 
Service (DRS) 

 Available Features:  
 ADM OC-768, OC-192, or OC-48 in domestic metro area and inter-city in CONUS 
 Multiple customer premises node/same location protection of service terminations 
 Sub-ring node, providing lower speed optical extensions off a main ring 
 Disaster remap node, providing backup node in case of catastrophe at original node 
 UPSR or BLSR service and encryption option  
 Uses network intelligent switches 

Proprietary 
technology  

 No AT&T proprietary technology used 
 

2.2.1.3.2.2  Standards [L.29.2.1; C.2.1.5.1.2] 
AT&T will comply with all standards listed in RFP Section C.2.1.5.1.2 and with other 

standards referenced by the listed standards, as applicable. 

2.2.1.3.2.3  Connectivity [L.29.2.1; C.2.1.5.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.1.3.2.4  Technical Capabilities [L.29.2.1; C.2.1.5.1.4] 
Agencies will receive SONETS that meets all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.1-17 and described 

previously in Section 2.2.1.3.1.1. 
Table 2.2.1-17. SONETS Technical Capabilities. Agencies will receive with AT&T SONETS a competitively priced 
way to transport large amounts of data between large and small offices to the agencies’ headquarters through a 
SONET OCN circuit with add/drop multiplexing. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Coverage Exceeds  Domestic metro area, CONUS, and OCONUS 
2. Gateway (optional) Meets  Supports SONET-to-SDH, SDH-to-SONET 
3. Network topology Meets  Supports network topology — linear, ring, and mesh 
4. Protection 

customer and 
Protection network  

Meets  Supports APS 1: N where N <14, APS 1+1, unprotected 
 Supports mesh, unprotected, UPSR, BLSR, APS 1+1 

5. Transmux 
capabilities 

Meets  Supports all mandatory transmuxing requirements in RFP Section 2.1.5.1.4.5 

6. Concatenation 
(optional) 

N/A  Not Offered 

7 Performance 
monitoring 

Meets  Supports all mandatory monitoring requirements in RFP Section 2.1.5.1.3.7a 
and b as an optional service  

8. Synchronization 
and timing 
methods 

Meets  Supports line and external timing  

10. Next generation 
SONET 

Meets  Supports next generation SONET/SDH (i.e., Ethernet over SONET); supports 
10 Mbps, 100 Mbps, 1Gbps, 10Gbps, 40Gbps, and 100Gbps 

11. Other Support Meets  Supports all mandatory requirements in RFP Section C.2.1.5.1.4.11i, ii, iii.  
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2.2.1.3.2.5  Features [L.29.2.1; C.2.1.5.2] 
Agencies will receive established SONETS that meets all mandatory features. All 

proposed features are described in Table 2.2.1-18 and described previously in 

Section 2.2.1.3.1.1.  
Table 2.2.1-18. SONET Features. Agencies will be able to use AT&T SONETS, which meets all required features, to 
consolidate Ethernet, data, video, and voice traffic among agencies’ locations and the AT&T central offices on a 
single, fail-safe platform. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Channelization  Meets  Provides agencies with optional channelization arrangement by using additional 

equipment or cards as needed  
Synchronized 
services (optional) 

Meets  Provides agencies with Stratum 1 clock via external timing  

Performance Meets  Achieves jitter and restoration times that meet GR-253 specification standards as 
well as the performance metric (KPI) in RFP Section C.2.1.5.4 

Equipment 
protection 

Meets  Makes SONET available as an option to provide protection to the client interfaces 
at the SDP, where the protection channel is bridged to the failed working channel 

Framing for 
electrical interfaces 

Meets  Supports M-frame with M23 multiplexing format, M-frame with C-parity for DS3, 
super frame (SF) and extended super frame (ESF) for DS1; Non-ANSI SF and 
ESF not supported. Supports Alternate Mark Inversion (AMI) and B8ZS line code 
for DS1. 

Geographic diverse 
protection 

Meets  Provides agencies with geographic diverse protection as an option where 
available, ensuring a minimum separation of 25 feet between the diverse circuits 
end to end  

Local and remote 
Node multiplexing 

Meets  Provides agencies with the ability to combine network circuits over a common 
SONET high-speed backbone to improve the economic performance  

2.2.1.3.2.6 Interfaces [L.29.2.1; C.2.1.5.3] 
The AT&T SONETS is compatible with interfaces in RFP Section C.2.1.5.3, as 

applicable.  

2.2.1.3.2.7  Performance Metrics [L.29.2.1; C.2.1.5.4] 
The AT&T SONETS meets all KPIs listed in RFP Section C.2.1.5.4. 

2.2.1.4 Dark Fiber Service [L.29.2.1; M.2.1; C.2.1.6] 
Agencies will receive the AT&T flexible and scalable DFS, which offers broad 
geographical coverage, modern infrastructure, and flexible configuration 
capabilities that will enable the customer agencies to meet mission needs. 
2.2.1.4.1 How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.1.4.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Dark fiber is an optical fiber infrastructure (cabling and repeaters) that enables agencies 

to design their own optical networks, connect their own electronics to provide transport 

on fiber strands, and modify their networks as needed to meet mission requirements. 
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The AT&T DFS will provide physical strands of fiber plant between agency service 

delivery points (SDP) and may also be terminated to an AT&T colocation. 

DFS offers simple point-to-point connections between two locations as well as 

configurations that interconnect multiple locations and can include intermediate 

amplification or repeater locations to extend reach. 

Our proposed architecture and services meet EIS service requirements as shown in 

Figure 2.2.1-4 and Table 2.2.1-19. 

 
Figure 2.2.1-4. DFS Overview. The typical architecture supported by dark fiber infrastructure is one in  

which fiber spans extend between fiber distribution panels (FDPs) in either PoP, hut, or agency 
SDP. Agencies light dark fiber by connecting optical equipment to fiber distribution panels.  

Table 2.2.1-19. DFS Overview Description. DFS components give agencies extensive fiber footprint, a large 
subcontractor ecosystem to augment our coverage, and construction capabilities to splice together or extend an 
existing network. 

Architectural 
Components Description 

Functional Components 
Geographical 
coverage 

 Providing CONUS coverage on a TO basis: 
 AT&T and 3rd Party Suppliers: Dark Fiber provided either by AT&T or 3rd party 

suppliers. 
 TO Driven: DFS provided on a TO basis 

Configuration 
options 

 Configuration options: 
 Designing dark fiber network to match RFP requirements at agency’s request 
 Supporting inter-agency and intra-agency LANs within same vicinity. 
 Supporting metropolitan and long-haul DFS solutions and connecting agency locations 

to AT&T and LEC wire centers, huts, IXC PoPs, or CLEC colocation facilities 
 Offering redundant DFS paths to support agency transport infrastructure for high-

availability configurations 
 Terminating fibers in existing FDPs or agency-specified FDPs using industry standard 

connectors for use in single- and multi-tenant buildings 
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Architectural 
Components Description 

Fiber service 
delivery point  

 Supporting dark fiber FSDP at either the fiber patch panel demarc at the SDP, or at a 
colocation facility where the agency has installed equipment 

Optical fiber  Meeting standards in RFP Section C.2.1.4.1.2 by delivering fiber strands at FSDP, as 
specified by each agency 

Ducting  Providing fiber strands within ducts between locations, as specified by an agency 
Future growth  Providing additional DFS components, such as additional duct and fiber, to support agency 

requirements for future growth 
Technical Components 
Geographical 
coverage 

 Designing DFS coverage as defined in TO specification in for CONUS 

Configuration 
alternatives 

 Supporting multiple network topologies 
a) Point-to-point configuration that connects any two points in the agency’s network 
b) Route Diversity Ring/Single Drops, where available and by request of the agency, 

Dark Fiber will be provided in single drops with route diversity.  
c) Route Diversity Ring/Dual Drops, where available and by request of the agency, Dark 

Fiber will be provided in dual drops with route diversity. 
 Including Star Configuration Option allowing a single agency location to serve as a hub 

connecting other agency locations. 
Channel count  Delivering DFS supporting a minimum of 80 DWDM wavelengths with channel spacing as 

specified in ITU-T G.694.1 
 Deploying fibers that operate in the C, L, and S band  

Required optical 
characteristics 

 Deploying fiber compliant with required optical characteristics 

Operational Components 
EIS services 
verification criteria 

 Testing compliant with RFP requirements 

Service 
components 

 Offering DFS consisting of: 
 Trunks: Fiber pairs between huts and regeneration points and Service Deliver Points 
 Laterals: Fiber spans from the agency SDP to the closest splice point in the AT&T dark 

fiber network 
 Building Entrances: Connectivity from the lateral to the fiber distribution panel at the 

SDP, with fiber entering through a manhole(s) or traversing building through a riser 
Network Components 
Gateways  Providing gateway locations to enable agencies to add and drop traffic as part of the AT&T 

colocation service 
Amplification  Supporting agency-provided amplification equipment; may be provided as SRE 
Fiber deployed  Providing non-zero dispersion shifted and standard single-mode fiber types  

AT&T offers a wide range of coverage and service options through our relationships 

with other network providers, including unconditional right to use a fiber-pair, or multiple 

fiber-pairs up to an entire fiber cable of a fiber route. AT&T also offers ducts, fiber-

lighting equipment, and maintenance and testing services for an additional fee. We are 

experienced providers of point-to-point systems, WDM multiplexers, reconfigurable 

optical add/drop multiplexers (ROADM), optical switches, amplifiers, and the many 

passive components that may be required to light a dark fiber-based network. 
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2.2.1.4.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering DFS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.1-20. 
Table 2.2.1-20. DFS QoS. DFS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and its client agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 Provided for the US Army and the US Department of State, DFS using solutions in full 
compliance with the customer’s requirements, comparable to EIS for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.1.4.2 provides details of our proposed solution.  

Scalability 
Future growth  Provide with suppliers additional DFS infrastructure components, such as additional duct 

and fiber, to support agency requirements and plans for future growth 
Reliability  
Maintenance  Providing reliability and optimum performance using established and tested operations and 

maintenance standards, methods and procedures for system monitoring, routine 
maintenance, right-of-way maintenance, plant protection, planned cable intrusion 
management, and emergency cable repairs 

Established 
management 
process 

 Maintaining reliability using AT&T-established day-to-day outside plant operations of cable 
huts, central offices, fiber ducts, and rights of way 

Resilience 
Diversified 
infrastructure 

 Providing resilience for systems using dark fiber by providing diverse/alternate dark fiber 
routes 
 Constructing splice points, repeater locations, and other infrastructure components to 

withstand physical shocks (e.g., electrical, earthquake, EMP) as required by the TO  

2.2.1.4.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for the AT&T service coverage for DFS.  

2.2.1.4.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.4.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
While DFS has no service-specific requirements indicated in the RFP. 

2.2.1.4.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T will delivers DFS within our overall network architecture, which meets all general 

security requirements. Section 1.4 describes AT&T’s security approach for this 

architecture.  
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2.2.1.4.2  Technical Response for DFS [L.29.2.1; M.2.1] 
2.2.1.4.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.1.6.1; C.2.1.6.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, described in Table 2.2.1-22 and described previously in 

Section 2.2.1.4.1.1. 
Table 2.2.1-22. AT&T DFS Service Scope and Functional Capabilities. Agencies will receive service capabilities 
proven on Networx to meet DFS service description and functional requirements. All of these capabilities are 
provided by AT&T nationwide rights of way, use of the latest fiber optic cable technologies, and professional services 
management experience. 

Solution Element Description 
Fiber route right to 
use  

 Allows the agency the unconditional right to use fiber route, which provides capacity such 
as a fiber pair in the fiber-optic cable or the entire fiber-optic cable  

Optronics 
flexibility 

 Allows agencies that acquire dark fiber to either provide their own optical equipment or 
acquire as SRE.  

Managed network 
service flexibility 

 Can be selected by agencies who prefer not to design, implement, and manage their own 
Dark Fiber networks (additional fees may apply) 

Proprietary 
technology 

 No proprietary AT&T technology used 
 

2.2.1.4.2.2  Standards [L.29.2.1; C.2.1.6.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.1.4.2.3  Connectivity [L.29.2.1; C.2.1.6.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.1.4.2.4 Technical Capabilities [L.29.2.1; C.2.1.6.1.4] 
Agencies will receive an EIS-compliant DFS that meets all mandatory technical 

capabilities. All proposed technical capabilities are described in Table 2.2.1-23, and 

described previously in Section 2.2.1.4.1.1. 
Table 2.2.1-23. DFS Technical Capabilities. Agencies will receive an EIS-compliant service to meet required 
technical capabilities, provided by the AT&T footprint, and network design and construction specialists. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Geographical 
coverage 

Meets  Designs coverage of DFS in following regions as defined in TO specification: 
a) CONUS  

2. Configuration 
alternatives 

Meets  Supports multiple Network Topologies 
a) Point-to-point configuration connects any two points in contractor’s network 
b) Route Diversity Ring/Single Drops, where available and by request of the 

agency, Dark Fiber will be provided in single drops with route diversity.  
c) Route Diversity Ring/Dual Drops, where available and by request of the 

agency, Dark Fiber will be provided in dual drops with route diversity. 
d) Star Configuration, allowing an agency to have a single location that functions 

as a hub that provides connectivity to other agency locations. 
Hybrid Configurations – Combine network topology configurations into hybrid custom-tailored solutions 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 123 

 

# Technical 
Capability 

Meets or 
Exceeds Description 

1) Fiber service 
delivery point 

Meets  Supports SDP at either the fiber patch panel where fibers terminate at the agency 
location, or at a colocation facility where the agency has installed its optical 
equipment as required by agency.  
 Meets optical fiber standards specified in RFP Section C.2.1.6.1.2; provides the 

required number of AT&T fiber strands to be delivered at FSDP as specified by 
agency. 

2) Ducting Meets  Provides the required number of ducts between connecting locations and required 
number of fiber strands running in each duct as specified by each agency 

3) Future growth 
(optional) 

Meets  Provides the capacity for anticipated growth  

4) Channel 
count 

Meets  Provides:  
a) Deployed fibers capable of supporting a minimum of 80 DWDM wavelengths or 

user data with spacing as specified in ITU-T G.694.1 
b) Deployed fibers capable of operating in the C, S, and L bands 

5) Gateways Meets  Provides the ability to add and drop traffic via gateway locations 
 Fulfills the following requirements and provides updates on improvements or 

expansions throughout the life of the contract: 
a) Gateway locations equipped with backup power capability to operate for at least 8 

hours without interruption 
b) Locked cabinet spaces  
c) 24x7 access to gateway locations for authorized personnel 
d) Gateway locations equipped with surveillance and highly secured systems 
e) Gateways (PoPs) that can generally be expanded, depending on space and 

power at the specific gateway 
f) Gateways (PoPs) that are monitored remotely 
g) Gateways that support environmental monitoring  

6) Service 
components 

Meets  Provides DFS service components that include: 
a) Trunks, which are fiber pairs between huts and regeneration points and Service 

Deliver Points  
b) Laterals, which are fiber cables from an agency’s premises to the nearest splice 

point on the cable trunk, with length varying from a few meters to several 
kilometers 

c) Building entrances, which include facilities within an agency’s premises for 
termination of fibers, (i.e., fiber panel terminations)  

2.2.1.4.2.5  Features [L.29.2.1; C.2.1.6.2] 
Agencies will receive established DFS that meets all mandatory and optional features 

as described in Table 2.2.1-24 and described previously in Section 2.2.1.4.1.1. 
Table 2.2.1-24. DFS Features. Agencies will acquire access to an EIS-compliant service that meets its feature 
requirements and is customizable. Features are supported by our colocation product set, worldwide footprint of 
facilities, diversity design and implementation capabilities, and construction expertise. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. Colocation service Meets  Provides ability to add/drop traffic (gateways) and to regenerate 

and amplify traffic where needed. 
2. Duct (optional) Meets  AT&T supports on a TO basis. 
3. Dark fiber local loop (optional) Meets  AT&T supports on a TO basis. 
4. Diverse route single drop 

(optional) 
Meets  AT&T supports on a TO basis. 
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# Feature Meets or 
Exceeds Description 

5. Diverse route dual drop 
(Optional) 

Meets  AT&T supports on a TO basis. 

6. Inter-city connectivity (optional) Meets  AT&T supports on a TO basis. 
7. Multiple duct (optional) Meets  AT&T supports on a TO basis.  
8. Splicing Meets  Joins two or more lengths of optical fiber through fusion or 

mechanical splicing. 
9. Off-net laterals Meets  Provides fiber cables from an agency’s premises to the nearest 

splice point on cable trunk. Funded by agency, length varies 
from a few meters to several kilometers  

2.2.1.4.2.6  Interfaces [L.29.2.1; C.2.1.6.3] 
The AT&T DFS is compatible with interfaces in RFP Section C.2.1.6.3, as applicable. 

2.2.1.4.2.7  Performance Metrics [L.29.2.1; C.2.1.6.4] 
The AT&T DFS meets all KPIs listed in RFP Section C.2.1.6.4.  

2.2.1.5 Internet Protocol Service    
[L.29.2.1; M.2.1; C.2.1.7] 

Agencies will access an Internet Protocol 
Service (IPS) with comprehensive layered 
security and proactive, 24x7 network 
monitoring and maintenance. 
2.2.1.5.1  How AT&T Will Provide Proposed Services and Features  

[L.29.2.1; M.2.1] 
2.2.1.5.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The AT&T IPS provides agencies with a wide range of connectivity requirements that 

support IPv4 and IPv6 to enable government users’ access to the Internet, government-

wide intranets, and extranets. IPS uses the TCP/IP protocol suite to interconnect 

GFP/SRE with other government networks and the public ISP networks by providing 

transport of IP packets. The AT&T proposed architecture and services meet EIS service 

requirements as shown in Figure 2.2.1-5 and Table 2.2.1-25. 

AT&T IPS Experience 
 Agencies currently benefiting from the AT&T 

IPS include the U.S. Courts; the 
Departments of Veterans Affairs, Labor, 
Homeland Security (including the FEMA), 
Justice, and the Army, the Agency for 
International Development, the Small 
Business Administration, the Environmental 
Protection Agency, and the Nuclear 
Regulatory Commission. 
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Figure 2.2.1-5. AT&T IPS Network Architecture. Agencies will receive a compliant and fully  

featured IPS service that will enable the agencies to better address their mission goals.  
Table 2.2.1-25. IPS Overview Description. AT&T backbone and edge routers, combined with our global footprint, 
comprehensive peering, and wide range of access types, along with diversity options for critical sites, provide a 
scalable and robust IPS to agencies. 

Architectural 
Components Description 

Functional Components 
AT&T IP/MPLS 
backbone and 
edge routers 

 Consists of more than 25 core cities interconnected with multiple 40Gbps (OC768) and 
10Gbps (OC192) AT&T-owned facilities in a mesh design and protected by MPLS FRR for 
rapid restoration in the event of a facility failure. Another 60+ locations connected to the core 
sites using diversely routed OC192/OC48 facilities.  

Global footprint  Provides MOW IPS in 63 key countries around the world via more than 657 global PoPs (>500 
CONUS PoPs) and 1500 MPLS nodes. Supports IPS globally with direct access to the AT&T 
IP/MPLS backbone network. 

Connectivity  Provides connectivity for government locations to the Internet. Supports a wide range of 
equipment via appropriate combinations of EIS services to the Internet. Provides connectivity 
from government locations to other networks, including those of other EIS contractors via 
peering arrangements. Uses the TCP/IP protocol suite to interconnect GFP/SRE with other 
government networks and the public ISP. 

Access types  Supports SONET/OTN, PLS, VPNS, Ethernet, Wi-Fi, 4G/LTE, DSL, cable, satellite, and plans 
for future AA as our access offerings expand, in terms of footprint growth and advances in 
technology (e.g., higher Ethernet and DSL speeds, 5G mobility). 

Redundancy 
options 

 Provides switch and card/port diversity options via design and provisioning to support critical 
sites. Provides access diversity options, subject to availability. Redundancy may be priced 
separately. 

Technical Components 
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Architectural 
Components Description 

Domain Name 
System (DNS) 
option 

 Provides authoritative primary and secondary DNS to IPS to business and government 
customers. 
 Provides a geographically-distributed DNS service infrastructure in six geographically service 

nodes, each of which contains the network components necessary to support full operation of 
DNS applications, such as Resolver DNS and Authoritative DNS. 
 Achieves high availability within a DNS node by using redundant devices and links, and 

appropriate failover mechanisms to help ensure no single point of failure 
 DNS priced separately. 

Operational Components 
Network 
operations  

 Supports network operations via AT&T Customer Care, IP Technology Reliability Center, and 
the Network Operations Center on 24x7x365 basis. 

Routing 
architecture 

 Provides highly reliable and secured network; US IP network is MPLS-enabled and uses label 
switching in conjunction with OSPF for routing. Customer routes are carried through the 
network though the use of a redundantly deployed global route reflector hierarchy. Carries 
BGP routes only at the network edge to peers and multi-homed customers. Provides 
connectivity between the 25 core nodes, as well as 38 aggregation locations protected using 
MPLS FRR. Uses closest exit routing for its Internet traffic destined for other ISP networks. 

High reliability   Provides a highly reliable network by using proactive and preventive quality policies and 
programs. Takes proactive measures to build reliability into the network and to monitor 
performance on a continuing basis. Uses a unique combination of fully diverse inter-city and 
metro ring systems to offer the highest levels of reliability. 

High 
survivability 

 Provides a highly survivable network by continually increasing our global presence of fiber 
optic cable and IP/MPLS systems with diverse routing and protected DWDM configurations.  
 Backbone routers are installed in pairs (with redundant power supplies and processors; 

parts spared locally within each node), with long-haul backbone facilities divided among the 
backbone routers to avoid single points of failure and ensure network continuity even in the 
event of a facility failure.  

 Supported by the AT&T NDR program  
 Locates nodes within the AT&T US IP Network in AT&T-owned and maintained secured 

facilities, guarded and manned 24x7 only accessible to authorized personnel. 
Full 
interoperability 

 Provides seamless interoperations with interfacing networks through the use of fully 
compatible communications systems, consistent engineering methods, and software 
platforms.  

Efficient 
provisioning  

 Provides a highly secured web portal via the AT&T Business Center; includes online tools for 
efficient, effective, convenient e-servicing capabilities, 24x7.  

End-to-end 
maintenance 

 Provides a state-of-the-art Network Operations Center for the seamless operation of critical 
network management components, including fault detection, isolation and restoration; 
inventory and configuration management; and performance and security. 

Network Components 
Intelligent 
optical switches  

 Employs large intelligent optical network that provides access service points with 700+ 
intelligent optical switches deployed within the CONUS, OCONUS, and non-domestic. 

Inter-city fiber 
extensibility 
and reach 

 Transports IPS via AT&T physical transport network in the US, consisting of 103,000+ route 
miles of inter-city fiber optic cable, 1,407,978+ wavelength miles of 40Gbps, 51,971+ 
wavelength miles of 100Gpbs, and 1,020,737+ fiber route miles. Includes 3,800 nodes 
supporting both IP/MPLS and optical transport network elements. 

Metropolitan 
fiber 

 Provides access via AT&T dense metro and regional network assets, consisting of more than 
461,000 route miles of fiber in 21 state AT&T local territories. 

Separation of 
services 

 Separates service instances that are delivered to agency end users and the individual 
technologies via three sub-layers: an Internet, a public VPN, and a private VPN sub-layer, with 
network security integrated in the IP backbone architecture.  
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2.2.1.5.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering IPS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.1-26. 
Table 2.2.1-26. IPS QoS. IPS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. All AT&T hardware and software elements in the network are rigorously 
tested in AT&T Labs before they are deployed. 

Architectural 
Components Description 

Compliance 
Demonstrated 
capability 

 For VA, DOL, DHS (including FEMA), DoJ, U.S. Army, AID, SBA, EPA, and the Nuclear 
Regulatory Commission (NRC), provided IPS using solutions that were similar to those 
proposed for EIS, in full compliance with the customer specifications, such as functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.1.5.2 provides details of our proposed solution.  

Scalability 
Expansion 
platform 

 Provides a platform to expand an agency’s other IP-based telecommunications needs such 
as voice (e.g., VOIP, SIP trunking, IP toll free) and emerging data services over IP. 

Non-traditional 
space 

 Provides agencies with non-AT&T data and colocation centers with a direct connection to 
the AT&T IP Backbone. 

Network capacity  Maintains sufficient capacity on the IP/MPLS backbone to ensure that agencies and its 
customer receive excellent performance. Capacity to the AT&T IP backbone based on 
network load, along with aggressive traffic growth forecasts and capacity management. 

Reliability  
Backbone node 
redundancy 

 Provides agencies with an optional redundant logical path located on a geographically 
diverse AT&T IP backbone node. 

Access 
redundancy  

 Provides agencies with optional redundant/diverse access via physically separate local 
access facilities. 

Automatic load 
balancing 

 Balances the traffic across two or more circuits via implementation of BGP. 

CPE redundant 
configuration 

 Provides a cold standby option (AT&T IP manage CPE router and CSU/DSU) for CPE 
configuration on the agency’s premises. May be priced separately. 

Resilience 
Optical mesh self-
healing network 

 Delivers IPS over a self-healing optical mesh network, providing layer 1 resiliency with 
SONET-level restoration intervals.  

2.2.1.5.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for IPS.  

2.2.1.5.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.5.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
IPS security related capabilities are indicated in RFP Section C.2.1.7.1.4, and are 

addressed in proposal Section 2.2.1.5.2.4. Table 2.2.1-27 delineates additional 

service-specific security capabilities delivered to agencies. 
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Table 2.2.1-27. IPS Service-Specific Security Capabilities. Agencies will receive highly secured services based on 
our overall architecture and service-specific capabilities. 

Capability Description 
Security 
experience 

 Provides agencies with our experience working with government agencies and commercial 
enterprises on their information security planning, implementation, and management.  
 Provides agencies with our decade of experience of successfully thwarted real-world threats 

posed to AT&T assets daily.  
Dedicated 
security 
operation center 

 Provides agencies with 24x7x365 real-time analysis and response to Internet-based security 
threats and attacks. Allows mitigation of threats via a set of comprehensive firewalls, DDoS 
defense, traffic sandboxing, and other security mechanisms, which may be provided for an 
additional fee. 

Building security  Provides security to AT&T PoPs and SWCs based on the security policies implemented by 
the AT&T Chief Security Office. 

Network security  RADIUS authentication is used to control login to our network devices for system 
administration. 
 TACACs+ is used for authentication of authorized technicians to perform work upon network 

infrastructure devices such as routers. 
 Secure SHell (SSH) is used to secure communication between critical servers in our 

infrastructure 
 Various firewalls and IDS are deployed to protect parts of our network infrastructure. 
 Network devices are protected from responding to any outside queries.  

2.2.1.5.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for IPS are protected from information breaches, unauthorized 

access and supply chain risks worldwide by the AT&T global security architecture. The 

AT&T service design and deployment is built upon continuous security risk 

management at operational, business process and systems levels.  

2.2.1.5.1.4.3  External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 

Our proposed architecture meets all external traffic routing requirements applicable to 

IP service. Table 2.2.1-28 provides detailed references to our approach. 
Table 2.2.1-28. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, 
the agency needs to set up and define a clear demarcation point 
at the agency premises. For more detail on AT&T methodology 
for traffic identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All Participating 
Agency Internet, Extranet, and Inter-Agency 
Traffic to DHS EINSTEIN Enclaves, Receive 
Processed Traffic from GFP Within the DHS 
EINSTEIN Enclave, and Deliver Traffic to Its 
Final Destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN Enclaves 
[M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more 
detail on AT&T notification, see Section 1.4.3.3. 
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Requirement Compliance Description 
Control Mechanisms to Ensure the 
Identification and Redirection of Participating 
Agency Traffic Cannot Be Inadvertently or 
Maliciously By-Passed [M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, 
see Section 1.4.3.4. 

Sensing and Control Mechanisms to Ensure 
the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of 
traffic is VPN connection. For more detail on the AT&T sensing 
and control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located 
in Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.2.1.5.2  Technical Response for IPS [L.29.2.1; M.2.1] 

2.2.1.5.2.1  Service Description and Functional Definition 
[L.29.2.1; C.2.1.7.1; C.2.1.7.1.1] 

Agencies will receive a solution that provides full service scope and functional 

capabilities, as shown in Table 2.2.1-29, and described previously in 

Section 2.2.1.5.1.1. 
Table 2.2.1-29. IPS Service Scope and Functional Capabilities. Agencies will receive services with the capability 
to meet service description and functional requirements. 

Solution Element Description 
IP protocol transport  Provides transport of IP packets via an IP/MPLS network 
Protocol suite  Supports IPv4 and IPv6 

 Supports Dual-stack (IPv4/IPv6) IP 
Proprietary technology   Uses no proprietary technologies in delivery of IPS  

2.2.1.5.2.2  Standards [L.29.2.1; C.2.1.7.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.1.5.2.3  Connectivity [L.29.2.1; C.2.1.7.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.1.5.2.4  Technical Capabilities [L.29.2.1; C.2.1.7.1.4] 
Agencies will receive IPS that meets all mandatory and optional technical capabilities. 

All proposed technical capabilities are described in Table 2.2.1-30 and described 

previously in Section 2.2.1.5.1.1. 
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Table 2.2.1-30. IPS Technical Capabilities. The AT&T IP backbone with redundant, multiple ring design is intended 
to provide superior reliability, so agencies and their customers can conduct business over the Internet with 
confidence. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Routing 
requirements 

Meets  Complies with national policy directives applicable to the National 
Telecommunications Infrastructure and meets all applicable routing 
requirements as specified in RFP Section C.1.8.8 

2. IPS ports Meets  Provides peak data rates as specified by the customer up to and including the 
physical port access speed 

3. Access services Exceeds  Provides support to all mandatory access services: PLS, DSL, high-speed cable 
service, and satellite. Supports access via 4G/LTE wireless service 

4. Network 
capabilities 

Meets  Peers for interconnectivity with the rest of the public Internet via arrangements 
with 23 ISPs within the CONUS and additional ISPs in most of the world’s 
regions (21 countries), including OCONUS and non-domestic.  
 AT&T private peering (4.53Tbps of peering capacity as of 12/2015), available 

exclusively in the US, Exchanges traffic (10GigE) with all major Tier 1 ISP peers 
in 9 cities. Public and private peering available in most of the world (5Tbps of 
global peering capacity) via 509 dedicated links 
 Supports government-assigned and InterNIC-registered IP addresses and 

domain names 
 Provides primary and secondary DNS with up to 15 DNS zones (15 domain 

names per circuit) with a maximum of 150 Kilobytes of zone data. Additional 
DNS zones available for a fee 

5. Border gateway 
protocol 

Meets  Supports BGP at the edge for EIS customers with registered AS numbers. 

6. Routing protocol Meets  Validates routing protocol information using authenticated protocols in 
accordance with NIST SP 800-54 BGP security recommendations 
 Provides BGP peer authentication using MD5 authentication  

2.2.1.5.2.5  Features [L.29.2.1; C.2.1.7.2] 
Agencies will receive an EIS-compliant IPS that meets or exceeds all mandatory 

features. All proposed features are described in Table 2.2.1-31, described previously in 

Section 2.2.1.5.1.1. 
Table 2.2.1-31. IPS Features. AT&T CoS option is a capability that provides an agency with improved and 
predictable network services. AT&T CoS are based on classifying or mapping application traffic into four CoS, as well 
as selecting the best bandwidth ratios to meet the application bandwidth and/or delay requirements. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Class of 
service  

Meets  Provides required CoS by implementing Cisco’s low latency queuing (LLQ) for 
premium (time-critical) traffic and class-based weighted fair queuing (CBWFQ) for 
enhanced and standard traffic classes to support traffic prioritization. Allocates 
specific amount of bandwidth to each CoS class so that all classes can transmit data 
during intervals of congestion. Packets of other classes share unused bandwidth if 
any class does not use its entire bandwidth allocation. 

Exceeds  Provides a fourth class (if so desired by the customer) — CoS-4, all other data (low 
priority) — for business non-critical traffic, such as general Internet browsing.  

2.2.1.5.2.6  Interfaces [L.29.2.1; C.2.1.7.3] 
The AT&T IPS is compatible with interfaces in RFP Section C.2.1.7.3, as applicable.  
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2.2.1.5.2.7  Performance Metrics [L.29.2.1; C.2.1.7.4] 
The AT&T IPS meets all KPIs listed in RFP Section C.2.1.7.4. 

2.2.1.6 Broadband Internet Service (BIS) [L.29.2.1; M.2.1; C.2.1.8] 

Agencies will receive “always-on” high speed broadband connectivity to the 
Internet to perform broadband applications as well as robust virtual private 
networking. 
The AT&T BIS solution will provide agencies 

and agency end users with high-speed 

connections to the Internet using multiple 

broadband technologies where available.  AT&T BIS can support use cases such as 

SD-WAN as an underlay, direct connections to cloud service providers and low-cost IP 

connectivity to agency networks. 

2.2.1.6.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.1.6.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T’s proposed BIS solution is a scalable service designed to provide high speed 

access to the Internet.  The service utilizes various broadband technologies providing a 

selection of symmetric and asymmetric bandwidths and features. 

The BIS service platform is an embedded service that includes both the network access 

and Internet port connectivity.  Network access types include (where available): 

• IP Digital Subscriber Line (IPDSL) 

• Very-high-bit-rate Digital Subscriber Line (vDSL) 

• Gigabit Passive Optical Network (GPON) 

• Fiber to the Premise (FTTP) 

• Fiber to the Building (FTTB) 

The AT&T BIS solution will meet EIS service requirements as shown in Figure 2.2.1.6-1 
and Table 2.2.1.6-1 below. 

 AT&T BIS delivers high speed broadband 
Internet connectivity 

 Asymmetrical and symmetrical speeds up to 
1 Gbps 
 Either Government Furnished Equipment or 

AT&T provided SRE 
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Figure 2.2.1.6-1. BIS Overview.  Agencies can take advantage of multiple access types to receive high speed 

broadband Internet service. 

Table 2.2.1.6-1. BIS Overview Description. BIS comprises of three major network components designed to deliver 
“always-on” high speed broadband Internet access. 

Architectural 
Components Description 

Network Components 
Access loop and 
termination 

 Access loop can travel over traditional copper, similar to a voice grade line, optical or fiber. 
 Terminates in either an IPDSL Access Multiplexer (IPDSLAM) a Video Ready Device 

(VRAD), an eMUX, or an Optical Network Terminal (ONT). 
 Terminating equipment routes Internet traffic to AT&T’s Internet backbone. 

Agency Minimum 
Point of Entry 
(MPOE) 

 At the agency location, the BIS access loop terminates at the MPOE. 
 AT&T’s service demarcation point for BIS is where the loop ends and the agency’s inside 

wiring starts: 
• For IPDSL and vDSL, the demarcation point is the building’s Network Interface Device 

(NID) 
• For BIS service delivered via FTTP-GPON, the demarcation point is the ONT 

 For BIS service delivered via FTTB, the demarcation point is the Ethernet Multiplexer 
Terminal (EMT) 
 For IPDSL, vDSL, FTTP-GPON and FTTB, standard delivery to the MPOE by an AT&T 

technician includes 
• Positive identification of a new circuit delivered to the agency’s phone box or NID 
• Toning, tracing and providing cross connect on existing inside wiring between the new 

circuit at the NID and the agency designated jack location 
• Providing inside wire to an existing or new jack for the SRE, where existing pairs are 

available, and provided that the quality of the wiring is sufficient to support service 
 Providing inside wire for FTTP-GPON and FTTB up to 500 feet or 5 stories between the 

agency suite and AT&T network equipment in a building’s telephone equipment room. 

Service Related 
Equipment (SRE) 

 Agencies have the option of providing their own SRE or have AT&T provide the SRE as part 
of the BIS service.  
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2.2.1.6.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our BIS approach and architecture delivers compliant, scalable, reliable, and resilient 

service as shown in Table 2.2.1.6-2. 

Table 2.2.1.6-2. BIS Quality of Service. BIS is fully compliant, and provides the robust scalability, high reliability, 
and strong resilience sought by agencies.  

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Meets all requirements described in contract Section C.2.1.8, including those for 
functional definition, standards, connectivity, technical capabilities, interfaces, and 
performance metrics.  

Scalability 
IP Passthrough Mode  Agency can put their Government Furnished Equipment (GFE) behind the BIS SRE 

 AT&T supported network terminating equipment authenticates with the network and 
shares the IP address with an agency’s device connected to the AT&T equipment. 

Reliability  
Network Transport  Maximum uptime is supported via access/transport options including DSL, GPON, 

FTTP and FTTB. 

Resilience 
Day 2 Service 
Assistance 

 Agency care available for trouble reporting and maintenance issues 7x24x365. 

High Availability   AT&T Internet backup is a wireless failover protection option in the event of a power 
outage or service disruption.  

2.2.1.6.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for BIS. 

2.2.1.6.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.1.6.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
BIS security related capabilities are indicated in the EIS Contract Section C.2.1.8.1.4.1 

and are addressed in Section 2.2.1.6.2.4.  Table 2.2.1.6-3 delineates additional BIS 

service-specific security capabilities delivered to agencies. 
Table 2.2.1.6-3. BIS Service-Specific Security Capabilities. Agencies will receive highly secured services based 
on our overall architecture and service-specific capabilities. Independent audits confirm a multi-layered approach to 
protect key information, constantly monitoring and improving our application, systems, and processes to meet the 
growing demands and challenges of security. 

Capability Description 
Encryption  AT&T network uses 802.1x authentication to the network terminating equipment. 

Network 
security 

 Network security is based on the security within the AT&T IP backbone, which includes: 
 RADIUS authentication is used to control login to our network devices for system 

administration 
 TACACs+ is used for authentication of authorized technicians to perform work upon network 

infrastructure devices such as routers 
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Capability Description 

 Secure Shell (SSH) is used to secure communication between critical servers in our 
infrastructure 
 Various firewalls and IDS are deployed to protect parts of our network infrastructure 
 Network devices are protected from responding to any outside queries   

2.2.1.6.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for BIS will be protected from information breaches, 

unauthorized access, and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process, and systems levels.  

2.2.1.6.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3); J.4] 
Our proposed architecture meets all external traffic routing requirements applicable to 

BIS. Table 2.2.1.6-4 provides detailed references to our approach. 

Table 2.2.1.6-4. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T Participating 
Agency Traffic for Each Affected Service 
[M.2.1.4.c.i].  

To identify participating agency traffic for each affected service, 
the agency needs to set up and define a clear demarcation 
point at the agency premises. For more detail on AT&T 
methodology for traffic identification, see Section 1.4.3.1 of the 
Technical Volume. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All Participating 
Agency Internet, Extranet, and Inter-Agency 
Traffic to DHS EINSTEIN Enclaves, Receive 
Processed Traffic from GFP Within the DHS 
EINSTEIN Enclave, and Deliver Traffic to Its 
Final Destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data 
Center Facility, and Smart Hands. For more detail on AT&T 
redirection approach, see Section 1.4.3.2 of the Technical 
Volume. 

Technical Approach to Notify DHS If Any Non-
Participating Agency Traffic Will Be Redirected 
Through DHS EINSTEIN Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more 
detail on AT&T notification, see Section 1.4.3.3 of the 
Technical Volume. 

Control Mechanisms to Ensure the 
Identification and Redirection of Participating 
Agency Traffic Cannot Be Inadvertently or 
Maliciously By-Passed [M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, 
see Section 1.4.3.4 of the Technical Volume. 

Sensing and Control Mechanisms to Ensure the 
Redirection of Traffic is Failsafe [M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of 
traffic is VPN connection. For more detail on the AT&T sensing 
and control mechanism, see Section 1.4.3.5 of the Technical 
Volume. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are 
located in Ashburn, Virginia, Webb Chapel, Texas, Lisle, 
Illinois, and Dranesville, Virginia. For more detail on AT&T 
certified facility locations, see Section 1.4.3.6 of the Technical 
Volume. 
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Requirement Compliance Description 
Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For 
more detail on personnel availability, see Section 1.4.3.7 of 
the Technical Volume. 

Instrumentation to Measure Transport SLA KPIs 
[M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs 
are Network Probes/Data Collection System and the AT&T 
Global IP/MPLS Network Performance System (GPS). For 
more information on this instrumentation, see Section 1.4.3.8 
of the Technical Volume.  

2.2.1.6.2 Technical Response for BIS [L.29.2.1; M.2.1] 
2.2.1.6.2.1 Service Description and Functional Definition 

[L.29.2.1; C.2.8.10.1; C.2.8.10.1.1] 
Agencies will receive a solution that provides full-service scope and functional 

capabilities, as described in Table 2.2.1.6-5 and described previously in Section 
2.2.1.6.1.1.   
Table 2.2.1.6-5. BIS Service Scope and Functional Capabilities. Agencies will receive the capability to meet 
service description and functional requirements. 

Solution Element Description 
Network Access  IPDSL and vDSL  Optical  Fiber 

Embedded Service  AT&T BIS delivers broadband Internet inclusive of the physical access delivered to an 
agency’s premises. 

Broadband Speeds  AT&T BIS delivers high speed broadband Internet service up to 1Gbps. 
 Download/Upload speeds are either asymmetrical or symmetrical depending on the type 

of subscribed service (i.e., DSL, GPON or FTTB). 

2.2.1.6.2.2 Standards [L.29.2.1; C.2.8.10.1.2] 
AT&T will comply with standards listed in the EIS Contract Section C.2.8.10.1.2, as well 

as those referenced by the listed standards as applicable. 

2.2.1.6.2.3 Connectivity [L.29.2.1; C.2.8.10.1.3] 
AT&T will comply with all connectivity instances listed in the EIS Contract Section 

C.2.8.10.1.3, as applicable. 

2.2.1.6.2.4 Technical Capabilities [L.29.2.1; C.2.8.10.1.4] 
Agencies will receive a BIS solution that meet all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.1.6-6. 
Table 2.2.1.6-6. BIS Technical Capabilities. Agencies receive service that meets the EIS Contract required 
technical capabilities. 

# Technical Capability Meets or 
Exceeds Description 

1. Routing requirements per 
Section C.1.8.8 

Meets  Routing requirements for Internet traffic via BIS conforms with 
the national policy requirements per Section C.1.8.8 
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# Technical Capability Meets or 
Exceeds Description 

2. Port access components 
meets or exceeds download 
bandwidth  

Meets  Asymmetric and symmetric DSL access component is equal to 
or greater than the max download speed for the DSL type that is 
subscribed. 
 Depending on delivery location for GPON/FTTB, access is 

100Mbps (for up to 100Mbps max download) and 1Gbps (for up 
to 1Gbps max download). 

3. Embedded asymmetric or 
symmetric access services 

Meets  AT&T BIS includes access with the asymmetric or symmetric 
broadband service. 

4. No limit or throttle on data 
download 

Meets  AT&T BIS does not throttle data download.  Download 
throughput is capped at the subscribed download speed. 

5a. Established public peering 
arrangements 

Meets  Peers for interconnectivity with the rest of the public Internet via 
arrangements with 23 ISPs within the CONUS and additional 
ISPs in most of the world’s regions (21 countries), including 
OCONUS and non-domestic.  

5b. Private peering arrangements Meets  AT&T private peering (4.53Tbps of peering capacity as of 
12/2015), available exclusively in the US, exchanges traffic 
(10GigE) with all major Tier 1 ISP peers in 9 cities. Public and 
private peering available in most of the world (5Tbps of global 
peering capacity) via 509 dedicated links. 

5c. Support government-assigned 
and InterNIC-registered IP 
addresses and domain names 

Meets  Supports government-assigned and InterNIC-registered IP 
addresses and domain names. 

5d. Primary and secondary DNS Meets  Provides primary and secondary DNS with up to 15 DNS zones 
(15 domain names per circuit) with a maximum of 150 Kilobytes 
of zone data. 

5e. Dynamic or fixed IP addresses Meets  AT&T BIS will assign either dynamic or static IP addresses for 
premises equipment as requested by the agency.  

2.2.1.6.2.5 Features [L.29.2.1; C.2.8.10.2] 
As delineated in Table 2.2.1.6-7, and described previously in Section 2.2.1.6.1.1, 
agencies will receive a BIS that meets or exceeds all mandatory features and optional 

features, as applicable. 
Table 2.2.1.6-7. BIS Features. Agencies receive BIS features that meet or exceed requirements.  

# Feature Meets or 
Exceeds Description 

1. Enhanced Class 
of Service (CoS) 
(Partial) 

Meets  Provides required CoS by implementing low latency queuing (LLQ) for premium 
(time-critical) traffic and class-based weighted fair queuing (CBWFQ) for 
enhanced and standard traffic classes to support traffic prioritization. Allocates 
specific amount of bandwidth to each CoS class so that all classes can 
transmit data during intervals of congestion. Packets of other classes share 
unused bandwidth if any class does not use its entire bandwidth allocation. 

2. Static IP address 
(Optional) 

Meets  AT&T BIS can provide a limited number of static IP addresses as warranted by 
an agency.   
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2.2.1.6.2.6 Interfaces [L.29.2.1; C.2.8.10.3] 
The AT&T BIS solution is compatible with interfaces in the EIS Contract Section 

C.2.1.8.3, as applicable. 

2.2.1.6.2.7 Performance Metrics [L.29.2.1; C.2.8.10.4] 
The AT&T BIS solution meets the KPIs listed in the EIS Contract Section C.2.1.8.4. 

 

2.2.2 Service Area: Voice Service [C.2.2] 
2.2.2.1 Toll Free Service [L.29.2.1; M.2.1; C.2.2.3] 
The rapid adoption of mobile communications 

worldwide is driving changes in the use and 

configuration of toll free services. AT&T provides 

a complete Toll Free Service (TFS) that supports traditional toll-free features and 

functions, delivered using the next- generation IP-based networking. This service will 

support both traditional and new IP-based call center equipment using a single service 

infrastructure. 

2.2.2.1.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.2.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T has decades of toll-free service experience, and has been providing full-featured 

toll-free service since its inception. Now, all toll-free and IVR features are delivered over 

the AT&T VoIP network, which is moving toll-free services into the future. The new 

blended service provides the traditional toll-free feature set for continuity with existing 

call centers, at the same time providing IP capability that allows toll-free numbers (TFN) 

to connect to new technology, including IP call management systems (CMS), and 

cloud-based call center solutions. Our proposed architecture and TFS services meet 

EIS service requirements as shown in Figure 2.2.2-1 and Table 2.2.2-1. 

AT&T Proven TFS 
 Our TFS supports 31 agencies, including 

DISA, FEMA and SBA. AT&T invented toll-
free service and continues to lead in its 
feature and function development 
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Figure 2.2.2-1. TFS Overview. Our toll-free service is built upon our longstanding toll-free systems with interlinking to 

the IP Voice service infrastructure and delivery systems. All traditional toll-free functions are delivered over circuit 
switched networks and via IP access. In addition, some newly developed capabilities are provided as  

IP options when the service is delivered over the VoIP network.   
Table 2.2.2-1. TFS Overview Description. We have developed and will deploy a large and fully featured toll-free 

service infrastructure. Our infrastructure development has spanned several decades, during which we have provided 
toll-free services to government and commercial customers. 

Architectural 
Components Description 

Functional Components 
Toll free 
numbers 

 Manages TFN according to Resp Org rules 
 Routes TFNs by the PSTN to the responsible carrier  

Custom call 
routing 

 Builds controllable call routing functions into function blocks and routes calls based on metrics 
(e.g., configured route, caller information, time of day, day of week, and agency data base 
conditions 

Announcements  Allows agencies to provide messaging to toll-free callers 
Call center 
interaction 

 Consults agency systems and data functions e.g., database routing, load balancing, resource 
availability call allocation, event trigger call routing, an IVR 
 Provides operational data to agency systems e.g., call routing and status information, DNIS, 

ANI, numbering plan area (NPA)-NXX, caller selections, and other Computer Telephony 
Integration (CTI) data. 

Accounting and 
reporting 

 Provides real-time and historical data, allowing agencies to operate and tune their toll-free-
accessible services (e.g., call records, routing information, and caller information) 

Physical/Virtual Components 
Toll free call 
routing 

 Directs calls through the network according to predetermined plans or based on data gathered 
before or during call 

IVR  Provides information allowing callers to use DTMF or speech input to make selections and 
navigate the call route system 

Speech 
recognition 

 Allows callers to select routes or functions, and leave information through natural speech 

IP toll free 
functions 

 Consults and transfers using fewer customer resources to complete tasks 
 Forwards advanced caller data for more efficient CTI 

Operational Components 
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Architectural 
Components Description 

Toll free number 
management 

 Manages, assigns, and advertises numbers to the PSTN for initial call routing from the PSTN 
switch locations into the AT&T toll-free network 
 Includes functions of responsible organizations 

Advanced 
features 

 Performs functions on incoming toll-free calls depending on conditions (e.g., time of day, day 
of week, caller location, and termination system availability) 
 Provides information allowing user input and acts like a front end to incoming calls  

Toll free routing 
control 

 Allows customer-configurable systems that affect the routing and termination points for toll-free 
calls 

Toll free 
network NOC 

 Manages the toll-free network, performing trouble analysis and ticketing, solving problems, 
alerting agencies to problems, managing system updates, and clearing alarms 

IVR 
management 
portal 

 Allows agencies to manage IVR settings (e.g., access configurable functions, monitor numbers 
and operations, and generate reports)  

Network Components 
VoIP network  Supports IP Voice service delivery network that supports SIP trunk services 
SIP trunks  Connects SIP-based service to IP PBX and IP-based call center systems offering features and 

failover functions not possible in a circuit-switched environment 
IP VPN service  Carries SIP-enabled toll-free calls to the customer’s access network via IP/MPLS secured 

transport  
Circuit switched 
network 

 Provides toll-free delivery over circuits such as T-1 Channel Associated Signaling (CAS) and 
ISDN PRI 

Access  Connects circuits from agency processing locations to the AT&T PoP  

2.2.2.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our TFS approach and architecture delivers compliant, scalable, reliable, and resilient 

service as shown in Table 2.2.2-2. 
Table 2.2.2-2. TFS QoS. TFS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided TFS for DISA, FEMA, and SBA using fully compliant solutions comparable to that 
proposed for EIS in full compliance with agency requirements for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.2.1.2 provides details of our proposed solution.  

Scalability 
Expandable 
functional blocks 

 Interconnects to functional blocks, such as IVR servers, using IP, allowing functional blocks 
to be replicated or expanded as needed. Allows integration of functional blocks in the 
delivery network, allowing large number of calls to be processed without limitation of TDM 
trunk circuits and CO switch functions. 

Very large call 
centers 

 Supports large call center infrastructures that have multiple processing locations and 
thousands of concurrent callers. 
 Allows distributed call centers and helps control finances associated with a distributed 

workforce. 
Reliability  
High availability 
components 

 Provides high availability based on redundant systems and functional blocks; core network 
reliability is greater than, or equal to, 99.999%, or less than five minutes of outage per year. 

Multiple call 
processing 
support 

 Allows agencies to build redundant call processing systems in geographically diverse 
locations for higher availability and continuity of operations. 
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Architectural 
Components Description 

 Provides automatic failover and call load distribution for better up time between call center 
structures. 

Resilience 
Mobile agents and 
functions 

 Allows call center agents to be distributed and take calls from nearly anywhere, allowing 
operations to continue during events that normally would cause an outage, such as a 
hurricane or earthquake.  
 Permits distribution of automated call answering systems that are easily added or subtracted 

from the call processing environment; temporary server-based processing can be moved in 
and out of the environment as needed. 

IP anywhere  Allows toll-free calls to be routed to any location where the agency has IP VPN.  

2.2.2.1.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for TFS.  

2.2.2.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.2.1.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
TFS has no service-specific requirements indicated in the RFP 

2.2.2.1.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for TFS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.2.1.2  Technical Response for TFS [L.29.2.1; M.2.1] 
2.2.2.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.2.3; C.2.2.3.1.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.2-4, and described previously in 

Section 2.2.2.1.1.1. 
Table 2.2.2-4. TFS Service Scope and Functional Capabilities. Agencies will receive services with proven 
capability to meet service description and functional requirements. 
Solution Element Description 
Convenient 
accessibility 

 Provides agencies inbound TFS features and related voice applications that are accessible to 
citizens, non-citizens and agency personnel  

Range of 
features 

 Provides basic inbound toll-free calling and offers advanced feature and call routing 
capabilities, including intelligent call routing and network-based IVR capabilities 

Proprietary 
technology  

 Uses no proprietary technology for this service 

2.2.2.1.2.2 Standards [L.29.2.1; C.2.2.3.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 
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2.2.2.1.2.3 Connectivity [L.29.2.1; C.2.2.3.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.2.1.2.4  Technical Capabilities [L.29.2.1; C.2.2.3.1.4] 
Agencies will receive a reliable TFS that meets all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.2-5, and described previously 

in Section 2.2.2.1.1.1. 
Table 2.2.2-5. TFS Technical Capabilities. Agencies will receive services demonstrated to meet required technical 
capabilities. 

Technical 
Capability 

Meets or 
Exceeds Description 

Toll free 
numbering 

Meets  Acts as Resp Org for assignment and maintenance of toll free numbers if 
requested by the ordering agency 
 Supports toll-free number portability 
 Accommodates presently assigned agency toll-free numbers 
 Offers universal international toll-free numbers (UIFN) by request if agency’s 

unique toll-free number is the same throughout the world (where available)  
Toll free number 
termination  

Meets  Supports a single toll-free number to terminate at one or more locations (SDPs), 
and/or multiple toll-free numbers to terminate at a single location (SDP) 
 Provides flexible termination and is augmented by IP toll- free delivery 

Incomplete calls  Meets  Provides busy signal or agency message due to network congestion, terminating 
egress congestion, or other system capacity issue  

Network intercept Meets  Provides network intercepts routed to announcements for incomplete calls  
 Provides generic announcements for time out during dialing, denial of access to 

features and related conditions, and denial of access to on-domestic or restricted 
calls 
 Triggers intercepts under the following conditions: time out during dialing; denial of 

access to features and related conditions; denial of access to non-domestic or 
restricted calls; custom announcements by AT&T or agency via remote access; 
announcements in English and Spanish; and announcements in other languages 
recorded by the agency on a case-by-case basis. 

Disconnect 
referral  

Meets  Plays referral message of disconnected toll-free number for 180 days after number 
is disconnected, and provides option to add disconnected number in referral 
message  

Dialed number 
identification 
service 

Meets  Allows multiple toll-free numbers routed to a single termination point or shared 
trunk group to be identified using a unique set of digits in call setup message 
 Configures SIP invite message to display DNIS digits in the SIP user uniform 

resource identifier (URI) part of the call setup  
 Remaps SIP messaging to DNIS digits location in Q.931 call setup signal when SIP 

to TDM gateway is used. Supports DNIS digit lengths of three to ten digits  
Automatic number 
identification 

Meets  Identifies calling parties using ANI when available  
 

2.2.2.1.2.5  Features and TFS Feature Reports [L.29.2.1; C.2.2.3.2; C.2.2.3.2.1] 
Agencies will receive a reliable TFS that meets all mandatory features, and offers a 

range of optional features. Proposed features are described in Table 2.2.2-6, and 

described previously in Section 2.2.2.1.1.1. 
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Table 2.2.2-6. TFS Features. Agencies will receive TFS services that are robust and meet the required set of 
features. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Agency-based 
routing (host 
connect) 

Meets  Provides call routing based on agency-provided information  
 Supports single, redundant, or multiple database queries as defined by the agency 
 Provides access of agency’s database systems to provide IVR caller capability to 

retrieve, review, and modify information as needed 
 Supports agency mainframe databases or server-based relational databases 
 Sends agency-based routing calls to the agency-defined default route if response 

is not received within 250 milliseconds 
Cascade routing Meets  Re-routes calls according to a pre-determined plan that has route determination 

variables (e.g., availability of trunks, maximum number of calls in progress, or a 
ring-no-answer condition that has a ring limit as defined by the agency 
 Sends cascade-routed calls that cannot be terminated at a primary or alternate 

location, to an announcement or a busy signal, as defined by the agency 
ANI and ANI-
based routing 

Meets  Passes caller’s NANP 10-digit ANI information to the agency in real time during 
call setup 
 Passes non-domestic caller’s ANI equivalent to the agency during call setup 
 Routes calls to different destinations as defined by the agency 
 Routes to an agency-defined default location when ANI is not available  

Announced 
connection 

Meets  Provides customized message to the called party that is played before caller is 
connected 

Announcements Meets  Provides generic and custom recorded announcements 
 Offers capability for agencies to record announcements themselves, or have 

AT&T provide announcement recording based on an agency-provided script  
 Provides basic announcements in English and Spanish; custom announcements 

can be recorded in any language  
 Supports further actions or call termination after the announcement plays  

Menu-based 
routing 

Meets  Provides menu routing with informational messages and the ability to select where 
the call is routed based on caller input via DTMF or speech. Provides the following 
call prompter capabilities: 
 Select announcement at beginning  

of call 
 Speech transcription and reports 

 Ability to transfer out during 
announcement 

 Transcriptions in English and 
Spanish 

 Support multi-tier menus by linking 
menus 

 Audio information via DTMF 

 Provide transcription information 
using DTMF 

 DTMF or speech entry retrieval 

 Configuration of forced disconnect 
after announcement 

 

Call redirection Meets  Provides re-direction transferring calls within network regardless of platform, from 
called party to another number or PTSN using one of four modes- 1) blind transfer 
(supervised); 2) verification, then transfer (unsupervised), 3) three-way 
conference, then transfer (supervised); 4) IP re-direct and consultative transfer 
(supervised) 
 Creates leg-by-leg call records, helping to prevent double billing regardless of 

operating platform  
 Supports callers being placed on hold while agents or systems redirect the call 
 Supports re-direction configuration up to with up to 2,000 speed-dial codes per 

toll-free number and a total of 20,000 codes per NCP account 
  Provides music on hold during the call redirection 
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Feature Meets or 
Exceeds Description 

Computer 
telephony 
integration  

Meets  Provides CTI messaging for agency specified associated caller information, 
simultaneously, with inbound calls to agency-specified systems  
 Uses associated data to support applications (e.g., screen pop/splash, intelligent 

call routing, enhanced reporting, third-party call control and multi-channel call 
blending solutions) 

Custom call 
records 

Meets  Provides custom call reporting and records with the following call details: 
 Date and time of call  Call duration 
 Specific details on the call attempt  Call entered digits 
 Call disposition (busy, complete, no 

answer, blocked) 
 Call information  

(ANI, if available or DNIS) 
 Number dialed  Agency-specified data 
 Provides detailed call description record in a detail record field, including 

definitions of data elements prior to feature activation  
 Provides call record data in tabular format  
 Provides call records and summary report electronically on a daily, weekly, or 

monthly basis as agency requests 
 Retains call records for one year 

Day of week 
routing and day 
of year routing 

Meets  Day of Week Routing: Routes calls to different terminations or applications based 
upon the day of the week 
 Day of Year Routing (holiday routing): Routes calls to different terminations or 

applications based upon the day of the year, with ten dates eligible during each 
12-month period.  

In route 
announcements 

Meets  Provides in-route announcements, such as “Due to recent weather events, call 
volume is high, please stay on the line”  
 Provides in-route announcements during call setup and routing without affecting 

final call destination/termination 
 Provides announcements in English or Spanish and custom announcements that 

can be recorded in any language 
Interactive voice 
response  

Meets  Provides callers with information based upon input from either DTMF key entries 
or natural speech recognition, with ability to accomplish sub-items identified in ID 
Number 14, sub-items 1-12, RFP Section C.2.2.3.2 

Make busy 
arrangement 

Meets  Allows agency to deactivate one or more dedicated access trunks within a trunk 
group so that those trunks appear to be in “busy state” versus “disconnected”  
 Agencies control “Make Busy” using portal software or by call the service center  
 Busy requests processed within one hour of the request or less  

Network call 
distributor 

Meets  Provides advanced, intelligent call routing based on the real-time status of call 
processing elements (e.g., individual contact center operating conditions, agent 
skills, and agency-specified business rules)  
 Polls agency call processing endpoints i.e., PBX/automated call distributors (ACD) 

at regular intervals for real-time ACD operating status information to update a call 
routing processor  
 Supports agency-defined combinations of call routing processor logic/algorithms, 

including information identified in sub-items ID Number 16, sub-items 1-13, 
RFP Section C.2.2.3.2.  
 Provides dialed number, caller’s originating 10-digit number, and caller’s 

entered digits for use by in-call routing logic/algorithms 
 Routes calls based on best available answering agent by skill group, expected 

wait times, and most efficient pricing. 
 Documents the maximum hourly call processing rate and grade of service 

available without any degradation in performance 
 Supports call routing processor maximum wait time of 250 milliseconds 
 Should call query response wait time exceed 250 milliseconds, calls use a default 

routing plan 
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Feature Meets or 
Exceeds Description 

 Provides global unique identifier (GUI) control and all necessary hardware and 
software for agencies to access the call routing processor and define call routing 
algorithms 
 Provides a managed service that can be housed in AT&T facilities (default), or at 

an agency’s designated location as required  
Network queuing 
(optional) 

Meets  Retains the caller in queue if agency resources are unavailable and holds caller in 
queue until resources become available  
 Provides callers announcements on entering queues; callers hear assurance 

announcement at a predetermined interval 
 Holds callers in queue for the agency-defined time and then terminates the call 

with terminating announced (recorded by AT&T with agency approval.) 
NPA/NXX routing Meets  Routes calls to agency-selected terminations based on calling party’s area code 

and prefix 
 Routes blocked or NPA/NXX unavailable calls to an agency-selected default 

termination location  
Percentage call 
allocation  

Meets  Routes calls among agency-defined termination points based on percentage of 
calls terminated to those locations in 1% increments, up to 100% of calls going to 
a single location. 

Real-time 
reporting 

Meets  Provides summary and detail data about status of calls on a near real-time basis. 
Reporting capabilities include:  
 Provides reports and monitoring data electronically within 5 minutes of request 

and in graphical and tabular format over a highly secured web-based interface 
 Reports information included in ID Number 20, sub-items 1-5, 

RFP Section C.2.2.3.2. Makes commercial reporting available to agencies. 
Routing control Meets  Allows agencies to perform both real-time and scheduled call routing changes at 

an agency location or by contacting AT&T customer service center, including 
information identified ID Number 21 sub-items 1-4, RFP Section C.2.2.3.2; allows 
for review, creation, validation, change, or execution of call routing plans by 
authorized agency personnel  
 Performs routing plan execution requests within five minutes of the request 

Service 
assurance 
routing 

Meets  Routes calls to announcement or alternate termination within five minutes of 
agency request in emergency situations or service disruptions  
 Completes routing requests to other agency-defined, non-emergency types of 

terminations within 30 minutes of the request 
Speech 
recognition 

Meets  Supports speech recognition for commands and caller information, such as “yes”, 
“no”, spoken digits (e.g., for zip codes and credit card numbers), and routing 
commands such as “representative” 
 Offers speech recognition in English and Spanish  

Tailored call 
coverage 

Meets  Enables restriction of calls to specific numbers when calls originate from specific 
areas (country, state), telephone numbers (NPA, NPA/NXX, or ANI), or originating 
call types, such as payphones 
 Provides restricted callers a standard announcement informing them of the 

restriction 
Time of day 
routing 

Meets  Invokes call routing to different termination locations and applications at 30-minute 
intervals and up to 48 per day 

Language 
interpretation 
service 

Meets  Provides agencies’ connection to three-way calling services supporting near real-
time translated communications between callers speaking different languages 

Virtual queue Meets  Allows callers to choose to remain on the line when terminating resources are 
busy, or choose the terminate-and-call-back option when their place in the queue 
can be served 

Vanity toll-free 
number 

Meets  Agencies can request toll-free numbers that that spell words (i.e., vanity numbers), 
if the number is available  
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Agencies will receive a TFS that meets or exceeds all mandatory features, and offers a 

range of optional features. All proposed features are described in Table 2.2.2-7, and 

described previously in Section 2.2.2.1.1.1. 
Table 2.2.2-7. TFS Feature Reports. Agencies receive TFS reports using AT&T reporting package to meet the 
required set of feature reports. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Status of calls 
reporting  

Meets  Agencies may request TFS reports that provide information about the status of 
calls placed to each toll free number and/or termination. The following reporting 
functions are provided:  
 Hourly, daily, weekly, monthly, and quarterly reporting  
 30- and 60-minute increment information  
 Multiple reports summarizing information by time zone or by other agency-

defined region 
 Archived reports, available for 90 days 

Report transmittal Meets  TFS reports are available online and can be emailed to the agency. Standard 
file formats, such as spreadsheets and database delimited files are supported.  
 Reports are available within 30 minutes of the submitted request.  
 Documentation and training on the description of the reports, definitions of the 

report fields, plus report usage and management instructions are provided.  
Reporting time 
indicators 

Meets  Time indicators within reports are provided in US Eastern Time and can be 
presented in either 12- or 24-hour clock format, including 12-hour am/pm 
indicators.  
 Reports can be provided in specific time indicators upon agency request.  

Standard reporting 
information 

Meets  Reports contain at a minimum the flowing standard information: 
 Title of report 
 Date of report 
 Period covered by the report 

 Name of ordering agency 
 Toll-free number included in the 

report 
Commercial 
reporting  

Meets  Agencies have full access to all commercially available reports and reporting 
functions and formats. 

Call status report – 
toll-free service 

Meets  We provides toll-free status reports for any toll-free number, with reports 
containing items listed on ID Number 1, sub-items 1-7, RFP page 108 for this 
reporting feature.  

Call status report – 
alternate routing 

Meets  We provide alternate routing status reports for any toll-free number, with reports 
containing items listed on ID Number 2, sub-items 1-2, RFP page 108 for this 
reporting feature.  

Call status report – 
announcement 

Meets  We provide announcement status reports for any toll-free number, with reports 
containing items listed on ID Number 3, sub-items 1-5, RFP pages 108-109 for 
this reporting feature.  

Call status report – 
call prompter 

Meets  We provides prompter status reports for any toll-free number, with reports 
containing items listed on ID number 4, sub-items 1-4, RFP page 109 for this 
reporting feature. 

Call status report – 
IVR 

Meets  We provide IVR call status reports for numbers using IVR in reports containing 
items listed on ID Number 5, sub-items 1-8, RFP page 109 for this reporting 
feature.  

Caller information 
report 

Meets  We provide caller information reports for any toll-free number with reports 
containing items listed on ID Number 6, sub-items1-6, RFP page 109 for this 
reporting feature.  

Caller profile report Meets  We provide caller profile reports for any toll-free number with reports containing 
items listed on ID Number 7, sub-items 1-5, RFP page 110 for this reporting 
feature.  
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Feature Meets or 
Exceeds Description 

Call redirection 
report (optional) 

Meets  AT&T supports  
 

2.2.2.1.2.6  Interfaces [L.29.2.1; C.2.2.3.3] 
The AT&T TFS is compatible with interfaces in RFP Section C.2.2.3.3, as applicable.  

2.2.2.1.2.7  Performance Metrics [L.29.2.1; C.2.2.3.4] 
The AT&T TFS meets all KPIs, as appropriate to IP Voice Services, listed in RFP 

Section C.2.2.3.4. 

2.2.2.2 Circuit Switched Data Service [C.2.2.4-C.2.2.4.4] 
AT&T Circuit Switched Data Services (CSDS) offers agencies the interfaces and 
protocols to support existing TDM data network technology while transitioning to 
newer IP and Ethernet-based services.  CSDS is the evolution of the circuit switching 

technology from the PSTN’s Integrated Service Digital Network (ISDN) initiatives 

through the 1980s, and is used to reserve dedicated channels (i.e., circuits) for 

synchronized data transport primarily for video and file transmissions. 

2.2.2.2.1 How AT&T Will Provide the Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.2.2.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
CSDS provides agencies full duplex digital circuit switched interconnections using the 

AT&T ISDN data network. Possible data rates include single DS0 (56Kbps or 64Kbps), 

and multiple DS0 or Nx64Kbps where N=1-24. The AT&T CSDS network is an overlay 

to the AT&T long distance network that is being used to provide the Circuit Switched 

Voice Services (CSVS) Long Distance calling on EIS, allowing agencies to access both 

LD and CSDS services from a single ISDN PRI. CSDS provides capabilities to support 

data calls for circuit switched data terminal equipment, e.g., ISDN video conferencing 

equipment and can be connected to a digital PBX or I-Mux between the Data Terminal 

Equipment (DTE) and the network. Other circuit switched DTE are also supported, e.g., 

Group 4 Fax systems. AT&T’s architecture and service infrastructure for CSDS is 

depicted in Figure 2.2.2.2-1 and delineated in Table 2.2.2.2-1.  
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Figure 2.2.2.2-1. CSDS Overview.  The CSDS network traverses the PSTN and supports both switched and 
dedicated access methods. 

The circuit switched data network is built into the AT&T government specific long 

distance network. Access to the network is provided using an Access Arrangement (AA) 

or using the PIC function from a local provider. Within the network, data calls are 

switched between sites using either single or concatenated ISDN channels transported 

through the AT&T network.  
 
Table 2.2.2.2-1. CSDS Overview Description.  The CSDS is provided using standardized PSTN components, 
structures, and protocols.  

Architectural 
Components Description 

Functional Components 
5E Switching 
locations 

 Local Central Offices provide call switching to local numbers over ISDN services that are 
typically connected to PBX systems via ISDN PRI services 

4E Switching 
locations 

 The connecting point used to access the AT&T long distance and switched data network 
services 

SS7  Signal System Seven (SS7) is the North American standard for signaling, call routing and 
feature creation within the circuit switched PSTN.  For circuit switched data, the Q.931 
signaling from the ISDN access circuits is integrated into the SS7 signaling for cross 
network transport  

PIC  Preferred Interexchange Carrier allows a customer connected to a local provider’s 5E to 
select AT&T’s switched data network (AKA Switched service)  

Numbering  North American Numbering Plan (NANP) numbering provides a unique 10 digit telephone 
number to each line (commonly called a DID) 
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Architectural 
Components Description 

LNP  FCC mandated ability to move telephone number routing and support from one carrier to 
another. 

Technical Components 
ISDN PRI  A 24 channel (23 bearers plus 1 signaling) access arrangement that transports calls either 

through a 5E central office or directly to the 4E switched data network node.  
ISDN BRI  A 3 channel (2 bearers plus 1 signaling) access arrangement that transports calls through a 

5E central office to the switched data network node. 
Operational Components 
AT&T Voice NOC  The organization that monitors, maintains, and manages the AT&T circuit switched network. 

 This team is also responsible for creating and closing trouble tickets as well as dispatching 
on cases of trouble. 

PSTN   The set of TDM interconnections that seamlessly link LECs, CLECs, mobile carriers, 
international networks, satellite providers, and IXCs into one single network that is 
commonly referred to as the PSTN. 

Network Components 
5ESS and DMS 
Switches 

 Central Office (CO) switching equipment links calls from CO trunks to lines 

SS7 Signaling and 
interconnect 
Network 

 Standard signaling, call setup, feature creation, and carrier interconnect network for PSTN 
providers  

Serving Wire 
Center (SWC) 

 Access circuit termination location that interconnects to the CO line nets 

Access Circuits  Circuits from the SWC to the customer locations   

2.2.2.2.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering CSDS delivers compliant, scalable, 

reliable, and resilient service as shown in Table 2.2.2.2-2. 
Table 2.2.2.2-2. CSDS Quality of Service.  The CSDS is fully compliant and provides robust scalability, high 
reliability, and strong resilience sought by GSA and customer agencies.  

Architectural 
Components Description 

Compliance 
Service & 
Functional Req’ts 

 Meets all EIS RFP requirements as described in proposal Section 2.2.2.2.2.1  

Standards  Meets all standards, as indicated in proposal Section 2.2.2.2.2.2  
Connectivity  Meets all connectivity requirements, as indicated in Section 2.2.2.2.2.3 
Technical 
Capabilities 

 Meets all mandatory and all optional requirements as described in proposal Section 
2.2.2.2.2.4 

Features  Meets all features as indicated in Section 2.2.2.2.2.5 
Interfaces  Meets all interface requirements as indicated in proposal Section 2.2.2.2.2.6 
Performance 
Metrics 

 Meets all metrics as described in proposal Section 2.2.2.2.2.7 

Scalability 
T-Carrier Delivery  For scaling, CSDS combines digital voice/data circuits into 23 bearer channel circuits 

(over a T-1) using ISDN.  Each ISDN T-1 contains a data channel (i.e. + D) used for 
signaling (Q.931), and ISDN PRI circuits can be combined under a single data channel 
providing some circuits with an additional bearer channel for a total of 24.  

 T-1 circuits carrying ISDN PRIs can be combined into larger bundles such as a T-3 
bundle of 28 T-1s, while maintaining the integrity of the individual circuits.  
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Architectural 
Components Description 

Reliability  
NEBS Systems 
Architecture 

 Service provided using proven 5ESS and DMS telephone switching technology installed 
and maintained according to Telcordia NEBS standards.  

SS7 Five-Nines  SS7 Standards based interconnectivity to the PSTN and other carrier networks provides 
five-nines (less than 5 minutes downtime per year) or better interlinking capability  

Resilience 
Single Circuit 
Service 

 Because of the single ended, single circuit nature of the access to circuit switched data 
services, resiliency is not a CSDS strong suit.   

2.2.2.2.1.3 Service Coverage (for CBSA-Dependent Services)  
[L.29.2.1(C); M.2.1(3); C.1.3] 

See Section 1.3 for AT&T’s service coverage for CSDS.  

2.2.2.2.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.2.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
Agencies will receive circuit switched data services with the best possible security using 

AT&T security standards, mechanisms, and procedures coupled with security 

mechanisms and authentication controls found in various PSTN documents and 

specifications. Table 2.2.2.2-3 delineates additional service-specific security capabilities 

delivered to customer agencies.  
Table 2.2.2.2-3. CSDS Service-Specific Security Capabilities. 

 Capability Description 
PSTN Based 
Service 

 This service is secured as a PSTN based service that uses the closed SS7 network for 
signaling and deterministic circuit-based trunk paths for routing  

2.2.2.2.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers CSDS using the PSTN network and its architecture. See Section 1.4 for 

AT&T’s security aspects for this network architecture.  
. 

2.2.2.2.2 Technical Response for CSDS [L.29.2.1; M.2.1] 
2.2.2.2.2.1 Service Description and Functional Definition [L.29.2.1; C.2.2.4.1; 

C.2.2.4.1.1] 
Agencies will receive a CSDS solution that provides the service scope and functional 

capabilities, as delineated in Table 2.2.2.2-4 and depicted in Figure 2.2.2.2-1. 
Table 2.2.2.2-4. CSDS Service Scope and Functional Capabilities.  Agencies will receive CSDS with proven 
capability to meet service description and functional requirements.  

Solution 
Element Description 

Data Calls  Supports data calls initiated from on-net or off-net locations 
 Supports data calls to be connected to all on-net and all capable off-net locations  
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Solution 
Element Description 

 Supports data calls by direct dialing throughout the US and most of the world 
 Supports multi-channel calls 

Equipment  Digital PBX systems, Intelligent MUX, Video Conferencing Codecs, Group-4 Fax machines, PCs 
and Workstations, and ISDN PRI and ISDN BRI access arrangements.  

PSTN  Fully integrated with the PSTN for connectivity to far end switched data connections.  Service 
termination includes domestic and non-domestic locations.    

2.2.2.2.2.2 Standards [L.29.2.1; C.2.2.4.1.2; C.1.8.4] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.2.2.2.3 Connectivity [L.29.2.1; C.2.2.4.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.2.2.2.4 Technical Capabilities [L.29.2.1; C.2.2.4.1.4] 
Customer agencies receive proven CSDS that meets or exceeds all mandatory 

technical capabilities and optional technical capabilities, as applicable. All proposed 

technical capabilities are delineated in Table 2.2.2.2-5 and depicted in Figure 2.2.2.2-1. 
Table 2.2.2.2-5. CSDS Technical Capabilities.  Agencies will receive CSDS with proven capability to meet or 
exceed required technical capabilities.  

Technical Capability Meets or 
Exceeds How Delivered 

Uniform numbering 
plan 

Meets Numbering follows the NANP numbering rules for ten-digit dialable PSTN 
numbers. 
 A unique directory number is provided for all on-net government locations.  A 

local provider assigns numbering for switched assess CSDS. 
 The numbering plan uses the same uniform numbering plan that is used for 

all AT&T voice services including CSVS and IPVS as outlined in Section 
C.2.2.2.1.4 of the EIS RFP 

Authorization Codes  Meets  Authorization Codes for CSDS use the same authorization codes and 
features as the authorization codes for CSVS as outlined in EIS Section 
C.2.2.2.2 items 1 and 2, Features Authorization Codes. 

Bandwidth Meets  All calls terminating to off-net locations, will have the bandwidth (number of 
channels used) for the call limited to the channel limitations of the PSTN 
used to transport the call, whenever the requested bandwidth of the calling 
party exceeds the bandwidth capability of the receiving parties PSTN.  

Ad Hoc Use n/a  CSDS calls do not need to be pre-scheduled. 
Network Derived 
Clocking 

Meets  All network timing is provided in the access circuits and is synchronized with 
the timing of the CSDS network to allow for end to end error free data 
transport 

Data Bit Sequencing Meets  Once established, DTE transmitted sequences will be transmitted as 
data/bits transparent to ISDN Data Channel (Signaling) and will be maintain 
as transmitted data with specific bit sequence integrity. 

Dialable Payloads Meets Categories of dialable information-payload bandwidth provided by CSDS are as 
follows: 
 DS0 Category. Single channel dialable bandwidth of either 56 kbps or 64 

Kbps data rates 
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Technical Capability Meets or 
Exceeds How Delivered 

 DS1 Category. 24 channel dialable bandwidth at the 1.536 Mbps data rate 
(When NI-2 is used for multiple ISDN circuits using a single channel)  

 Multi-rate DS0 Category. The dialable bandwidth shall be NxDS0, where N= 
1 to 23 for single ISDN PRI access, and N=1 to 24 with multiple ISDN PRIs 
and NI-2 signaling  

Multi-rate Calling Meets For the Multi-rate DS0 category, the following will be provided: 
 The appropriate dialing sequence for initiating calls with different bandwidths 

(e.g. numbers of channels) 
 The transparent sequenced transport of all data/bits transmitted by the DTE 

are transparent after establishment of the connection through the dialing 
sequence 

Multi-rate DS1 
Category (Optional) 

n/a Not offered 

DS3 Category 
(Optional) 

n/a Not offered 

SONET Level-I 
Category (Optional) 

n/a Not offered 

SONET Level-II 
Category (Optional) 

n/a Not offered. 

SONET Level-III 
Category (Optional) 

n/a Not offered  
 

2.2.2.2.2.5 Features [L.29.2.1; C.2.2.4.2] 
Customer agencies will receive proven CSDS that meets or exceeds all mandatory 

features and optional features, as applicable. All proposed features are delineated in 

Table 2.2.2.2-6 and depicted in Figure 2.2.2.2-1. 
Table 2.2.2.2-6. CSDS Features.  Agencies receive CSDS with proven capability to meet or exceed the required set 
of features.  

Feature Meets or 
Exceeds How Delivered 

Dial-In Capability Meets  The service supports both toll-free numbers and traditional 10-digit PSTN 
numbers for dial-in access from off-net locations (i.e., PSTN) via ISDN access 
arrangement. Access to CSDS will be provided only after verification of the 
authorization code entered by the user.  

User-to-User 
Signaling Via ISDN 
D-Channel 

Meets  User-to-user signaling via ISDN D-channel during a call will be supported in 
accordance with ANSI T1 and ITU-TSS standards for ISDN and SS7. 

Additional Features 
 n/a  No additional features supported  

2.2.2.2.2.6 Interfaces [L.29.2.1; C.2.2.4.3] 
AT&T’s proposed approach to CSDS delivers mandatory interfaces listed in the RFP for 

this service and optional interfaces, as applicable. 

2.2.2.2.2.7 Performance Metrics [L.29.2.1; C.2.2.4.4; G.8.2] 
AT&T CSDS meets all of the KPIs listed in the RFP. 
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2.2.3 Service Area: Contact Center Service [C.1.8.1] 
2.2.3.1 Contact Center Service [L.29.2.1; M.2.1; C.2.3] 
Agencies will receive a reliable, highly secured, and flexible Contact Center Service 

(CCS). Our feature-rich portfolio can be delivered as a hosted or premises-based, 

managed or outsourced solution. AT&T has been delivering CCS for more than 

50 years to government customers. 

2.2.3.1.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.3.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The AT&T approach for delivering CCS meets all requirements as indicated in 

RFP Section C and as illustrated in Figure 2.2.3-1 and described in Table 2.2.3-1. 

 
Figure 2.2.3-1. AT&T CCS Solution. Agencies will receive a multi-channel, feature-rich  

CCS using hardware and software provided by various industry leading contact center providers. 

Our CCS solution delivers all of the PBX functionality through session border controllers 

interfacing to the PSTN, Internet, and other third-party host-based suppliers and 

outsourcers. PBX services, such as IVR and outbound dialer are delivered through the 

session manager. 
Table 2.2.3-1. AT&Ts CCS Overview Description. Agencies will receive CCS that easily integrates into their current 
environment, and/or interfaces with other third party providers and outsourcers. CCS, either host or premises based, 
allows for flexibility and scalability in a solution. 

Architectural 
Components Description 

Network Components 
Session border 
controller 

 Defends SIP signaling elements against security threats and overloads. 
 Eliminates signaling and interoperability issues. 
 Supports regulatory compliance 
 Preserves session quality under load and adverse conditions 
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Architectural 
Components Description 

 Provides access to external SIP services 
Session 
manager 

 Enables third-party PBXs and applications to work together for true vendor interoperability 
 Provides centralized management of dial plans and user profiles; agencies can also manage 

third-party systems, such as outsourced provider systems 
 Provides real-time communications anywhere in the network 
 A high availability hardware configuration is available for an additional charge. 

Operational Components 
PBX  Provides high reliability, scalability, and multi-protocol support.  

 Includes advanced mobility features, built-in conference calling, contact center applications, and 
E911 capabilities 
 Supports SIP, H.323, and many other industry standard communications protocols, enabling a 

variety of different networks, centralized voice mail, attendant operations, and a call center 
across multiple locations 
 Provides user and system management functionality, with application integration and 

extensibility to the enterprise’s communications networking 
 Offers a high availability (survivable core) configuration for an additional fee. 
 Supports a variety of devices, including SIP and H.323, as well as digital and analog devices 

ACD, multi-
channel voice, 
email, web, 
chat, SMS 

 Enables call centers to provide inbound voice, email, web chat, and SMS text messaging 
specifically designed for ease of deployment. Provides ACD functionality and CTI solutions 
 Allows customer relationship management (CRM) and multi-channel all centers to keep a 

record of caller contact and account information 
 Assigns IDs to each contact record 
 Displays list of custom contacts via agent desktop for agents  
 Provides history and status inquiry-date and time of contact for inbound and outbound 
 Records information on agent assigned and handling the inquiry 
 Records call disposition by case status, providing a status of open, closed, working, work 

status, and work codes. 
 Provides scripted responses for contact center agents in canned messages or keyword-based 

routing 
 Provides email-specific reports in real time or historical using Elite Multi-Channel reports 
 Sets up agents as omnichannel, (i.e., able to handle multiple channels of more than one media 

at a time) 
 Enables, combined with email response, to provide customers with a receive acknowledgement 

that their email has been received and will be responded to in a timely manner: 
 Can place classification and prioritization in email messages 
 Archives email session by SMS and email servers 
 Operates email media store in conjunction with Elite Multi-Channel  
 Can check against business rules, subject line, or key words within an email prior to routing 

the email to the appropriate group or agent 
 Can blend customer email inquiries with inbound/outbound calls to fill gaps between peaks 

in call traffic 
Interactive 
voice response  

 Presents callers with pre-recorded announcements where they can either enter via their keypad 
(DTMF or speech) to be directed to an agent or self-service functionality within IVR 
 Enables transactions to be recorded and reports provided by call flows/queues  
 Queries a database via the CCS portal and delivers to the caller the agency-provided 

information in a database that is either agency provided or at off-site location 
 Obtains information from one of multiple databases per agency and uses the CCS portal call-

back assist feature for customers to request a call back from either the web site or queue and 
call back at a later date or time  
 Sets up office locator database program to allow customers to enter a zip code to obtain the 

nearest agency office location based on data elements within that database. Can provide the 
customer with a series of questions to give him/her the options of two or three closest locations 
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Architectural 
Components Description 

 Performs surveys via DTMF or speech on a random basis, with results provided to the agency 
 Faxes agency forms by entering the fax number and receiving the fax at the number entered 
 Provides TTY for hearing impaired through One-X Agent. 
 Offers call-back assist for voice and web site as scheduled for immediate call back 

Speech 
recognition 
text to speech  

 Supports advanced speech recognition in English or Spanish real-time speech 
 Supports text to speech (TTS) in English and Spanish and supports “yes” and “no” and all 

spoken numerics (1-9) 
Intelligent call 
routing 

 Provides all of the segmentation technologies on one platform, allowing for a more personalized 
service for speech, video, and other multimedia interactions as part of an initial call treatment. 
Allows for caller segmentation via various media and touch points 
 Provide assisted service using the CCS portal via DTMF, speech recognition, video, graphics, 

and TTS to interact with the caller. Can also use database access, CTI integrations, and web 
services integrations to back-office systems to provide data-directed routing and customer 
history routing solutions via the application 

Management Components 
Reporting  Provides real-time and historical reports to help manage individual agents, ACD skills or splits, 

and trunk groups. Reports provided real time and updated every 30 seconds. Provides users 
with ability to immediately update information on screen by pressing the update key; historical 
data stored by hour or half-hour. Daily summary data calculated and stored for seven days. 
Reports accessed and displayed by ACD administrator from a system administration and 
management terminal.  
 Provides real-time and historical reporting without need to acquire and maintain external 

storage devices and adjunct processors 
 Provides ad hoc reports that can be run half hourly, hourly, daily, weekly, monthly, quarterly, or 

annually as needed. Reports displayed and/or printed on demand or on a scheduled basis. 
Reports of ACD statistics saved to file on a PC, or transferred from PC to a LAN server. 

System 
manager 

 Provides centralized administration of dial plans and network routing policy as well as common 
user provisioning 
 Allows IT department new tools and applications under a common management umbrella to 

manage the existing elements as a single system  

2.2.3.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our CCS approach and architecture delivers compliant, scalable, reliable, and resilient 

service as shown in Table 2.2.3-2. 
Table 2.2.3-2. CCS QoS. Agencies will receive vendor-agnostic CCS customized for each agency’s needs. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided for IRS, Department of State, and FEMA, CCS using solutions, fully compliant 
and comparable to EIS for service and functional requirements, standards, connectivity, 
technical capabilities, features, and performance metrics. Section 2.2.3.1.2 provides 
details of our proposed solution.  

Scalability 
Expandable size  Enables growth to accommodate over 100,000 agents 
Expandable feature 
set 

 Provides access to a broad range of application development tools through the 
engagement development platform 
 Enables additional feature and functionality to be added to system easily 

Reliability 
Hosted – single   Offered in a single data center design, targeting 99.999% availability 
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Architectural 
Components Description 

Hosted – dual   Offered for an additional fee in a dual data center geographic-redundant design targeting 
99.9999% availability  

Resilience 
Premises based  Offered in a customer premises location 
Active and host 
standby software 
images 

 Offered in a single data center, high-availability design, which includes active and host 
standby software images across different frames 
 Offered in a dual data center geographic-redundant design, which distributes the active and 

hot standby images across two separate AT&T data centers   

2.2.3.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
CCS is not a CBSA-dependent service. 

2.2.3.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.3.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
CCS has no service-specific requirements indicated in the RFP. 

2.2.3.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for CCS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels. 

2.2.3.1.2  Technical Response for CCS [L.29.2.1; M.2.1] 
2.2.3.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.2.3.1; C.2.2.3.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.2.3-4, and described previously in 

Section 2.2.3.1.1.1. 
Table 2.2.3-4. CCS Service Scope and Functional Capabilities. Agencies will receive a fully compliant CCS that 
supports both IP and TDM. 
Solution Element Description 
Customer service 
delivery 

 Provides services and personnel to enable agencies to deliver customer service to their 
clientele across multiple contact channels (voice, fax, email, Internet web site, SMS, and chat) 
by providing a single network call or multiple call queue. Provides end-to-end customer 
service 
 Service supports single site, multiple site, and enterprise-wide contact centers 

Network call 
queue 

 Manages multimedia customer interactions such as voice, email, web submissions, and fax 
 Provides the consistent, real-time management and distribution of multimedia calls to an 

agency contact center 
Use with other 
services 

 Used with toll-free and other network services to facilitate agency communications with 
general public, businesses, and other agencies 

Call answering 
service 

 Offers a call answering service with the call queue that enables the agency to use contractor-
provided resources to respond to caller inquiries 
 Call answering resources can be located at either agency or contractor locations 
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2.2.3.1.2.2  Standards [L.29.2.1; C.2.2.3.1.2] 
AT&T will comply with all applicable standards listed in the RFP and with other 

standards referenced by the listed standards as applicable. 

2.2.3.1.2.3  Connectivity [L.29.2.1; C.2.3.1.3] 
AT&T will comply with all connectivity instances listed in RFP. 

2.2.3.1.2.4  Technical Capabilities [L.29.2.1; C.2.3.1.4-C.2.3.1.4.4] 
Agencies will receive leading edge CCS that meets all mandatory technical capabilities. 

All proposed technical capabilities are described in Table 2.2.3-5 and described 

previously in Section 2.2.3.1.1.1. 
Table 2.2.3-5. CCS Delivery Methods Technical Capabilities. Agencies will receive hosted, premises-based, 
managed, or outsourced call management services delivered on the latest IP technologies and supported by our 
experienced CCS engineering and operations staff. Agencies will also benefit from our strategic partnerships with 
industry leading contact center vendors delivering CCS choices and the newest technologies. 

 Technical 
Capability 

Meets or 
Exceeds Description 

CCS Delivery Methods [C.2.3.1.4.1] 
1. Host-based call 

management 
service 

Meets  Provides the hardware and software required for CCS Call Management Service 
at a contractor-provided location 
 Installs, tests, and turns up hardware, software, inside wiring and power 
 Maintains, administers, and supports the platform and users 

2. Premises-based 
call management 
service 

Meets  Provides the hardware and software required for CCS Call Management Service 
to be located at an agency-provided location 
 Installs, configures, and maintains the CCS equipment  
 Maintains, administers, and supports the platform and users 

3. Premises-based 
call answering 
service 

Meets  Performs operations at an agency-provided location with AT&T personnel  
 Relies on agency to provide the work space, furniture, workstation hardware, 

software, and all necessary building utilities required for the contact center  
 Maintains, administers, and supports the platform and users 

4. Host-based call 
answering 
service 

Meets  Locates personnel and performs operations at an AT&T-provided location  
 Provides work space, furniture, workstation hardware, software, and all 

necessary building utilities for the contact center; maintains, administers, and 
supports the platform and users  

CCS Call Management Service [C.2.3.1.4.2] 
1. Network call 

queue 
Meets  Delivers functions through the ACD Multi-Channel systems 

 Allows for single or multiple call queues 
 Allows for routing and distribution of contacts/calls from multimedia channels, 

such as voice, email, or facsimile 
 Manages collecting, queuing, and the delivery of voice and non-voice work 

items, such as email and chat session  
 Provides network call queue (single or multiple) to manage via distribution of 

contacts from multimedia channels, such as voice, email, fax, and web site 
2. Intelligent call 

routing 
Meets  Delivers functions through the CCS portal:  

 Determines intelligent routing and distribution of contacts according to the 
real-time operating status of the ordering agency’s contact center(s) and its 
business rules  

 Offers use of business rules based upon parameters such as media type, 
real-time status of contact center, caller profile, call content, and agent skills 

 Offers capability to prioritize queues and contacts (calls) within a queue 
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 Technical 
Capability 

Meets or 
Exceeds Description 

3. Interoperability Meets  Supports interoperability with ordering agency’s CCS communications channels, 
such as the web site, email, voice, fax, and chat through the multichannel 
systems 

4. Interoperating 
with agency 
security 

Meets  Provides verification with the agency (via the AT&T engineering team) that the 
firewall and security is compatible with the service being delivered  

5. Service 
observation 

Meets  Supports service observation through the AT&T Work Force Optimization (WFO) 
and Quality Monitoring platform that: 
 Provides authorized personnel with capability to monitor the contact center 

service trunks, agents, and agent groups for call quality 
 Allows a supervisor to monitor complete interactions and score agents on 

their performance 
 Captures the on-screen activity of agents, such as data entry, screen 

navigation, and data retrieval, and synchronizes it with the voice record 
captured by the contact recording  

 Offers options for silent monitoring and three-way audio conferencing for 
monitoring local and remote agents and supports local and remote observers 

 Secures service observation and makes it available only to authorized 
agency-designated individuals  

6. Managing 
network queue, 
call routing, and 
profile reports 

Meets  Provides, via System Manager, centralized administration of dial plans and 
network routing while queue management is delivered through the ACD Multi-
Channel that provides: 
 Capability of the ordering agency to manage its specific network queue, call 

routing algorithms, contact center agent profiles, and reports  
 Capability for authorized agency-designated officials to perform real-time and 

scheduled changes 
 Allows supervisors to make changes to their agent queues 
 Provides audit trails and change log histories with authentication and 

password protection for authorization administrators only 
 Provides the following minimum administrative capabilities with CCS 

management system: a) an audit trail and change log history; b) 
Authentication with password protection for authorized administrators; c) 
ability to perform scheduled and real-time changes; and d) ability to view the 
agency CCS configuration  

7. Reporting Meets  Delivers reporting through (CMS; provides real-time and historical reports for all 
interactions by contact channel and agent status 
 Provides custom reports as required by the OCO 

8. Graphical real- 
time reporting 
CCS queue 
status 

Meets  Delivers graphical real-time reporting through CMSs that provide real-time and 
historical reports for all interactions (voice, email, fax, web, and chat) by contact 
channel and agent status.  
 Provides summaries and totals of the following: a) Number of inbound contacts 

(calls); b) Status of inbound contacts (calls); c) Number of contacts (calls) in 
queue; d) Length of oldest contacts (calls) in queue; e) Average queue time; f) 
Number of abandoned calls; g) Agent status and performance statistics; h) 
Service level information; and i) Number of contacts handled by workgroup or 
skill 

9. Queue status 
reporting 

Meets  Status of the caller queues is delivered through the ACD Multi-Channel system, 
and through the IVR. The system provides the capability to inform caller of 
queue status including the callers estimated wait time in queue when a queue 
threshold exceeds an agency-defined threshold.  
 Allows an agency the ability to control the recorded announcement for wait time 

and set estimated wait thresholds  
 Provides agencies the ability to change recorded announcements.  

10. Music on hold Meets  Facilitates music on hold functionality through the PBX using the music on hold 
port to automatically provide music, silence, or tone to a caller  
 Enables music to be provided by the agency or AT&T as needed  
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 Technical 
Capability 

Meets or 
Exceeds Description 

11. Terminal devices Meets  Supplies through AT&T and our partners; includes various models of terminal 
devices (e.g., phones, IP phones, softphones available) 
 Provides terminals with the capability to support caller ID and an optional 

name/message display 
12. Contact center 

closing/ 
announcements 

Meets  Provides the capability for contact center closing/announcement (e.g., scheduled 
holidays, unplanned closings, outside of normal business hours, and closings for 
maintenance activities) 

CCS Call Answering Service [C.2.3.1.4.3; C.2.3.1.4.4] 
1. Contact center 

operation 
Meets  Conducts initial assessment of contact center requirements using a combination 

of AT&T in-house solutions and external partners and vendors. Determines the 
customized solution that best fits the needs of the agency through a joint 
decision with the requesting agency. 
 Delivers the following functions through internal consultants, engineering, 

technicians, specialists, or third-party partners: network services, technology, 
personnel, business process and workflows, training, and reporting to respond 
to caller inquiries.  

2. Call answering 
service 

Meets  Delivers the following through a combination of AT&T in-house resources and 
experienced external partners and vendors:  
 Receive, manage, and accurately respond to caller inquiries received during 

operational hours and during non-operational hours and holidays according 
to the ordering agency’s needs 

 Interoperate with the ordering agencies’ back-office systems or databases to 
deliver the specified customer service functions at the agreed-upon 
performance levels 

 Provide resources, processes, and technology to reasonably accommodate 
inquiries from callers that may have foreign language requirements, or callers 
with disabilities 

 Scales, in crisis or high-priority situations, and increases staff using in-house or 
external vendor resources; external partners selected based on specific 
requirements for call answering services, operational and training procedures, 
and past performance metrics for relevant agency programs. Quantification of 
scaling depends on partner selected on a TO basis. 

3. CCS resources Meets  Uses various partners and vendors to provide call answering resources 
CCS Call Answering Resources Table [C.2.3.1.4.4] 
1. Basic call 

answering 
Meets  Provides the following services through internal AT&T and/or external partner 

platforms:  
1. Receives inbound calls and responds to caller 
2. Question callers to obtain full understanding of what information is being 

requested 
2. Document all customer contacts 
3. Follow contact center operational procedures 
4. Answer calls using staff with English language proficiency 
 Selects external partners based on specific requirements for call answering 

services; considers vendors’ operational and training procedures as well as past 
performance metrics for relevant agency programs during the selection process.  

2.2.3.1.2.5  Features [L.29.2.1; C.2.3.1.5] 
Agencies will receive established CCS that meets or exceeds all mandatory features 

and offers an additional feature not included in the RFP. All proposed features are 

described in Table 2.2.3-6, and described previously in Section 2.2.3.1.1.1. 
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Table 2.2.3-6. CCS Features. Agencies will receive services that meet or exceed required technical capabilities. All 
these requirements are standard CCS offerings and are provided by AT&T for other government agencies today. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. Call recording 

and 
monitoring 

Meets  Consists of WFO or other third-party call recording and monitoring systems 
 Captures digitally and records the date, time, duration, caller ID information, 

dialogue, and identity of the agent handling the call for all media 
 Provides the capability to archive calls and retrieve these calls by date, time, 

agent, content, contact channel, or identity of the caller  
 Provides following capabilities: 

1. Archives recordings  
2. Plays back recordings 
3. Provides the capability for the 

recording of an agent to be 
activated and deactivated on 
demand 

4. Remote monitoring and playback 
5. Reporting (management and 

administrative) 

6. Programmable scheduled and random 
call recording 

7. Selective recording (based on 
business rules) 

8. Supports free seating 
9. Total and random recording of all calls 
10. Converts call recordings to .wav or 

mp3 file format 

 Provides the capability for evaluating and scoring calls and performing random call 
quality reviews 

2. Collaborative 
browsing 

Meets  Allows bi-directional sharing of web pages between the contract center agent and 
the caller through the engagement development platform or other third-party ACD 
multimedia platforms 
 Enables a caller to request a co-browse session with a contact center agent  
 Agent has the capability to highlight text and scroll the browser screen to a 

specific section of a web page 
 Agent has capability to push a web page to the caller and vice-versa  
 Agent has the capability to transfer control of a collaborative browsing session 

to another agent and log all collaborative interactions between the agent and 
caller 

 Provides the ability to mask fields and inputs of private/sensitive information 
 Supports the following operating systems: Windows, Linux, Mac OS, and others 

with no known restrictions on browsers supported 
 Provide the ability to mask fields and inputs of private/sensitive information 

3. Computer 
telephony 
integration 

Meets  Allows for customer screen pops from the IVR to the agent desktop through 
application enablement services or other third-party ACD multimedia platforms 
 Provides backwards compatibility for APIs — legacy-current-future application 

needs 
 Provides capability to enable transfer of caller information and agency-specified 

data between AT&T and agency-specified systems simultaneously with the 
associated inbound contact channel (call) 
 Enables features supporting a range of agency applications, such as screen 

pop/splash, intelligent routing, third-party call control, keyboard dialing, enhanced 
reporting, and multi-channel call blending solutions  

4. Customer 
contact 
application 

Meets  Uses ACD Multi-Channel systems — such as Elite Multi-Channel — in conjunction 
with the customer’s CRM application, to assign an ID of each contact record via 
the agent desktop. IDs are then checked against a list of previous customer 
contacts and CRM to ensure that the agents have the context to serve the 
customer. 
 Provides an application to track, document, and manage the CCS customer 

contacts across multiple contact channels, delivering the following capabilities: 
1. Record caller contact information 
2. Record caller account information 
3. Record caller contact history and 

status of inquiry 

6. Record call disposition 
7. Record agent handling the inquiry 
8. Assign and escalate inquiries according 

to business rules  
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# Feature Meets or 
Exceeds Description 

4. Record nature of the inquiry 
5. Record date and time of the 

contact 

9. Assign a unique case or record number 
to each inquiry 

 Provides the capability to create and provide scripted responses for agents, and to 
provide summary and detailed management reports 

5. Email 
response 
management 

Meets  Uses ACD Multi-Channel systems, such as Elite Multi-Channel, that enables 
agents to be set up as “omnichannel” and handle email response.  
 Provides following minimum capabilities:  

1. Auto response  
2. Automatic acknowledgement 
3. Email classification and 

prioritization 
4. Email routing based upon business 

rules 
5. Filtering capability 

6. Content analysis and knowledge base 
for suggested and personalized 
responses 

7. Management reports 
8. Multiple language support  

(English and Spanish) 
9. Real-time exception reports 

 Support the ordering agency’s email application to interface with ERM application 
 Provides and assigns a tracking ID to each email and routes email communication 

according to agency-specified business rules 
6. Interactive 

voice 
response 
(IVR) 

Meets  Delivers IVR systems, such as Experience Portal, that provide a standards-based 
IVR for voice and multichannel self-service solutions to allow callers to receive 
information based upon input from (a) telephone DTMF key pad entries or (b) 
speech recognition, via the experience portal or other internal or third-party IVR 
services (IVRS) providers  
1. Provides pre-recorded announcement messages with the ability for caller to opt 

out during the announcement. Plays from the beginning for each caller in U.S. 
English, US Spanish, or other foreign languages 

2. Provides the ability to leave caller information via telephone DTMF keypad 
signal or speech 

3. Provides the ability to retrieve caller-entered DTMF or speech messages 
4. Provides details of what each caller selected within the IVR; allows for 

recorded voice files and DTMF data for each call. Reports provided for English 
and Spanish speaking callers.  

5. Provides the ability for database queries that deliver agency-provided 
information to the caller; provides a default routing or message if the database 
is unavailable 

6. Allows callers to hear and verify their names and addresses in an agency-
provided name and address database after the caller has entered his or her 
telephone number via DTMF, or based on the caller’s ANI (text to speech) 

7. Supports speech recognition as a valid caller input, including spoken numeric 
digits as well as yes and no; supports English and Spanish language; accepts 
and processes a minimum of 95% of speech response; unaccepted speech 
responses routed to default location as designated by ordering agency 

7. Provides the capability to perform surveys to IVR callers; provided to all or at 
random, with results provided electronically to the ordering agency  

9. Provides “fax back”, or equivalent, that permits callers to retrieve agency-
specific documents or forms within one hour of initial call, and retry minimum of 
13 attempts over a six-hour timeframe. Includes an option for a cover sheet 

10. Transfers caller’s IVR selection information to agency if requested 
11. Configures IVR capacity such that the application answers a call within 3 ring 

cycles for 99 % of the offered call volume, measured on hourly basis 
12. Provides features within the IVR to individuals who are hearing impaired or 

have speech disabilities; provided via electronic means in Baudot and 
ASCII/TTY code formats  

13. Provides summary reporting that provides caller, average call duration, caller 
opt out (transfer), and disposition of the calls within the IVR application on a 
daily, weekly, and monthly basis 

14. Make available upon request any IVR reports that are available with equivalent 
commercial offerings 
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# Feature Meets or 
Exceeds Description 

7. IVR – 
Agency-based 
Database  
(host connect) 

Meets  Use the host connect feature of the IVR to provide the ability to route calls or 
provide information based upon a database query(s) of information provided by 
querying a database located at the ordering agency premises; directs queries to a 
single, redundant, or multiple databases, depending on need; provided via 
experience portal or other internal or third-party IVRS providers 
 Provides and implements the appropriate interface and connectivity for the IVR 

application to successfully query and access the ordering agency’s databases  
 Provides IVR caller the capability to retrieve, review, and modify information 

located on the agency based database, mainframe, or server-based relational 
database, based upon the ordering agency’s needs 
 Uses, within CCS system, an agency defined default routing plan if the database 

does not respond to the network query within 250 milliseconds 
8. Reserved   No response 
9. IVR – Speech 

recognition 
Meets  Uses speech recognition applications, such as the experience portal, to provide 

natural speech recognition for IVR applications the ability to recognize spoken 
vocabulary, digits, zip codes, credit card numbers, credit card expiration dates, 
account numbers, and alphanumeric characters/numbers, via experience portal or 
other internal third-party speech recognition providers 
 Provides at a minimum natural speech recognition capabilities and vocabularies for 

both English (American) and Spanish (American) dialects, achieving minimum 
accuracy threshold of 95%. 

10. Language 
interpretation 
service 

Meets  Provides on-demand, for three-way conferencing with the contact center agent 
interpreter and foreign language caller for interpretation services between the 
caller’s foreign language and English, and vice versa, for Spanish and up to 162 
languages that include Polish, Russian, German, and Cantonese).  
 Provides the following minimum language interpretation service capabilities:  

1. Available 24x7  
2. Accessible via a toll-free number 
3. Identifies the foreign language of the caller  
4. Provides an appropriate interpreter within one minute of the request 
5. Provides management reports identifying the date, time, duration, interpreter, 

and identity of the agent requesting the service 
11. Outbound 

dialer 
Meets  Provides the capability for automated outbound dialing, with the capability to 

support either centralized or distributed contact center environments, according to 
the ordering agency’s needs; provided via applications such as Proactive Outreach 
Manager (POM) 
 Provides the following dialer capabilities through a vendor service:  

1. Automatically initiates domestic and non-domestic outbound calls 
2. Provides call conferencing and call transfer capability 
3. Provides predictive dialing and captures real-time statistics from the call queue 

and automatically adjusts the outbound dialing frequency according to agency-
defined service level parameters 

4. Provides preview dialing and allows agents to preview the customer record prior 
to an outbound call being initiated, allowing the agent to cancel the call if 
required  

5. Receives and manages inbound calls  
6. Supports agent blending, (i.e., the integration of outbound and inbound call 

handling to determine how to best use agent resources 
7. Supports service observation 
 Provides reporting with comprehensive historical, real-time management and 

exception reports  
12. Text chat  

(web chat) 
Meets  Allows agents to be set up as omnichannel and handle multiple text chat; from 

providers such as Elite Multi-Channel  
 Provides the ability to enable the contact center agents to engage in real-time text 

chat with callers directed from its web site  
 Provides the following minimum text chat capabilities: 
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# Feature Meets or 
Exceeds Description 

1. Archives text chat sessions  
2. Allows agents to manage multiple 

text chat sessions 
3. Allows file transfers 
4. Views the active web page the text 

chat caller is on 

5. Provides a log of text chat sessions  
6. Provides an automatic spell check 

and grammar check option that is 
enabled when typing in an active 
session  

7. Supervisor chat monitoring 
13. Web call back Meets  Provide customers the ability to request a call back either from the web site or the 

queue, with the call returned immediately or at a later time; provided through ACD 
Multi-Channel applications, such as Experience Portals Call Back Assist 
 Provides the capability for a customer to request a call back by filling out a form on 

agency’s web site 
 Bases the call back algorithm upon the availability of a contact center agent 
 Automatically distributes the call back request to most appropriate agent based 

upon availability of an agent 
14. Web call 

through 
Meets  ACD Multi-Channel providers such as Elite Multi-Channel provide the capability to 

enable customers to select call through via he agency’s web site and 
simultaneously have a voice conversation with a contact center agent  

15. Workforce 
management 

Meets  Provide WFM applications such as WFO that enable forecasting of agents by 
agent skills and skill levels  
 Provides a WFM system that automates forecasting and scheduling calculations 

based upon real-time and historical contact center data  
 Provides the capability for agencies to effectively schedule resources, accurately 

forecast call volumes, and analyze/review performance statistics for single or 
multiple sites and blended applications 
 Provides the following minimum workforce management capabilities: 

1. Forecasts staffing needs, including agent skills, skill levels, and shifts 
2. Forecasts contact volumes and workload overall call volumes by contact 

channel 
3. Provides agent scheduling and optimizes agent schedules by shift and skill 

16. Virtual queue Meets  Provides capability whereby callers can choose to remain waiting on-line for an 
attendant or receive a call back in turn.  

2.2.3.1.2.6  Interfaces [L.29.2.1; C.2.3.1.6] 
AT&T CCS is compatible with the interfaces referenced in RFP Section C.2.3.1.6, as 

applicable. 

2.2.3.1.2.7  Performance Metrics [L.29.2.1; C.2.3.1.7] 
The AT&T CCS meets all KPIs listed in RFP Section C.2.3.1.7. 

2.2.4 Service Area: Colocated Hosting Service [C.2.4] 
2.2.4.1 Data Center Service/Colocated Hosting Service  

[L.29.2.1; M.2.1; C.1.8.1; C.2.4] 
Agencies will receive a reliable, highly secured, 

scalable, and globally available Colocated 

Hosting Service (CHS), also referred to as Data 

Center Service in RFP Section C.1.8.1, offering 

connectivity to a high-availability IP-backbone 

Industry Accolades for AT&T CHS 
“With a long history in the hosting market, 
AT&T has built up skill sets in delivering a 
broad array of outsourced services, including 
data center colocation, managed hosting, 
cloud computing, and storage, and complex 
application management. In addition AT&T’s 
portfolio of 38 data centers worldwide — 
connected to the company's global backbone 
network — is well-suited to global clients that 
have complex needs.” 
Gartner, Vendor Rating: AT&T, July 22, 2015 
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network, and an extensive hosting service portfolio, which AT&T currently delivers 

successfully to agencies under Networx and other federal contract vehicles. 

2.2.4.1.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.4.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The proposed AT&T CHS solution will enable agencies to secure their own equipment 

in racks and cages within an AT&T IDC. Agencies will receive layered and redundant 

systems, including power, physical and logical security, air conditioning, smoke 

detection, and fire suppression. CHS also interconnects to the AT&T highly available IP 

backbone via high-speed connections and provides global connectivity through 

extensive private peering arrangements with other ISPs, allowing users ubiquitous 

access to agency-hosted applications from any Internet connection. 

The AT&T proposed architecture and services meet EIS service requirements as shown 

in Figure 2.2.4-1 and Table 2.2.4-1. 

 
Figure 2.2.4-1. CHS Overview. Agencies can access the offered service  

elements to create a high-availability, secured CHS.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 164 

 

Table 2.2.4-1. CHS Overview Description. From more than 10 years of experience providing CHS to the 
Government, the CHS components evolve by integrating technologies that provide and protect agency services. 

Architectural 
Components Description 

Functional Components 
Functional definition  Provides agencies with a secured location for their GFP, including cages and racks, and 

site surveillance. 
 Defines agency TO requirements for Internet and other dedicated connection speeds, 

physical space in the IDC, and maintenance and operational support 
CHS facility access  Provides 24/7 access by agencies to their hosted space 
CHS facility utility 
infrastructure 

 Provides redundant power to GFP; dual power feed circuits to all GFP hosted space 
 Provides a redundant power architecture described in Table 2.2.4-4 
 Provides Very Early Smoke Detection Apparatus (VESDA) and conventional smoke 

detectors for smoke detection apparatus 
 Provides a non-corrosive, multi-zone, pre-action, dry pipe fire suppression system 
 Provides cooling and ventilation systems as described in Table 2.2.4-4 

Technical Components 
Comprehensive 
physical security 
measures 

 Implements a multi-layered physical security approach: 
 24x7 security guard 
 Person-trap doors 

 Biometric readers 
 Electronic badges 

Logical security  Provides MSS as add-on protection for agency CHS subscription: 
 Network-based/Host-based 

intrusion detection 
 Firewall  

 Anti-virus protection 
 Vulnerability protection service 
 Multi-factor authentication 

Operational Components 
Hosting infrastructure 
monitoring and 
management 

 Provides hosting infrastructure monitoring and management, protecting agency GFP and 
applications from unforeseen outages via redundant NOCs 

Network Components 
Connectivity to tier 1 
internet service 
providers  

 Provides facilities-based IDCs with redundant, high-speed interconnections to AT&T 
highly available IP backbone and high-speed interconnections to leading Tier 1 ISPs, 
providing agencies highly-available access to agency resources hosted in CHS facilities  

2.2.4.1.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our CHS approach and architecture delivers compliant, scalable, reliable, and resilient 

service as shown in Table 2.2.4-2. 
Table 2.2.4-2. CHS QoS. CHS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. Service quality is demonstrated through our experience providing CHS to 
eight cabinet-level agencies on the GSA Networx contract. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provides CHS for SSA, Department of the Treasury, and DISA using fully compliant 
solutions for activities comparable to EIS for service and functional requirements, standards, 
connectivity, technical capabilities, features, interfaces, and performance metrics. 
Section 2.2.4.1.2.4 provides details of our proposed solution. 

Scalability 
Meeting demand  
for growth 

 Remains abreast of expansion demands of an agency, either domestically or globally, by 
increasing worldwide capacity beyond its current 38 global IDC locations (including 23 
CONUS locations, as well as six locations in Europe and nine locations in Asia/Pacific 
region)  

Service flexibility  Provides agencies with the capability to subscribe to additional space and power to augment 
their current CHS environment transitions from old to new applications 
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Architectural 
Components Description 

Reliability  
Performance 
metrics 

 Inherits CHS performance metrics beyond required KPIs per RFP Section C.2.4.5.1, 
specifically power and HVAC availability at 99.999% 

Network availability  Meets the Internet Availability KPI of 99.99%, per RFP Section C.2.4.5.1 
Resilience 
IDC architecture  Achieves maximum uptime in an AT&T hosting based on N+1 redundancy of IDC hardware 

and connectivity 
 Provides two or more gigabit enterprise routers for each CHS IDC, as shown in 

Figure 2.2.4-2, to transmit and receive data over dual OC-48 connections to our core 
Internet backbone routers 
 Provides dual, redundant layer 3 aggregation switches behind the gigabit enterprise routers 

are dual, redundant layer 3 aggregation switches 
 Interconnects aggregation switches on a main distribution frame and provides hardware-

based layer 2/3/4 switching, redundancy, over 2,000,000 Border Gateway Protocol 
Version 4 (BGP4) routes, and POSIP.  

 
Figure 2.2.4-2. IDC Architecture. Agency applications achieve maximum 

uptime through full redundancy and carrier-class hardware from leading vendors.  

2.2.4.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
CHS is not a CBSA-dependent service. 

2.2.4.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.4.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
CHS has no service-specific requirements indicated in the RFP. 

2.2.4.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for CHS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 166 

 

2.2.4.1.2  Technical Response for DCS/CHS [L.29.2.1; M.2.1] 
2.2.4.1.2.1  Service Description and Functional Definition [L.29.2.1; C.2.4.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.4-4, and described previously in 
Section 2.2.4.1.1.1. 
Table 2.2.4-4. CHS Service Scope and Functional Capabilities. Agencies will receive services that are fully 
compliant with the service description and functional requirements. 
# Solution Element Description 
1. Functional 

definition 
 Provides agencies with a secured location for their GFP, including cages and racks, and site 

surveillance 
 Defines the following through agency TOs: 
 Internet and other dedicated connection speeds, including: PLS, ETS, and total service 

— Plain Old Telephone service (POTS) 
 Cross-connect cabling, including copper, coax, and fiber 
 Space requirements 
 Maintenance and operational support: agencies short on staff can allow on-site AT&T 

technicians to perform tasks on agency GFP, including periodic hardware check (PING), 
host administrative tasks (Remote Hands), and/or storage media changes 

 Operates and staffs all IDCs with a security guard 24x7, allowing agency personnel 24x7 
access to leased space and GFP 

2. Redundant and 
highly available 
power to GFP 

 Supplies all agency GFP space with dual feed power circuits, providing agencies with 
redundant power supplies resulting in 99.999% power availability 

3. Redundant 
uninterruptible 
power supplies 

 Deploys redundant power architecture within each IDC, providing high availability for 
agency GFP and hosted applications by: 
 Power Handling: IDCs designed for a power rating of 90+ watts of power per square 

foot 
 Customer Power: IDCs supply dual power supply feeds to each customer 

rack/cage/cabinet for the subscribed amount of wattage and amperage 
 Diesel Power Generation: IDCs have a minimum of N+1 redundancy for diesel 

generators. In the event of commercial power loss, there is a seamless transition to 
generator power 

 On-site Fuel Reserves: Diesel fuel stored on site with an availability for the data 
centers to operate at full load on generator power for at least 48 consecutive hours 

 Conditioned Power: UPS systems eliminate spikes, sags, surges, transients, and all 
other over/under voltage and frequency conditions, providing clean power to connected 
critical loads 

 Power Distribution Units (PDU): Bring power to the remote power panels (RPP) in 
each cage or area 

 Remote Power Panels (RPPs): Bring power from the PDU to cage or cabinet. AT&T 
IDCs are able to provide power and flexibility when installing equipment with special 
power requirements 

 Grounding Architecture: All conductive materials are connected to master ground ring 
4. Smoke detection  Provides smoke detection that will protect agency GFP from smoke and fire damage, as 

follows: 
 IDCs use a state-of-the-art VESDA smoke detection and alarm system, which is 

considered 100 times more sensitive than conventional, passive fire detection systems 
 Conventional smoke detectors are also used and grouped into zones 

5. Fire suppression  Provides fire suppression systems that protect agency GFP from smoke and fire damage as 
follows: 
 Data centers incorporate non-corrosive, pre-action dry pipe fire suppression systems 
 When one or more detectors in different zones detect smoke, the fire alarm panel opens 

the deluge valve to fill the sprinkler piping with water 
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# Solution Element Description 
 In case of an actual fire, the seal on the sprinkler heads will melt and discharge water on 

the affected area; water will not be discharged in unaffected areas 
6. Cooling and 

ventilation 
 Provides optimal operating conditions and protects IDCs from malfunctions due to 

overheating with redundant Computer Room Air Conditioning (CRAC) systems, featuring: : 
 Cooling towers and tanks supply water to chillers or plate heat exchangers 
 Chillers or plate heat exchangers chill-supplied water down to 55°F 
 Water pumps deliver the chilled water to pipes that travel under the raised floor to CRAC 

units 
 Chilled water inside the coil system cools air that is distributed under the raised floor and 

then up through vented floor tile; CRAC units are configured in N+1 redundancy 
2.2.4.1.2.2  Standards [L.29.2.1; C.2.4.2] 
AT&T will comply with all standards listed in the RFP including those listed above and 

with other standards referenced by the listed standards as applicable. 

2.2.4.1.2.3  Connectivity [L.29.2.1; C.2.4.3] 
AT&T will provide external connectivity as required in accordance with the TO. 

2.2.4.1.2.4  Technical Capabilities [L.29.2.1; C.2.4.4] 
Agencies will receive CHS that meets all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.4-5, and described previously in 

Section 2.2.4.1.1.1. 
Table 2.2.4-5. CHS Technical Capabilities. Agencies will receive services meeting EIS RFP required capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. a) Damage or injury 
to persons or 
property 

Meets  Applies the AT&T master agreement that covers responsibility for all damage 
or injury to persons or property occasioned through the use, maintenance, 
management, and operation of AT&T facilities, GFP, or other equipment by, or 
by the action of AT&T or its employees and agents, allowing agency users to 
work within an AT&T IDC, free from liability and indemnity 

b) Pre-delivery 
preparations 

Meets  Stores items delivered to the data center for up to seven days for any 
necessary pre-delivery to temporarily or permanently accommodate GFP in 
safe and secure manner  

c) GFP relocation Meets  Saves agency time and labor by relocating GFP from initial receiving points or 
temporary storage facilities to the final facility and installation site  
 Informs agency representatives to make arrangements with their shipper for 

inside delivery of large items 
d) Final installation 

site preparation 
Meets  Uses AT&T IDC personnel to prepare the final installation site, including 

provisioning of necessary physical space, environmental systems, and 
network connectivity on a 24X7 basis or alternate mutual agreement for 
services listed in RFP Section C.2.4.4 (1)(d) 

e) Facilitate GFP 
setup 

Meets  Offers contracting with AT&T professional services teams to provide GFP 
setup services listed in RFP Section C.2.4.4 (1)(e), on behalf of an agency, 
allowing agencies to save on time and labor 

f) Contractor 
personnel 
requirements 

Meets  Provides AT&T personnel with all qualifications listed in RFP Section C.2.4.4 
(1)(f), enabling agency time and labor savings via contractor personnel to 
receive, use, maintain, manage, operate, package, transport, or ship sensitive 
and secure GFP 

2. Authorized access 
to GFP 

Meets  Provides access to GFP for authorized government personnel and third 
parties, saving agencies time from attending training or following specific 
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# Technical 
Capability 

Meets or 
Exceeds Description 

protocols, at specified times and in certain locations, or as mutually agreed 
between the government and contractor 
 Requires that government personnel conform to the AT&T Acceptable Use 

Policy (AUP) in effect at the specified IDC, except where the AUP conflicts 
with government policy, or other government executive orders, regulations or 
laws 

3. Facility and 
equipment remote 
monitoring 

Meets  Offers a network connection to agency equipment, allowing agency users to 
remotely monitor their equipment in real time; alternatively, agencies can 
subscribe to the NOC option, per proposal Section 2.1.3.1.2.5  

4. Facility and 
communication 
error alarms 

Meets  Offers agencies a subscription to the NOC option, per proposal 
Section 2.1.3.1.2.5, which provides a link into a real-time facility and 
communication failure alarms within their colocated hosting space 

5. Colocated hosting 
space status and 
logs 

Meets  Offers agencies a subscription to the NOC option, per proposal 
Section 2.1.3.1.2.5, which will provide status of systems listed in RFP 
Section C.2.4.4(5) 
 Offers agencies entry/exit logs for an site ID upon request  

2.2.4.1.2.5 Features [L.29.2.1; C.2.4.5] 
Agencies will receive CHS that meets all mandatory features. All proposed features are 

described in Table 2.2.4-6, and described previously in Section 2.2.4.1.1.1. 
Table 2.2.4-6. CHS Features. Agencies will services that meet the required feature. Our proposed feature is 
available in secured CHS facilities with an additional government-only facility currently under construction. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Provide CHS in an 
ICD 705 SCIF 

Meets  Uses AT&T technical architects to design and assist in the buildout of secured 
CHS space in a SCIF based on specific requirements defined in an agency TO 
 Works with agency representatives to certify the CHS SCIF space to ICD 705 

and any additional agency directives  

2.2.4.1.2.6  Interfaces [L.29.2.1] 
The RFP identifies no required interfaces for CHS. 

2.2.4.1.2.7 Performance Metrics [L.29.2.1; C.2.4.5.1] 
The AT&T CHS meets all KPIs listed in RFP Section C.2.4.5.1. 

2.2.5 Service Area: Cloud Service [C.2.5] 
Agencies will benefit from AT&T Cloud Services that rapidly respond to changing 

business and operational requirements with accredited cloud services that allow federal 

IT organizations to meet mandates, drive efficiencies, and increase innovation for 

mission-critical applications. 

Coupled with the AT&T network platform, we deliver an ecosystem of CSP offerings to 

the federal government in a seamless, secured, and flexible manner capable of meeting 

the required deployment models and essential cloud characteristics. Table 2.2.5-1 

illustrates how GSA will receive from leading CSPs, such as IBM, federal market cloud 
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services that span the full range of essential characteristics required by NIST SP 800-

145. Our cloud solutions support all four deployment models indicated in RFP 

Section C.2.5: Private Cloud, Community Cloud, Public Cloud, and Hybrid Cloud. 

Figure 2.2.5-1 depicts our comprehensive portfolio of cloud services, including our 

current offer of IaaS and CDNS. In both our current offer and future offers, we will 

provide the government with an end-to-end solution to integrate new cloud services with 

existing technology, including highly secured network connectivity, for a smooth and 

efficient transition to the cloud. 

Table 2.2.5-1. Cloud Essential Characteristics. Cloud services in the AT&T ecosystem offer essential features. 
Essential Characteristic Description 

On-demand self service  Select and provision services with role-based access control using a 508-compliant 
web portal or APIs  

Broad network access  Provides access to network-enabled services using a wide variety of mobile devices 
and modern Internet browsers  

Location independent 
resource pooling 

 Rapidly provisions and releases services from a shared pool of configurable resources 

Rapid elasticity  Quickly scales services up or down to meet seasonal or unpredictable demand 
Measured service  Optimizes resource use with usage-based billing and chargeback reporting 
Security   Provides FedRAMP authorized cloud services  
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Figure 2.2.5-1. AT&T Current and Future Portfolio of Cloud Services Enables Transition to Cloud for Varying 
IT Needs. AT&T provides a single-source, fully accountable solution of multiple industry-leading and compliant cloud 
services with automation, orchestration, and management controls for a smooth and efficient migration to the cloud.  

Agencies may elect to use, for an additional charge, our innovative capability to connect 

to any cloud service in the AT&T ecosystem through the AT&T NetBond® service, a 

flexible, simple, and secured connection to CSPs. This service allows near real-time 

bandwidth adjustment and end-to-end security features to meet the dynamic 

requirements of modern applications. Agencies will be able to access the broadest 

choice of compliant and feature-rich cloud services from the AT&T ecosystem to meet a 

wide range of application requirements. 
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2.2.5.1  Infrastructure as a Service [L.29.2.1; M.2.1; C.2.5.1] 
With IaaS as an extension of an advanced, 

highly secured network, agencies will be able 

to manage operating costs, protect information, 

and speed business processes with agile, 

innovative, and compliant cloud-based 

technology to support both on-site and off-site 

needs for infrastructure on demand. 

2.2.5.1.1  How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.2.5.1.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
To enable agencies to rapidly reconfigure IT in response to opportunities and threats, 

the AT&T ecosystem of cloud services includes several offerings for Private Cloud infra-

structure as a service (IaaS) and Data Center Augmentation with Common IT Service 

Management (ITSM). Because a single cloud platform cannot suit the needs of all 

applications, the AT&T ecosystem, including the powerful AT&T network and its security 

services, offers IaaS connectivity 

to leading industry providers such 

as IBM Soft-Layer for applications 

at all levels of complexity. The 

proposed AT&T architecture and 

services meet EIS service 

requirements as shown in 

Figure 2.2.5-2 and in 

Table 2.2.5-2. 
Table 2.2.5-2. IaaS Overview Description. IaaS cloud services, a robust ecosystem that supports connection to 
multiple leading cloud services, repeatedly earns high analyst ratings and is FedRAMP compliant. 

Architectural 
Components Cloud Services 

IaaS 
Private cloud and 
network storage 

 Provided by IBM SoftLayer  

Backup  Provided by AT&T Cloud Storage – Government 
Disaster recovery/ 
continuity of 
operations  

 Offers comprehensive protection for complex IT architectures with a mix of hypervisors 
and physical assets 
 Accelerates disaster recover (DR) without incurring the infrastructure expense of a second 

physical site 

Our IaaS Partners Ranked 
as Leaders by Analysts 

 Gartner evaluates IBM (SoftLayer) as a 
Visionary (Gartner, Magic Quadrant for Cloud 
Infrastructure as a Service Worldwide, 
May 2015) 
 IDC evaluates IBM as a Leader (IDC 

MarketScape, U.S. Government Private Cloud 
IaaS, 2014)  
 Forrester evaluates IBM as a Strong Performer 

(Forrester Wave, Enterprise Public Cloud 
Platforms, Q4 2014) 

 
Figure 2.2.5-2. Cloud Services Security. Our security services, 

bundled with IaaS services from CSPs, enable agencies to  
deploy consistent policies across cloud services. 
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Architectural 
Components Cloud Services 

 Supports many popular DR architectures, from pilot light environments ready to scale up 
at a moment’s notice to hot standby environments that enable rapid failover 

Web hosting  Extends online presence with web site solutions that enable a highly secured and 
dependable online presence with domain registration, eCommerce, marketing tools, and 
web analytics  

IT Service Management (ITSM) 
Data center 
augmentation with 
common ITSM 

 Integrates self-service provisioning workflow and configuration management systems to 
enable: 
 Management of the performance, capacity, and configuration of software defined data 

centers (SDDC), heterogeneous environments, (multi-hypervisor, physical) and hybrid 
clouds 

 Collection and analysis of unstructured performance data/logs 
 Automated provisioning of infrastructure services and platform services from a service 

catalog 
 Detailed price comparison of cloud environments 
 Access, management, and provisioning through a simple and intuitive web-based or 

mobile application user interface that permits:  
o Full life cycle management of all cloud resources, from deploying new cloud 

services and applications to monitoring the health of all services and applications  
o Monitoring resource use, including central processing unit (CPU) use and disk 

input/output (I/O) metrics; monitors applications and resources through customer-
defined, custom metrics.  

o Configuration of alarms and alerts  
Network Connectivity 
Internet  Enables connecting cloud services to the Internet.  
AT&T MPLS VPN 
with AT&T NetBond 

 Provides highly secured virtual connections to an agency’s chosen cloud provider through 
the AT&T VPN to enable fast delivery of business applications 

Private VPN  Connects cloud services to private networks using dedicated hardware for MPLS VPN or 
virtual IPSec connections   

2.2.5.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering IaaS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.5-3. 
Table 2.2.5-3. IaaS QoS. IaaS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. Service quality is demonstrated by analyst evaluations and through the 
corroboration of continuous monitoring and assessment and authorization of the FedRAMP process. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided IaaS to an intelligence agency using solutions in full compliance with customer’s 
requirements comparable to EIS for service and functional requirements, standards, 
connectivity, technical capabilities, features, interfaces, and performance metrics. 
Section 2.2.5.1.2 provides details of our proposed solution. 

Scalability 
Capacity management  Forecasts capacity requirements to provide enough excess capacity on a continuing basis 
On-demand resources  Provides scalable resources to meet seasonal and unpredicted demand  
Automation  Uses APIs to increase or decrease resources in the subscribed platforms dynamically, 

based on demand 
Reliability  
Infrastructure design  Incorporates industry-leading, best of breed technologies  
Automation  Ranked as a leader and visionary in the above-mentioned Gartner Magic Quadrant, which 

“strongly emphasizes self-service and automation in a standardized environment.” 
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Architectural 
Components Description 

Resilience 
Infrastructure design  Incorporates redundant, self-healing infrastructure  
Monitoring  Reduces outages with architecture and operational processes 

 Addresses issues with minimal delay, with automated trouble ticketing and escalations 
Flexibility  Quickly transitions workloads to maintain application availability 

 Reduces service disruption with event-driven triggers   

2.2.5.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
IaaS is not a CBSA-dependent service. 

2.2.5.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.5.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
IaaS security related capabilities are indicated in RFP Section C.2.5.1.1.4.1 and are 

addressed in proposal Section 2.2.5.1.2.4. In addition, Figure 2.2.5-2 illustrates how 

standardized definition and consistent application of policies integrate into all cloud 

services. Table 2.2.5-4 delineates additional IaaS-specific security capabilities. 
Table 2.2.5-4. Cloud Services Service-Specific Security Capabilities. Agencies will receive highly secured 
services based on our overall architecture and service-specific capabilities. Independent audits confirm a multi-
layered approach to protect key information, constantly monitoring and improving our application, systems, and 
processes to meet the growing demands and challenges of security. 

Capability Description 
Encryption  Encrypts data with optional key management 
Network 
security 

 Uses multilevel security products, from AT&T and leading security vendors, with FedRAMP-
compliant security practices  
 Allows, with external firewalls, only ICMP traffic and http/https traffic on ports 80 and 443 
 Complies with the RFC 1918 standard using switches, and address translation technologies 

further enhance network security 
 Protects network segments with IDS sensors. Access to Internal software systems is protected 

by two-factor authentication, along with firewalls that controls points of entry 
Application 
security 

 Protects customer data by ensuring that only authorized users can access it 
 Assigns data security rules that determine which data users can access 
 Applies user-access templates to define company-wide defaults and data access based on a 

role hierarchy 
 Encrypts all data in transfer 
 Governs access by strict password security policies 
 Stores passwords in SHA 256 one-way hash format 
 Continually monitors applications for security violation attempts 

Third-party 
validation 

 Continually seeks relevant third-party certification, including ISO 27001, the SysTrust audit 
(the recognized standard for system security), and SSAE 16 SOC audit 
 Performs SOC1, SOC2, and SOC3 audits by third-party auditor annually at a minimum 
 Additional audits and certifications include: FedRAMP Authority to Operate, Cloud Security 

Alliance, and TRUSTe 

2.2.5.1.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for IaaS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 
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architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.5.1.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

IaaS. Table 2.2.5-5 provides detailed references to our approach. 
Table 2.2.5-5. Approach to External Traffic Routing Requirements. Agencies will receive services that operate on 
a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are demarcation and 
system access. For more detail on the AT&T control mechanisms, 
see Section 1.4.3.4. 

Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.2.5.1.2 Technical Response for IaaS [L.29.2.1; M.2.1] 
2.2.5.1.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.5.1.1; C.2.5.1.1.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.5-6, and described previously in 

Section 2.2.5.1.1.1. 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 175 

 

Table 2.2.5-6. IaaS Service Scope and Functional Capabilities. Agencies will receive services that are FedRAMP 
compliant and have a broad set of capabilities that meet service description and functional requirements. 

Solution 
Element Description 

Provisioning  Provided real-time provisioning of computer, networking and storage resources 
 Supports TIC overlay requirements 

FedRAMP 
compliance 

 Meets unique regulatory needs of federal, state, local, and tribal government entities 
 Receives provisional authority to operate (pATO) from the FedRAMP JAB or agency authorizations 
 Commits to maintaining AT&T/CSPs FedRAMP JAB pATO or agency authorization for all cloud 

services, including IaaS 
Private cloud 
IaaS 

 Supports deployment models of agency-premises or off-premises fully dedicated infrastructure and 
air-gapped community cloud with logical separation provided by agency-specific security 
envelope/perimeter 
 Includes VMs, storage, and server hosting with network and security services (vLAN, load 

balancer, firewall) and offers encryption services 
 Supports high availability and data recovery, with backup and extended disaster recovery/COOP 

services 
Data center 
augmentation 
with common 
IT service 
management 

 Augments agency-premises virtualized data center resources with cloud resources that 
dynamically scale up and down based on demand 
 Provides common ITSM framework for agency and cloud resources 
 Allows for streamlined, homogenous application of operational processes to manage both agency 

and cloud resources  

2.2.5.1.2.2  Standards [L.29.2.1; C.2.5.1.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable.  

2.2.5.1.2.3  Connectivity [L.29.2.1; C.2.5.1.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable.  

2.2.5.1.2.4  Technical Capabilities [L.29.2.1; C.2.5.1.1.4; C.2.5.1.1.4.1; C.2.5.1.1.4.2] 
Agencies will receive IaaS that meets or exceeds all mandatory technical capabilities. 

These technical capabilities are described in Table 2.2.5-7 described previously in 
Section 2.2.5.1.1.1. 
Table 2.2.5-7. IaaS Technical Capabilities. Agencies will receive IaaS that meets or exceeds required capabilities. 

# Capability Meets or 
Exceeds Description 

Technical Capabilities of Private Cloud [C.2.5.1.1.4.1] 
1. Access Meets  Complies with National Policy as defined in C.1.8.8, including agency sites and 

remote locations 
2. Cloud data 

center 
security 

Meets  Expands and contracts computing resources with secured connectivity among CSP 
data centers  
 Connects with security to CSP data centers from agency sites 

3. Agency cloud 
service 
security 

Meets  Creates and maintains a security perimeter around an agency’s data and VMs 
 Encrypts data at rest in accordance with FIPS 197 

4. Virtualized 
elastic 

Exceeds  Provides VMs of varying sizes with IBM SoftLayer; supports assignment of private 
IP address blocks to VMs 
 Provisions network-based storage with IBM SoftLayer 
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# Capability Meets or 
Exceeds Description 

computing 
infrastructure 

5. Server 
hosting 

Meets  Enables private- and public-facing web hosting with IBM SoftLayer 

6. Backup and 
restore 
agency data 

Meets  Supports data recovery with backup and restore of agency data 

7. Portal and 
API 

Meets  Enables on-demand self-service IaaS provisioning 
 Provides interfaces for configuration management, topology management, and 

security management 
 Allows activation and de-activation of cloud resources 
 Uses role-based access control for portal login which is OMB M-11-11 compliant 
 Access web interface with 508-compliant GUI implemented within the FedRAMP 

boundary 
8. Usage control 

and reporting 
Exceeds  Provides visibility into usage of measured/metered (usage-based) service 

 Supports financial control measures, such as quotas (limits on what a user can 
provision) and leases (time-limited provisioning of resources) 

9. User VMs Meets  Allows users to have VMs with their own private IP address blocks 
10. Portability Meets  Supports bulk import and export of VM per ISO 17203 

 Supports open virtualization format (OVF) 
11. Access Meets  Allows users, through customer web portal, to access historical data such as log 

events, resource provisioning and de-provisioning, VM start and stop, and account 
changes, for at least 60 days.  

12. Metadata tags 
(optional) 

Meets  Allows users to place metadata tags on provisioned resources and to run reports 
based on them, which is useful for internal showback or chargeback 

13. Cost control 
measures 

Meets  Uses web portal to support tiered user roles that can be assigned different user 
levels; provides ability to apply specific controls to each user level that enable 
processes to support cost control measures such as quotas and leases. 

14. Customer 
service 

Meets  Engages support with 24x7 customer service, via phone, email, and chat 
 Provides self-paced, context-sensitive online help (superlative) 

15. Exclusive 
data 
ownership 

Meets  Provides tools to allow the agency to fully retrieve its data in the original or a 
mutually agreed-upon format, allowing the agency to retain exclusive ownership 
over all of its data in the cloud 

16. Resource 
location 

Meets   Locates cloud resources, particularly the data at rest, within the US or jurisdiction 
identified in the TO allow electronic discovery (eDiscovery) of identification, 
collection, processing, forensic analysis, auditing, and production of Electronically 
Stored Information ESI) required in the discovery phase of litigation; includes 
government access to the AT&T cloud data center facilities, installations, technical 
capabilities, operations, documentation, records, and databases, if required 

17. Disaster 
recovery/ 
continuity of 
operations 

Meets  Supports data recovery and high availability with DR and COOP per agency-specific 
requirements in the TO 

Technical Capabilities of Data Center Augmentation with Common Information Technology Service 
Management [C.2.5.1.1.4.2] 
1-3 ITSM Meets  Allows management of both cloud virtual resources and the agency data center's 

virtual resources with interoperable monitoring and control capabilities 
 Includes visual indicator to differentiate cloud-based from on-premises resources 
 (Optional) Integrates with agency's data center management platform 
 Complements and extends log management and analysis services and other data 

center management services, per agency-specific requirements in the TO 
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# Capability Meets or 
Exceeds Description 

 Proprietary 
technology  

N/A  Uses the following proprietary technology for these services: 
 AT&T NetBond®: Patented technology enables seamless integration of a 

customer's AT&T MPLS virtual private VPN with cloud services.  

2.2.5.1.2.5  Features [L.29.2.1; C.2.5.1.2] 
Agencies will receive IaaS that meets or exceeds all mandatory features. All proposed 

features are described in Table 2.2.5-8, and described previously in 

Section 2.2.5.1.1.1.  
Table 2.2.5-8. IaaS Features. Agencies will receive services that meet or exceed the required set of features. 

Feature Meets or 
Exceeds Description 

Data management 
and analytics 

Meets  Extends log management and analysis services and other data center 
management services, per agency-specific requirements in the TO 

Bare metal servers 
(optional) 

Exceeds  Enables customization of bare metal servers to exact specifications required, 
within provisioning times of 30 minutes; unique to AT&T, reduces 
provisioning times, increases application support for cloud platforms, enables 
transition for legacy equipment and gradual cloud migration, and provides 
options for software without cloud licensing options  

2.2.5.1.2.6  Interfaces [L.29.2.1; C.2.5.1.3] 
AT&T will support the interfaces identified in the TO. 

2.2.5.1.2.7  Performance Metrics [L.29.2.1; C.2.5.1.4] 
The AT&T IaaS meets all KPIs listed in RFP Section C.2.5.1.4. 

2.2.5.2 Platform as a Service [L.29.2.1; M.2.1; C.2.5.2] 
AT&T will create, deploy and manage a cloud based PaaS service, choosing from 
industry-leading cloud application providers to provide instant run times, 
portability, consistency, and control. 
2.2.5.2.1 How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.5.2.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T offers Platform as a Service (PaaS) from leading cloud service providers such as 

Microsoft, Oracle and Amazon. These services are designed and operated to be 

compliant with federal, state, and tribal government regulations. The AT&T ecosystem 

of PaaS services provides a prebuilt runtime set of services that agencies’ application 

developers can use to build or deploy cloud-native applications without having to 

manage the underlying infrastructure. Developers can also deploy their cloud-native 

applications in their chosen provider to a responsive, resilient, multi-region PaaS, with 
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support for popular runtimes and frameworks, automatic load balancing, and easy-to-

use application scaling. Our proposed architecture and services meet EIS service 

requirements as shown in Table 2.2.5.2-1 below. 
 
Table 2.2.5.2-1. PaaS Overview Description. The PaaS platform, offered by AT&T, provides agencies with a high 
performance, high availability, secured cloud based platform that is compatible with industry leading database 
engines. 

Architectural 
Components Description 

Developer Tools 
Integrated development 
environment  

 Cloud-based IDE tools provided by vendors such as IBM, Microsoft, or Amazon Web 
Services (AWS) come prepackaged with essential tools for popular programming 
languages for developing applications with the ability to define resources, debug, 
switch between local and remote execution of serverless applications and share 
development environments among teams 

Application server  Provided by vendors such as IBM, Microsoft, and AWS as scalable and cost-effective 
cloud-based computing resources to host applications (e.g., LAMP stack, elastic load 
balancing, content delivery) 

Utilities/Libraries  Provided by vendors such as IBM, Microsoft, and AWS as programming and software 
development kits to programmatically interface with cloud services 

Database Systems 
DBMS/RDBMS  Provided as a full range of database services including cache, relational and open 

source from vendors such as Microsoft, IBM, and AWS with support for multiple 
database engines including Oracle, MySQL, SQL Server, PostgreSQL and MariaDB 

Big Data Solutions 
Big data platform  Cloud-based services from providers such as IBM, Microsoft, and AWS to address the 

entire data management lifecycle to collect, store, process, analyze, and visualize data 
with support for frameworks such as Hadoop, Apache Spark, and Amazon Kinesis 

Directory Services 
Directory services  Application access and self-service identity management, including synchronization 

with on-premises directories for single sign-on, integrate authentication and 
authorization of cloud services provided by vendors such as IBM, Microsoft, and AWS 

Testing Tools 
Application and web 
testing 

 Cloud-based automation to support continuous integration/continuous delivery for the 
build, test, and deploy phases of application development, provided by vendors such 
as IBM, Microsoft, and AWS, integrate with 3rd-party services such as GitHub 

Workflow  Provided by vendors such as IBM, Microsoft, and AWS, services streamline tasks and 
remediation actions and integrate functions with third-party IT operations software  

2.2.5.2.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering PaaS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.5.2-2. 
Table 2.2.5.2-2. PaaS Quality of Service. PaaS is fully compliant, and provides the robust scalability, high reliability, 
and strong resilience sought by agencies. Service quality is demonstrated by analyst evaluations and the continuous 
monitoring and assessment and authorization of the FedRAMP process. 

Architectural 
Components 

Description 

Compliance 
Demonstrated 
compliance 

 Provides fully compliant PaaS solutions that support EIS for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
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performance metrics. Section 2.2.5.2.2, Technical Response for PaaS, provides 
details of our proposed solution 

Scalability 
Capacity management  Forecasts capacity requirements on a continuing basis to expand capacity as needed  
On-demand resources  Provides scalable resources to meet seasonal and unpredictable demand  
Automation  Scales up and down using APIs to meet dynamic demand 
Reliability  
Infrastructure design  Allows end users to set up and operate application instances in the cloud. 

 Offers out-of-the-box services for scaling, backup, restoration, monitoring, high 
availability and data recovery 

Automation  Application software powering user deployment stays updated with automated 
software patching 

Resilience 
Infrastructure design  Offers geographically diverse hot failover location 
Monitoring  Real-time network analysis reduces outages 

 Automated ticketing, based on real-time network analysis, addresses trouble reporting 
quickly 

Automation  Automated backup feature enables point-in-time recovery  
 Multi-availability zone option keeps replica application data in synch with its primary in 

case of failure  
 

2.2.5.2.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
PaaS is not a CBSA-dependent service. 

2.2.5.2.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.5.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
Cloud service security related capabilities are indicated in EIS Section C.2.5.1.1.4.1 and 

are addressed in Section 2.2.5.1.2.4.  In addition, Figure 2.2.5-2 illustrates how 

standardized definition and consistent application of policies integrate into all could 

services. 
Table 2.2.5.2-3 delineates additional service-specific security capabilities delivered to 

agencies. 
Table 2.2.5.2-3. Cloud Services Service-Specific Security Capabilities. Agencies will receive highly secure 
services based on our overall architecture and service-specific capabilities. Independent audits confirm a multi-
layered approach to protect key information, constantly monitoring and improving our application, systems, and 
processes to meet the growing demands and challenges of security. 

Capability Description 
Encryption  Encryption at rest available with key management service or Transparent Data Encryption 

technologies for Oracle or SQL Server database engines; transport layer security (TLS) 
offered for API, load balancing, and content delivery; and, field-level encryption available for 
content delivery systems 

Network 
security 

 Uses multilevel security products, from AT&T and leading security vendors, with FedRAMP-
compliant security practices  
 Cloud services architected to permit developers to configure the level of security and resiliency 

appropriate for each workload, with network devices, including firewall and other boundary 
devices, in place to monitor and control communications at the external boundary of the 
network and at key internal boundaries within the network. These boundary devices employ 
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Capability Description 
rule sets, access control lists (ACL), and configurations to enforce the flow of information to 
specific information system services 
 Allows, with configuration of firewalls, only ICMP traffic and http/https traffic on ports 80 and 

443 
Application 
security 

 Protects customer data by ensuring that only authorized users can access it 
 Assigns data security rules that determine which data users can access 
 Applies user-access templates to define company-wide defaults and data access based on a 

role hierarchy 
 Encrypts all data in transfer 
 Governs access by strict password security policies 
 Stores passwords in SHA 256 one-way hash format 
 Continually monitors applications for security violation attempts 

Third-party 
validation 

 Continually seeks relevant third-party certification, including ISO 27001, the SysTrust audit 
(the recognized standard for system security), and SSAE 16 SOC audit 
 Performs SOC1, SOC2, and SOC3 audits by third-party auditor annually at a minimum 
 Additional audits and certifications include: FedRAMP Authority to Operate, Cloud Security 

Alliance, and TRUSTe  

2.2.5.2.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers PaaS within our overall network architecture and meets all security 

requirements for the architecture, as described in Section 1.4 of the Technical 
Volume.  

2.2.5.2.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3); J.4] 
Our proposed architecture meets all external traffic routing requirements applicable to 

PaaS. Table 2.2.5.2-4 provides detailed references to our approach. 
Table 2.2.5.2-4. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i].  

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1 of the Technical Volume. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2 of the Technical Volume. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3 of the Technical 
Volume. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4 of the Technical Volume. 
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Requirement Compliance Description 
Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5 of the Technical Volume. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6 of the Technical Volume. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7 of the 
Technical Volume. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T Global 
IP/MPLS Network Performance System (GPS). For more 
information on this instrumentation, see Section 1.4.3.8 of the 
Technical Volume.  

2.2.5.2.2  Technical Response for PaaS [L.29.2.1; M.2.1] 
2.2.5.2.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.5.2.1; C.2.5.2.1.1]   
Agencies receive a solution that provides full service, scope. and functional capabilities, 

as described in Table 2.2.5.2-5 and described previously in Section 2.2.5.2.1.1.  
Table 2.2.5.2-5. PaaS Service Scope and Functional Capabilities. Agencies receive service with capabilities that 
meet service descriptions and functional requirements 

Solution 
Element Description 

Create, deploy, 
and manage 
applications in 
the cloud 

 Capability to choose from a variety of services from multiple providers to extend functionality of 
applications; unique to AT&T, offering the greatest flexibility for customers in choosing a 
service that best meets application requirements 
 Builds and runs applications using powerful, open-source and proprietary technologies 
 Use instant run-times with app-centric runtime environments 
 Provides control, compliance, and portability without having to manage infrastructure  

Proprietary 
technology  

 PaaS technology is proprietary to vendors such as Microsoft, Oracle, PostgreSQL, MySQL, 
MariaDB and Aurora 
 Supports both open source and proprietary software products from various vendors 

2.2.5.2.2.2  Standards [L.29.2.1; C.2.5.2.1.2]  
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.5.2.2.3  Connectivity [L.29.2.1; C.2.5.2.1.3]  
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.5.2.2.4  Technical Capabilities [L.29.2.1; C.2.5.2.1.4]  
Agencies receive PaaS that meets all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.5.2-6. 
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Table 2.2.5.2-6. PaaS Technical Capabilities. Agencies acquire access to services that meet required technical 
capabilities, as demonstrated by the industry analyst accolades described above. 

Technical Capability Meets or 
Exceeds Description 

Access Meets  Complies with National Policy as defined in C.1.8.8, including agency sites and 
remote locations 

Developer tools: 
 IDE suite 
 Application server 
 Utilities/Libraries 

Meets  Offers a range of supporting components like management tools, networking 
services, and application augmentation services, with multiple interfaces to 
AWS Application Programming Interface (API)-based services; including 
Software Development Kits (SDKs), Integrated Development Environment 
(IDE) toolkits, and Command Line Tools 
 Allows agencies to use existing code, applications, and tools agencies 

currently used without modification 
 Facilitates the work of developers to standardize code through several SDKs 

and Utilities 
Database systems Meets  Provides a wide variety of database services such as Aurora, MariaDB, 

Microsoft, Oracle, MySQL and PostgreSQL 
Big data solutions Meets  Allows insight from any data, regardless of size or location 

 Stores data of any size, shape, and speed, and does all types of processing 
and analytics across platforms and languages 
 Enables processing of massive volumes of relational and non-relational data  
 Implements powerful predictive analytics 
 Simplifies data source discovery 

Directory services Meets  Allows management and directory based LDAP services for authentication and 
authorization to cloud services. Access to PaaS services requires credentials 
to authenticate agency requests  

Application and web 
testing tools 

Meets  Automates testing with application and web testing tools from several SDKs 
and IDE tool kits 

Workflow tools Meets  Enables automation of processes via several SDKs and IDE tool kits  

2.2.5.2.2.5 Features [L.29.2.1; C.2.5.2.2]  
The RFP indicates no features for PaaS.  

2.2.5.2.2.6 Interfaces [L.29.2.1; C.2.5.2.3]  
PaaS will support interfaces identified in the TO. 

2.2.5.2.2.7 Performance Metrics [L.29.2.1; C.2.5.2.4] 
AT&T PaaS meets all KPIs listed in RFP Section C.2.5.2.4. 

2.2.5.3 Software as a Service [L.29.2.1; M.2.1; C.2.5.3] 
Agencies will benefit from an AT&T SaaS solution that modernizes legacy IT 
systems and supports a modern, agile business model with faster, more resilient, 
and easier to maintain SaaS solutions.  
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2.2.5.3.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.5.3.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T’s Software as a Service (SaaS) provides software and applications on a multi-

tenant architecture using a subscription service business model which agencies can 

access via their private networks.  

SaaS applications and tools for Customer Relationship Management (CRM) and 

Enterprise Resource Planning (ERP) will allow agency users to collaborate and 

increase their productivity. Agency users can integrate Human Capital Management 

(HCM) tools into their social business platforms as well as take advantage of integrating 

and automating existing desktop applications. In addition, AT&T services improve 

security inside the perimeter and to the application, either on site or in a cloud provider 

of choice, provided through cloud based big data analytics. These services will be 

available through our SaaS solution to agencies, as part of the AT&T cloud ecosystem. 

The AT&T proposed architecture and services meet EIS service requirements as shown 

in Table 2.2.5.3-1 below. 
 
Table 2.2.5.3-1. SaaS Overview Description. SaaS components meet EIS service requirements. 

Architectural 
Components Description 

Customer relationship 
management  

• Affords the opportunity for collaboration and increased productivity in the use of any 
device by combining customer relationship management software tools.. 

Enterprise resource 
planning  

• Delivers business insights with customer engagement solutions, with business 
intelligence powered by CRM based platforms such as Microsoft, Oracle and SAP 
enterprise resource planning (ERP), and supply chain. 

Human capital 
management (HCM) 

• Integrates a forward-looking social business platform with industry-leading HCM via 
HCM software suites with multiple modules to meet broad requirements. 

Desktop applications • Complements existing Office applications with Microsoft Office365 
Office automation • Integrates with existing Office applications to provide new experiences such as social 

networking, large mailboxes, seamless transition between collaboration modes, easy 
document sharing and simultaneous document editing. 

Architectural 
Components Description 

Security Tools • Enforces consistent global security policies across wired, roaming, and mobile 
environments with AT&T Cloud Web Security, utilizing cloud based big data analytics. 

• Prevents, detects and responds to threats with other AT&T features such as AT&T 
Network-based Firewall, AT&T Secure Email Gateway, AT&T DDoS, and AT&T 
Internet Protect. 

2.2.5.3.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
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Our SaaS approach and architecture delivers compliant, scalable, reliable, and resilient 
service as shown in Table 2.2.5.3-2. 
Table 2.2.5.3-2. SaaS Quality of Service.  SaaS is fully compliant, and provides the robust scalability, high reliability, 
and strong resilience sought by agencies. Analyst evaluations and the continuous monitoring and assessment and 
authorization of the FedRAMP process highlight the service quality provided by the AT&T SaaS platform. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Meets all requirements described in RFP Section C.2.5.3, including those for functional 
definition, standards, connectivity, technical capabilities, interfaces, and performance 
metrics. Proposal Section 2.2.5.3.2 Technical Response for SaaS details our solution. 

Scalability 
Capacity management  Forecasts capacity requirements to expand capacity on a continuing basis. 
On-demand resources 
Automation 

 Provides API control of scalable resources to meet dynamic demand.  

Reliability  
Infrastructure design  Utilizes cloud based big data analytics and trending analysis along with a mobile-

optimized cloud content management platform for easy and secure management of 
agency content. 

Automation  Big data analytics and trending analysis, combined with SIEM real time correlation 
provide automated analysis of agency network risk. 

Resilience 
Infrastructure design  Achieves service continuity through highly scalable and automated commercial cloud 

service, with automated updates and continuity of operations capabilities, including 
geo-redundancy and automated failover. 

Monitoring  Reduces outages with architecture and operational processes 
 Addresses issues with minimal delay, with automated ticketing and escalations 

Automation  Quickly transitions workloads to maintain application availability 
 Reduces service disruptions with event-driven triggers  

2.2.5.3.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
SaaS is not a CBSA-dependent service. 

2.2.5.3.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.5.3.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
Cloud service security related capabilities are indicated in EIS Section C.2.5.1.1.4.1 and 

are addressed in Section 2.2.5.1.2.4.  In addition, Figure 2.2.5-2 illustrates how 

standardized definition and consistent application of policies integrate into all cloud 

services.  

Table 2.2.5.3-3, delineates additional SaaS service-specific security capabilities 

delivered to agencies. 
Table 2.2.5.3-3. Cloud Services Service-Specific Security Capabilities. Agencies will receive highly secured 
services based on our overall architecture and service-specific capabilities. Independent audits confirm a multi-
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layered approach to protect key information, constantly monitoring and improving our application, systems, and 
processes to meet the growing demands and challenges of security. 

Capability Description 
Encryption  Encrypts data with optional key management 
Network 
security 

 Uses multilevel security products, from AT&T and leading security vendors, with FedRAMP-
compliant security practices.  
 Requires IPSec termination at agency location as secure tunnels between two peers are built 

within the network. 
 Protects network segments with IDS sensors. Access to internal software systems is protected 

by two-factor authentication, along with firewalls that controls points of entry. 
Application 
security 

 Protects customer data by denying packet captures 
 Unifies security and compliance monitoring across the cloud environment and SaaS 

applications via security orchestration 
 Restricts production access to only necessary technical personnel with approved credentials 

Third-party 
validation 

 Audits and certifications include: FedRAMP provisional Authority to Operate (p-ATO) and Dept 
of Defense (DoD) Impact Level 4 Certification. 

 

2.2.5.3.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers SaaS within our overall network architecture and meets all security 

requirements for the architecture, as described in Section 1.4 of the Technical 
Volume.  

2.2.5.3.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3); J.4] 
Our proposed architecture meets all external traffic routing requirements applicable to 

SaaS. Table 2.2.5.3-4 provides detailed references to our approach. 

Table 2.2.5.3-4. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T 
Participating Agency Traffic for Each 
Affected Service [M.2.1.4.c.i].  

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1 of the Technical Volume. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All 
Participating Agency Internet, Extranet, and 
Inter-Agency Traffic to DHS EINSTEIN 
Enclaves, Receive Processed Traffic from 
GFP Within the DHS EINSTEIN Enclave, 
and Deliver Traffic to Its Final Destination 
[M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data Center 
Facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2 of the Technical Volume. 

Technical Approach to Notify DHS If Any 
Non-Participating Agency Traffic Will Be 
Redirected Through DHS EINSTEIN 
Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more detail 
on AT&T notification, see Section 1.4.3.3 of the Technical 
Volume. 

Control Mechanisms to Ensure the 
Identification and Redirection of 
Participating Agency Traffic Cannot Be 
Inadvertently or Maliciously By-Passed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4 of the Technical Volume. 
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Requirement Compliance Description 
Sensing and Control Mechanisms to 
Ensure the Redirection of Traffic is Failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5 of the Technical Volume. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, Virginia, Webb Chapel, Texas, Lisle, Illinois, and 
Dranesville, Virginia. For more detail on AT&T certified facility 
locations, see Section 1.4.3.6 of the Technical Volume. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7 of the 
Technical Volume. 

Instrumentation to Measure Transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
Network Probes/Data Collection System and the AT&T Global 
IP/MPLS Network Performance System (GPS). For more 
information on this instrumentation, see Section 1.4.3.8 of the 
Technical Volume.  

2.2.5.3.2 Technical Response for SaaS [L.29.2.1; M.2.1] 
2.2.5.3.2.1 Service Description and Functional Definition 

[L.29.2.1; C.2.5.3.1; C.2.5.3.1.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.5.3-5, and described previously in Section 
2.2.5.3.1.1.   
Table 2.2.5.3-5. SaaS Service Scope and Functional Capabilities. Agencies will receive the capability to meet 
service description and functional requirements. 

Solution 
Element Description 

Software as a 
service 

 Provides agencies a full range of business applications, delivered by multiple CSPs, to support 
their on-demand service and business requirements. 
 Offers a high degree of flexibility to choose services that drive enterprise transformation. 
 Provides access to a large partner network with reliable infrastructure and expertise-rich 

solutions; solution delivers faster time to value with integrated offerings. 
Proprietary 
technology  

 Uses the following proprietary technology for this service: 
1) NIDS and HIDS that send alerts to security specialists for potential unathorized 

access into the SaaS environment 
2) Log management and reporting  

2.2.5.3.2.2 Standards [L.29.2.1; C.2.5.3.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.5.3.2.3 Connectivity [L.29.2.1; C.2.5.3.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.5.3.2.4 Technical Capabilities [L.29.2.1; C.2.5.3.1.4] 
Agencies will receive SaaS that meet all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.5.3-6. 
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Table 2.2.5.3-6. SaaS Technical Capabilities. Agencies receive service that meets the EIS RFP required technical 
capabilities. 

# Technical Capability Meets or 
Exceeds Description 

1. Compliance with national policy 
requirements 

Meets  Complies with National Policy as defined in C.1.8.8, including 
agency sites and remote locations. 

2. CRM Tools Meets  Implements sales, customer, and business workflows  
3. ERP Tools Meets  Provides intuitive, integrated and fast applications to give 

businesses flexible business process transformation. 
4. HCM Tools Meets  Enables operational excellence and increases agility by 

providing applications that align common human resources 
processes while supporting compliance and process needs.  

5. Desktop applications Meets  Streamlines desktop support and solves identity and mobility 
challenges with cloud-based desktop applications with Microsoft 
Word, Microsoft Excel, and Microsoft PowerPoint via Microsoft 
Office365. 

6. Office automation tools Meets  Provides ease of document sharing and editing by simultaneous 
users in a user preferred office productivity suite.  

7. Security tools Meets  Establishes consistency across clouds with virtualized security 
functions such as Network-Based Firewall, Secure Email 
Gateway, DDoS, Internet Protect and Cloud Security Services 
create a customized perimeter for each application, with inside 
and lateral protection and on-demand policy orchestration. 

8. Other/Data access tools Meets  Provides tools to allow the agency to fully access SaaS-related 
data from the cloud in usable format as needed.  

2.2.5.3.2.5 Features [L.29.2.1; C.2.5.3.2] 
The RFP indicates no features for SaaS.  

2.2.5.3.2.6 Interfaces [L.29.2.1; C.2.5.3.3] 
SaaS will support interfaces identified in the TO. 

2.2.5.3.2.7 Performance Metrics [L.29.2.1; C.2.5.3.4] 
AT&T SaaS meets all KPIs listed in RFP Section C.2.5.3.4 and the referenced Section 

C.2.5.1.4. 

2.2.5.4 Content Delivery Network Service [L.29.2.1; M.2.1; C.2.5.4] 
Agencies will give users a dynamic, responsive experience by leveraging features of the 

AT&T Content Delivery Network Service (CDNS) including static content delivery, on-

demand and real-time streaming, application acceleration, mobile optimization and 

security services, assisting agency web sites, eCommerce, software, and video portals 

to increase user satisfaction. 
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2.2.5.4.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.5.4.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Agencies will receive a scalable, globally available CDNS that will meet the 

requirements of this solicitation. Our CDNS provides agencies with a highly available 

static content download service and streaming, both real-time and on-demand, through 

an integrated failover service, as well as a redirection and distribution service (global 

load balancing). The AT&T proposed architecture and services meet EIS service 

requirements as shown in Figure 2.2.5-3 and Table 2.2.5-9. 

 
Figure 2.2.5-3. CDNS Overview. Agencies can take advantage of service capabilities to  

deliver content over a highly available CDNS with an extended global reach.  
Table 2.2.5-9. CDNS Overview Description. Our CDNS platform and components are well established and have 
undergone continuous improvements since their inception in 1999. 

Architectural 
Components Description 

Functional Components 
Functional definition  Origin server content (some or all) cached or replicated among CDNS servers 

 CDN server request to client agency based on geography, topology, and latency 
Technical and 
operational stipulations 

 Addresses latency, scalability, reliability and flash crowd control, further described in 
Table 2.2.5-12. 

Technical Components 
Content delivery 
capabilities 

 Offers these content delivery capabilities: 
 Static Content: Agencies send and receive static content over a highly available 

CDNS 
 Video Streaming: Agencies view high-quality, real-time, or on-demand video 

content through a cloud-based CDNS 
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Architectural 
Components Description 

Network and service 
redundancy 

 Uses a distributed architecture and intelligent domain name service (i-DNS), to provide 
a self-healing CDNS network that distributes agency content to multiple service nodes 
for high reliability 

Operational Components 
Service reach  Extends globally to over 200,000 servers in more than 130 countries 
Connectivity  Uses the public Internet for content delivery 

 Uses an IP network, either an agency-owned private network or a public service 
provider network, for agency administration of their CDN 

Network Components 
Architecture  Includes the following CDNS architecture and service elements: 

 Edge servers process requests from nearby users and serve requested content. 
Servers part of edge server platform, (i.e., a large global deployment of servers 
located in thousands of sites around the world) 

 Communications and control system disseminates status information, control 
messages, and configuration updates in a fault-tolerant and timely fashion 

 Data collection and analysis system collects and processes data from various 
sources, such as server logs, client logs, and network and server information, 
collected data used for monitoring, alerting, analytics, reporting, and billing 

 Management portal provides a configuration management platform that allows an 
enterprise customer to retain fine-grained control over how their content and 
applications are served to the end user 

2.2.5.4.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering CDNS delivers compliant, scalable, 

reliable, and resilient service as shown in Table 2.2.5-10. 
Table 2.2.5-10. CDNS QoS. Our CDNS is fully compliant, and provides the robust scalability, high reliability, and 
strong resilience sought by agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provides CDNS for the Administrative Office of the US Courts using solutions the same 
as those proposed for EIS, in full compliance with customer’s requirements comparable 
to EIS for service and functional requirements, standards, connectivity, technical 
capabilities, features, interfaces, and performance metrics. Section 2.2.5.4.2 provides 
details of our proposed solution. 

Scalability 
CDNS platform 
global reach 

 Consists of over 200,000 servers in more than 2,100 locations, spanning over 800 cities 
in more than 130 countries 
 Delivers content to agency users and constituents worldwide 

Capacity 
management 

 Continuously routes (via CDN intelligence) end users to the best available CDN edge 
servers in real time with no restrictions as to which of the 200,000 edge servers are 
used, in order to manage capacity of the CDN network in cases of large event traffic 
spikes; See Table 2.2.5-11 

Reliability  
Network availability  Exceeds CDNS network availability KPI of 99.99% per RFP Section C.2.5.4.4.1 
Resilience 
CDNS failover 
service 

 Uses a distributed architecture and i-DNS to provide a self-healing CDNS network 
 Distributes agency content to multiple service nodes for high reliability; agencies will not 

experience downtime in providing content to their end users and constituents 
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Architectural 
Components Description 

Redirection and 
distribution service 
(load balancing) 

 Redistributes end-user web requests to the closest serving cache server for the end user 
 Provides improved performance levels to agencies, both from an end- user experience 

as well as from a content provider experience 

2.2.5.4.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
CDNS is not a CBSA-dependent service. 

2.2.5.4.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.5.4.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
CNA has no service-specific requirements indicated in the RFP.  

2.2.5.4.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for CDNS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.5.4.2  Technical Response for CDNS [L.29.2.1; M.2.1] 
2.2.5.4.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.5.4.1; C.2.5.4.1.1] 
Agencies will receive a solution that provides full service scope and functional 

capabilities, as described in Table 2.2.5-12, and described previously in 

Section 2.2.5.4.1.1. 
Table 2.2.5-12. CDNS Service Scope and Functional Capabilities. Agencies will receive service that meet service 
description and functional requirements. 
Solution Element Description 
CDNS functional 
definition 

 Delivers agency content to Web browsers worldwide 
 Consists of edge servers that attempt to ease load from origin servers by delivering content 

on their behalf 
 Locates the CDN edge servers at both the site of origin servers and nodes distributed across 

the public Internet; provides quicker response times as content can be distributed by servers 
closest to the source request. Content (some or all of the origin server’s content) is cached or 
replicated among CDN servers 

CDNS technical 
and operational 
stipulations 

 Addresses the following technical and operational stipulations: 
 Latency: Aqua ION Solution web performance solution addresses latency by two 

methods: 
(1) caching of static web content on CDN edge servers keeps content closer to end users 
so it is more quickly delivered and  
(2) enabling route optimization and/or transport protocol optimization to deliver dynamic 
web content to end users across the fastest available routes, which in many cases are not 
the ones advertised by the Internet’s standard routing protocol 

 Scalability: contains over 200,000 distributed servers that automatically scale to meet 
traffic increases; CDN intelligence is continuously routing end users to the best available; 
and CDN edge servers in real time using any of the 200,000 edge servers; and very large 
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Solution Element Description 
traffic events will be able to use as much of the high capacity platform that is needed to 
support the fastest and most reliable experience to all end users. 

 Reliability: CDN intelligence on 200,000 PoPs is continuously mapping conditions on the 
Internet; between caching and intelligence, provides the highest reliability in delivering 
content to end users, regardless of time, location, or circumstance. 

 Flash Crowd Control: contains over 200,000 distributed servers that can scale to meet 
the largest traffic events known to have ever occurred on the Internet; CDN intelligence is 
continuously routing end users to the best available CDN edge servers in real time using 
any of the 200,000 edge servers; and spikes in large traffic events will be able to use as 
much of the high capacity platform as is needed to support the fastest and most reliable 
experience to all end users.  

2.2.5.4.2.2  Standards [L.29.2.1; C.2.5.4.1.2] 

AT&T will comply with all relevant standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.5.4.2.3  Connectivity [L.29.2.1; C.2.5.4.1.3] 

AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.5.4.2.4 Technical Capabilities [L.29.2.1; C.2.5.4.1.4] 
Agencies will receive CDNS that meets all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.5-13, and described 

previously in Section 2.2.5.4.1.1. 
Table 2.2.5-13. CDNS Technical Capabilities. Agencies will receive service that meet the EIS RFP required 
technical capabilities by subscribing to a mature CDN platform. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. 1.a) i. Content distribution 
– static content 
download service 

Meets  Uses a network of edge servers, located at both the site of origin servers 
and other network nodes to deliver static content 
 Caches static content and uses features such as global load balancing to 

redistribute end-user web requests to the most optimal (based on 
network proximity and current work load) service cache server for the 
end user to improve download performance 

1. b) i. Real-time streaming 
(webcasting) 

Meets  Provides the opportunity for increased communications through video, 
transcoding, and media solutions, as well as managing software 
download speeds, reliability, and security, through the Sola Media 
Solution  

1. b) ii. Real-time streaming 
platforms 

Meets  Provides support for H.264 compliant real-time streaming platforms such 
as MS Silverlight, Firefox or Adobe Flash. 

1. c) i. On-demand 
streaming 

Meets  Provided through the Sola Media Solution. 

1. c) ii. On-demand 
streaming platforms 

Meets  Provides support for H.264 compliant real-time streaming platforms such 
as MS Silverlight, Firefox or Adobe Flash. 

2. a) Site monitoring/ 
Origin server 
performance 
measurements 

Meets  Provides a user portal that allows agencies to access the following 
services, through the use of the LUNA Control Center: CDN server 
performance measurements, Performance dashboard, CDNS 
configuration and provisioning, and Trouble reporting and ticket 
generation 
 Provides all capabilities listed in RFP Section C.2.5.4.1.4 (2)(a)-(b)l 
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# Technical 
Capability 

Meets or 
Exceeds Description 

2. b) Performance 
dashboard 

Meets  Provides agencies with user services, including a performance 
dashboard, via the LUNA Control Center  

CDNS Suite of Services: Agencies can subscribe to any or all CDNS services, as 

further described in Table 2.2.5-14, to meet their specific requirements. 
Table 2.2.5-14. CDNS Technical Capabilities. Agencies can subscribe to the CDNS solution suite of services in 
service bundles or independently, which provides value-added features to the standard CDN service. 
Solution Element Description 
Aqua ION  Provides network and device intelligence features to help address situational performance 

requirements. Intelligent performance optimizations designed to match conditions presented 
by an agency’s particular combination of browser, device, network, and content accessed 

Terra enterprise 
solution 

 Provides an innovative set of capabilities to simplify process of developing and deploying 
applications in the cloud, making it easier to optimize applications to ensure the best 
application experience to any device 

Kona web 
security solution 

 Protects web sites and applications that use CDN services, complementing and augmenting 
the data center, server, and network security tools most businesses already have in place 

Sola media 
solution 

 Provides a platform to allow agencies to engage audiences with interactive HD quality video 
as well as offering cloud-based transcoding for on-demand content and stream packaging, 
designed to adapt a single file or live stream on-the-fly for delivery to multiple viewing devices  

2.2.5.4.2.5  Features [L.29.2.1; C.2.5.4.2] 

Agencies will receive a CDNS that meets all mandatory features, and optional features 

as applicable. All proposed features are described in Table 2.2.5-15. 
Table 2.2.5-15. CDNS Features. Agencies will receive services that meet the mandatory and optional features. Our 
proposed features use mature CDNS services. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Failover service  Meets  Combines a distributed architecture and i-DNS to provide a self-healing 

CDN network. 
 Distributes agency content to multiple service nodes for high reliability 

(Optional) Redirection 
and distribution service  
(global load balancing)  

Meets  AT&T supports 

 

2.2.5.4.2.6 Interfaces [L.29.2.1; C.2.5.4.3] 

The AT&T CDNS is compatible with interfaces in RFP Section C.2.5.4.3, as applicable.  

2.2.5.4.2.7  Performance Metrics [L.29.2.1; C.2.5.4.4; C.2.5.4.4.1] 

The AT&T CDNS meets all KPIs listed in RFP Section C.2.5.4.4.1.  
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2.2.6 Service Area: Wireless Service [C.1.8.1] 

2.2.6.1 Wireless Service  
[L.29.2.1; M.2.1; C.2.6] 

Agencies will be able to access the AT&T mobility 

network, which delivers Mobile Wireless Services 

(MWS), including mobile voice, data, and video 

services with excellent quality at unprecedented 

speeds in a broad service area. AT&T continues 

to advance and expand our network today, providing new mobile applications that will 

help agency employees and assets access the network in new ways and places to 

deliver on mission objectives. 

2.2.6.1.1  How AT&T Will Provide Proposed Services and Features  
[L.29.2.1; M.2.1] 

2.2.6.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 

Agencies will receive flexibility over both service plans and devices with the broad range 

of options for varying mobile applications, offering options for: voice, push to talk (PTT), 

voice/data, and data only; an appropriate plan is available for every agency mission 

requiring mobility. In support of national security and emergency preparedness, AT&T 

Wireless Service offers agencies access to WPS calls during periods of wireless 

network congestion, with a separate authorized subscription. Agencies may choose how 

and which mobile devices are procured, by accessing options supporting: 1) on-contract 

procurements, 2) government-furnished equipment (GFE) via other marketplaces, and 

3) user-owned devices. Our proposed Wireless Service (MWS) architecture and 

services meet EIS service requirements as shown in Figure 2.2.6-1 and Table 2.2.6-1. 

AT&T MWS Experience 
 AT&T supported MWS at multiple 

agencies, including the US Courts, 
NASA, EPA, VA, and FEMA.  
 1 million WiFi hotspots worldwide. 
 Selected by EPA to evolve 

communication services, including 
Mobility/Wireless services, continually 
expanding the Networx Enterprise 
contracts and its predecessor contract(s) 
dating back to the original FTS contract. 
 Currently providing over 10,000 mobile 

devices and plans to FEMA 
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Figure 2.2.6-1. MWS Coverage. Agencies will receive wireless service that offers  

excellent coverage, quality, and speed. (November 2015 coverage is shown.)  
Table 2.2.6-1. MWS Overview Description. MWS components work together to provide agency personnel an 
optimal platform for mobile communications. 

Architectural 
Components Description 

Functional Components 
Network  Provides agencies access to one of the world’s largest, fastest, most reliable, and most 

secure mobility networks supporting approximately 110M subscribers 
 Serves Americans almost everywhere they live and work, and has become their most 

essential tool to stay productive while out of the office 
 Primarily serves subscribers via 4G LTE, with support for some legacy interfaces 

Plans  Provides agencies flexibility within MWS by offering a broad range of service plan options, 
including voice and SMS/MMS messaging, data and Internet access, PTT, data add-ons, and 
data only. Suitable plans available for every agency mission requiring mobility, including plan 
features that expand on mobility coverage and capabilities 

Devices  Provides agencies with the latest compatible devices, including but not limited to: cellular 
phones, smartphones, data-only devices, portable hotspots, application-specific mobility 
devices for M2M networking, and devices with FIPS-compliant encryption 
 Enables procurement for supported devices via on-contract devices from contract catalogs, 

GFE via other federal marketplaces, and even user-owned devices, i.e., bring your own 
device (BYOD), as applicable. 
 Offers major manufacturers’ models with access to latest, most advanced devices 

Advanced mobile 
solutions 

 Provides advanced mobile applications, providing agencies innovative new ways to use the 
mobility network 
 Accesses the broadest portfolio of Internet of things (IoT), fleet management, and M2M 

solutions, among others 
 Offers agencies custom-engineered mobility solutions, tailored to mission objectives, by TO 

Technical Components 
Coverage  Covers >99% of Americans through AT&T LTE mobility network 

 Coverage is in all top 100 CBSAs 
Speed  Dramatically boosts data speeds year over year 

 Enables previously unavailable data speeds in more locations 
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Architectural 
Components Description 

Reliability and 
quality 

 Nation’s strongest signal reduces dropped calls and improves link quality 
 Network improvements, such as HD Voice, offer a wire line-like experience 

Interconnecting Components 
Interconnect to 
public networks 

 Data-capable agency devices receive full Internet access 
 Voice-capable devices can access the PSTN 

Private 
networking 

 Offers integration with VPN and other highly secured services 
 Commercial connectivity service offers end-to-end control of the data path  

2.2.6.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering MWS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.6-2. 
Table 2.2.6-2. MWS QoS. MWS is fully compliant, and provides the robust scalability, high reliability, and strong 
resilience sought by agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided wireless service for NASA, VA, and the US Courts using fully compliant solutions 
comparable to EIS for service and functional requirements, standards, connectivity, 
technical capabilities, features, interfaces, and performance metrics. Section 2.2.2.6.1.2 
provides details of our proposed solution.  

Scalability 
Spectrum and 
bandwidth growth 

 Aggressive participant in recent FCC spectrum auctions, committing billions of dollars to 
new licenses, which in turn directly contribute to improved network speeds, coverage and 
reliability 
 Deploy wireless devices with confidence that supporting spectrum/bandwidth will be 

available 
Geographic 
coverage and 
expansion 

 MWS coverage in all the top 100 CBSAs, and continue to expand coverage 
 Reach exceeds 99% of Americans with an LTE signal, and reach is still expanding 

Reliability  
Network operations 
and planning 

 Collects mobility network’s performance statistics at critical points and assesses them for 
any impact to the subscribers’ experience, such as data speed, call reliability/quality and 
connection rates 
 Monitors network status and health, with remote test capabilities and the authority to 

dispatch local resources for quick response times, avoiding bottlenecks before they affect 
subscribers 
 Collects performance data for long-range capacity and resource planning of network 

elements, such as radio resources, backhaul links, and backbone capacity, resulting in 
continued high-performance service as demand grows 

Resilience 
AT&T disaster 
recovery teams 
and preparation 

 Provides multiple, regionally based teams capable of quickly responding to major adverse 
events with temporary network capacity solutions (e.g., cells on wheels), providing service 
while the primary network is restored 
 Invests in one of the largest, best-equipped, and well-trained disaster recovery workforces 

that regularly drills for a range of adverse event types  

In alignment with GSA’s AUP, and to provide Government Agencies with the optimal 

Wireless Service experience, AT&T Wireless Services may not be used in an 
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unintended or abusive manner or in any way that harms the AT&T network, disrupts or 

degrades service, or interferes with another customer’s use or enjoyment of AT&T 

Services. 

2.2.6.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
AT&T MWS is not a CBSA-dependent service. 

2.2.6.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.6.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
MWS has no service-specific requirements indicated in the RFP.  
2.2.6.1.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MWS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.6.1.2  Technical Response for WS [L.29.2.1; M.2.1] 
2.2.6.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.6.1; C.2.6.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.2.6-4. 
Table 2.2.6-4. MWS Service Scope and Functional Capabilities. Agencies will receive MWS that is engineered to 
provide quality mobile communications that meets service description and functional requirements. 
Solution Element Description 
Wireless network  Provides agencies access to AT&T nationwide mobility network, including voice calls, high-

speed data and Internet access, text messaging (SMS), multimedia messaging (MMS), and 
PTT service, among others 

Wireless plans  Allows agencies to choose among wireless plan components to provide the desired 
connectivity tailored to their mission needs, including but not limited to: unlimited 
voice/SMS/MMS, domestic add-on data, international calling, international roaming, special 
features, and M2M services 

Wireless 
equipment 

 Offers equipment compatible with our mobility network, produced by the leading device 
manufacturers, including cellular phones, smartphones, mobile hotspots, data-only devices, 
and specialized products for use together with new, advanced services 

Custom 
solutions 

 Allows agencies to use the mobility network in innovative new ways to accomplish objectives 
in the field, such as fleet management, asset tracking, and remote monitoring 

Proprietary 
technology  

 Uses no proprietary technology for this service.  
 

2.2.6.1.2.2  Standards [L.29.2.1; C.2.6.1.2] 

AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 
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2.2.6.1.2.3  Connectivity [L.29.2.1; C.2.6.1.3] 

AT&T will comply with all connectivity instances listed in the RFP, as applicable. 

2.2.6.1.2.4  Technical Capabilities [L.29.2.1; C.2.6.1.4] 

Agencies will receive MWS that meet all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.6-5. 
Table 2.2.6-5. MWS Technical Capabilities. Agencies will receive MWS with the basic technical capabilities 
required to offer reliable and secure mobile communications. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Originate and 
receive calls 
to/ from other 
networks 

Meets  Provides agencies the ability to place and receive calls to and from mobile 
devices, fixed wire line networks (e.g., phones on the PSTN), and satellite-based 
networks (e.g., Iridium) 

2. Provide mobile 
devices 

Meets a) Provides agencies cellular phones, and tablets as required, capable of: 
i) Available built-in features 
ii) Wireless broadband devices (e.g., mobile Wi-Fi hotspots, Mi-Fi wireless 

router acting as a mobile Wi-Fi hotspot) 
ii) Secured voice communications with FIPS-compliant encryption, as available 
iv)  AC Charger 
v)  (Optional) Headset/hands-free device 
vi)  (Optional) Protective case 
vii)  (Optional) Car Charger 
viii)  (Optional) Spare or extra battery 
ix)  (Optional) Holster 

b) Provides smartphones, and tablets as required, capable of: 
i)  Built-in available features 
ii)  Short Messaging Services (SMS) (i.e., text messaging) 
iii)  Multimedia Messaging Services (MMS) 
iv)  Email 
v)  Web browsser 
vi)  Personal Information Management (PIM), including contact and calendar   
       information and documents/notes 
vii)  Ability to sync with leading email, contact/address, and calendar platforms 
viii)  Vibrate alert to emails and text messages 
ix)    Ringing alert to emails and text messages 
x)    Ability to transfer photos/pictures directly to computer 
xi) Remote kill (as applicable) 
xii) Remote wipe (available through MMS) 
xiii) Ability to disable audio, video, and recording functionality (as available) 
xiv) Transmit and receive data (e.g., run an agency specific app, access the 

Internet) while conducting a voice session (as available) 
xv)  AC Charger 
xvi) (Optional) Headeset/hands-free device 
xvii) (Optional) Protective case 
xviii) (Optional) Car Charger 
xix)  (Optional) Spare or extra battery 
 

3. Plans and plan 
aspects 

Meets  Offers plans and plan aspects for GFP and user-owned devices, including: 
a) Voice Service Plans including voice calling and text messaging (SMS). 
b) Data Add-On Service Plans including data (email, Internet access, video, 

Multimedia Messaging Service (MMS) and other data) added to voice service 
plans. 

c) Data only Service Plans including emails, Internet access, video, MMS, and 
other data transport not combined with voice service plans. 
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# Technical 
Capability 

Meets or 
Exceeds Description 

d) M2M and telemetry products providing wireless connectivity to machines, 
vehicles, or assets (optional) 

e) Mobility applications for mobile device management. 
f) Domestic Mobile Roaming is included in all Domestic callingplans at no 

additional charge to the government and willk include voice calls, messaging, 
multimedia, and data. 

g. (Optional) Non-Domestic Mobile Roaming Plans cover voice calls, messaging, 
multimedia, and data. 

h) Pooling of domestic data (gigabytes) within the same billing account at a level 
specified by the ordering entity (e.g., an entire agency or multiple sub-bureaus 
within an agency). 

4. Wireless 
enhanced 911 
(E911) 

Meets  Complies with E911, rules including Phases I and II as stipulated by the FCC 
 Transmits call location data to public safety answering points (PSAPs) and 

emergency operators retrieve caller locations from PSAPs 
5. No additional 

charge items 
Meets  No Additional Charge Items:include: 

a) International charges if the transmission originates and terminates at domestic 
locations, regardless of whether international roaming is activated (as 
available) 

b) Third-party direct billing (subject to, and compliant with, Section G.4 of EIS 
contract)  

c) In-network mobile-to-mobile minutes 
d) Contractor owned Wireless Local Area Network (WLAN) (e.g., Wi-Fi) usage. 

The use of non-domestic/international Wi-Fi calling will generate additional 
charges per the associated voice plan of the line. 

e) Activation/establishment or service restoration including internal/external 
porting of telephone numbers, telephone number changes, and/or to change 
or activate/deactivate service features (MWS service component) 

f) Termination (MWS service component) 
6. (Optional) 

Emergency 
service plans 

Meets 
 

 Provides emergency service plans for devices that typically are not used except 
during emergencies (per TO) 

7. (Optional) SRE Meets 
 

 Provides SRE capable of supporting multiple SIM cards or one SIM card and one 
ESIM (per device specified in TO) 

8. (Optional) SCIF 
friendly mode 

N/A  Available as a future offer 

9. (Optional) 
Software 
licenses 

Meets  Software licenses and support services that enable maintenance, encryption, and 
security compliance services (including FIPS 140-2/3 compliance) for use with 
the provided SRE (as available) 

10. (Optional) 
Cellular 
connectivity 

Meets 
 

 Provides cellular connectivity to a wide area network (WAN) 

11. SRE 
replacement/re
fesh 

Meets 
 

 Provides SRE Replacement/Refresh 
a) Provides a warranty to include a minimum of a 30 day SRE return policy 

following receipt during which period the user may return the SRE and obtain 
an equivalent replacement without penalty 

b) Device Refresh - offers refreshed SRE after no more than 20 months of 
activation. An Ordering Entity may refresh SRE with the device options and 
obligations of a new activation. For SRE activated less than 20 months, 
published method for determining the refresh price will be available. 

12. Support 
interface 

Meets 
 

a) Supports the following requests/commands and states the target and maximum 
amount of time that the below commands shall take (per TO) 
i)  Activate and deactivate devices 
ii)  Reset voicemail passwords 
iii)  Suspend/resume a line of service 
iv)  (Optional) Kill a device 
v)  (Optional) Wipe a device 
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# Technical 
Capability 

Meets or 
Exceeds Description 

vi)  Submit trouble tickets 
b) Provides acknowledgements of all requests/command completions, which shall 

be sent to the agency designated point of contact. Trouble ticket updates shall be 
updated as the agency requires (per TO) 

13. Usage data and 
notifications 

Meets 
 

 Provides usage data information and excessive usage notifications, including a 
summary of how much data has been used within an ongoing billing period to 
potentially provide an agency with an advanced indication that it may run over its 
allocated pooling GBs. 

14. Privacy data Meets 
 

 Acknowledges the Government will own all user privacy data, including the name 
of the individual using the service, all contact information, usage information and 
inventory data. The Government will also own all content sent to the Government 
including emails, text messages, data, and voicemails.  

2.2.6.1.2.5  Features [L.29.2.1; C.2.6.2] 
Agencies will receive established MWS that meets all mandatory features. All proposed 

features are described in Table 2.2.6-6. 
Table 2.2.6-6. MWS Features. Agencies will receive service features that enhance connectivity, promote productivity 
in the field, and meet required features. 

# Feature Meets or 
Exceeds Description 

1. Wireless priority 
services support 

Meets  Supports WPS in the manner prescribed by the RFP for agency devices 
authorized and subscribed to the WPS in advance of use 

2. Directory 
assistance 

Meets  Supports Directory Assistance in the manner required by the RFP, with 
automatic connection, as applicable 

3. Domestic to non-
Domestic calling 

Meets  Supports dialing to international PSTN endpoints from the domestic service 
area via recognition of country code prefixes in the dialing string 

4. International 
mobile roaming 
(optional) 

Meets  AT&T supports 

5. Personal hotspot Meets  Supports personal hotspots created by the agency subscriber’s devices, with 
compliant devices 

6. Indoor cellular 
systems 

Meets  Supports small indoor systems (i.e., femtocells and microcells) that provide 
network coverage augmentation within buildings  

7. Push to talk 
(optional) 

Meets  AT&T supports 

2.2.6.1.2.6  Interfaces [L.29.2.1; C.2.6.3; C.2.6.3.1] 
AT&T Wireless Service is compatible with interfaces in RFP Section C.2.6.3.1, as 

applicable.  

2.2.6.1.2.7  Performance Metrics [L.29.2.1; C.2.6.4; C.2.6.4.1] 
AT&T Wireless Service meets all KPIs listed in RFP Section C.2.6.4.1. 

2.2.7 Service Area: Commercial Satellite Service [C.1.8.1] 
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2.2.7.1  Commercial Satellite 
Communications Service  
[L.29.2.1; M.2.1; C.2.7] 

Agencies will receive experienced satellite 
engineering and management services, 
culminating in customized satellite systems 
tailored to directly meet mission objectives, 
globally. 
2.2.7.1.1  How AT&T Will Provide Proposed Services and Features  

[L.29.2.1; M.2.1] 
2.2.7.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Agencies will receive Fixed Commercial Satellite Communications Service 

(COMSATCOM) providing a critical satellite communication systems with a variety of 

customized architectural components, including satellite bandwidth, satellite service 

plans, contractor-provided earth terminals, radio frequency equipment, interfaces, and 

support services. The AT&T Satellite Solutions Group (SSG), in response to agency 

TOs, performs a full assessment of agencies’ needs and works with the most reliable 

satellite operators and advanced equipment manufacturers to engineer optimized end-

to-end satellite network designs. The SSG then implements, delivers, and manages 

turnkey systems for agencies, providing voice/data/video networking with performance 

characteristics that provide secured connectivity to remote locations, disaster recovery 

and backup solutions, and broadcast-style solutions backed by The AT&T secured 

network. AT&T can efficiently interconnect the provided satellite systems to high-

availability public or private networks. Our proposed COMSATCOM architecture and 

services meet EIS service requirements as shown in Figure 2.2.7-1 and Table 2.2.7-1. 

AT&T COMSATCOM Experience 
 AT&T designs, plans, delivers, and supports 

FEMA in COMSATCOM for their Mobile 
Emergency Response Support (MERS) and 
Mobile Communications Office Vehicles 
 (MCOVs). MERS are six geographically 

dispersed regional detachments. MCOVs are 
39’ specially modified vehicles to support 8-9 
workstations. They are activated in the event 
of a Federal, State, and Local disaster to 
support on-scene emergency management 
personnel with uninterrupted communications. 
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Figure 2.2.7-1. COMSATCOM Overview. The AT&T SSG provides agencies managed fixed satellite services that 

extend their operational reach and allow mission objectives to be accomplished farther afield with maximum flexibility.  
Table 2.2.7-1. COMSATCOM Overview Description. COMSATCOM components are integrated into an architecture 
that provides satellite communications in support of mission requirements and operations. 

Architectural 
Components Description 

Functional Architectures  
Remote fixed 
service 
architectures 

 Provides COMSATCOM as the primary communications at agency facilities where 
alternatives are unavailable. 

Redundant backup 
service 
architectures 

 Backup communications at critical facilities where extended communications interruptions 
are unacceptable or primary service is unreliable 

Disaster recovery 
service 
architectures 

 Deployable, mobilized communications quickly support first responders when other forms 
of communications are damaged or unavailable 

Broadcast service 
architectures 

 Supports applications requiring transmission of high bandwidth content to multiple locations 
simultaneously 
 Offers optional return channels for questions or channel management 

Technical Components 
Satellite bandwidth  Offers satellite capacity in any commercially available frequency band via a stable of 

integrated satellite operator partners including, but not limited to, S-, C-, L-, X-, Ku-, Ka-, 
and UHF bands 
 Uses a wide array of available spacecraft, both domestically and internationally to meet 

agencies’ requirements for coverage (footprint), power, polarity, interface, and expansion 
Connects two or more endpoints with encrypted voice, data and/or video, as defined by TO 

Hub services  Provides both leased and owned satellite hub networking options with a full range of 
capabilities, including multi-carrier access and high-availability interconnection to other 
networks and services 
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Architectural 
Components Description 

 Offers a broad choice of leased hub facilities in many domestic and international locations 
that connect to a variety of satellites at varying frequencies, supporting varying air 
interfaces and modem/traffic schema 

Remote earth 
terminals  

 Provides both leased and owned remote-side satellite earth terminal (ET) options with a 
range of capability sets, sizes/throughputs, air interfaces, and modulation schema 
 May be fixed, vehicle transported, and/or man transportable, as defined in a TO 
 Will conform to required standards, including Military Standard (MIL-STD)-188-164 with 

associated modems conforming to MIL-STD-188-165 
Operational Components 
Engineering – 
AT&T satellite 
solutions group  

 Experienced satellite engineering staff dedicated exclusively to designing government and 
military satellite systems 
 Agencies receive the most efficiently designed satellite services with the latest technology 

advancements, tailored specifically for their needs and without unnecessary expenses 
Installation and 
testing 

 AT&T-led implementation teams in the field for installation 
 AT&T engineering personnel manufacturer-trained in testing and verification procedures 

Project 
management 

 Satellite networks are overseen by AT&T project managers experienced in satellite system 
implementations, confirming on-schedule projects 

Monitoring and 
management 

 Supports provided satellite networks with advanced automated monitoring and 
management 
 Provides 24/7 staffing of customer support facilities, with escalation procedures to higher 

tier support 
 Supports reliability and maintenance of agencies’ satellite networks; any issues are 

addressed promptly, and where applicable, proactively through the use of advanced 
monitoring 

Network Components 
Interconnect to 
terrestrial networks 

 Integrates commercial fixed satellite services with terrestrial networking services, including 
IP, VPN, PSTN, and storage services, as directed by a TO  

2.2.7.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering COMSATCOM delivers compliant, 

scalable, reliable, and resilient service as shown in Table 2.2.7-2. 
Table 2.2.7-2. COMSATCOM QoS. COMSATCOM is fully compliant, and provides the robust scalability, high 
reliability, and strong resilience sought by GSA and agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provided FEMA with COMSATCOM using solutions comparable to that proposed for EIS, in 
full compliance with customer’s requirements comparable to EIS for service and functional 
requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.7.1.2 provides details of our proposed solution.  

Scalability 
Global reach  Agencies’ networks can effectively reach any point, domestic or international, excluding 

extreme polar regions 
Network growth  Agencies’ networks can effectively include an unlimited number of endpoint terminals 

 AT&T will provide satellite capacity planning to accommodate network throughput growth 
Reliability  
Performance  Agencies may opt for network designs exceeding the specifications outlined in RFP Table 

C.2.7.3 using high-power carriers/beams, high-gain ETs, sparing plans, and hub diversity, as 
defined in a TO 
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Architectural 
Components Description 

Availability  Meets the Availability KPI of 99.5%, per RFP Table C.2.7.3, exceeds if specified by TO 
Resilience 
Redundancy  Provided satellites use redundant, remotely engaged subsystems and operators maintain 

major event failover plans 
 Provided hub stations employ redundant modem/RF/IF/power/interconnect facilities 
 Maintains ET sparing stock at 1:x as defined in a TO 

2.2.7.1.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
COMSATCOM Service is not a CBSA-dependent service. 

2.2.7.1.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.7.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
Several COMSATCOM security related capabilities are indicated as features in 

RFP Section 2.7.2. These capabilities are addressed in proposal Section 2.2.7.1.2.5.  

2.2.7.1.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for COMSATCOM are protected from information breaches, 

unauthorized access and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.7.1.2  Technical Response for CSCS [L.29.2.1; M.2.1] 
2.2.7.1.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.7.1; C.2.7.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.2.7-4, and described previously in 

Section 2.2.7.1.1.1. 
Table 2.2.7-4. COMSATCOM Service Scope and Functional Capabilities. Agencies will receive COMSATCOM 
with capability to meet service description and functional requirements as specified on a TO basis. 

Solution Element Description 
Satellite 
bandwidth 

 Provide fixed commercial satellite communications services to include, but not be limited to: 
satellite bandwidth, satellite service plans, contractor provided earth terminals, radio 
frequency equipment, interfaces and support services 
 Offers agencies satellite capacity in any commercially available frequency band via a stable 

of integrated satellite operator partners including, but not limited to, C-, X-, Ku-, and Ka-
bands 
 Affords agencies multiple options for coverage with respect to footprint, power, polarity, 

interface, and expansion via a wide range of available spacecraft, both domestically and 
internationally 
 Connects two or more endpoints with encrypted voice, data and/or video, as defined in a TO 

Hub services  Provides both leased and owned satellite hub networking options with a full range of 
capabilities, including multi-carrier access and high-availability interconnection to other 
networks and services 
 Offers a broad range of hub facilities in many locations that connect to a variety of satellites 

at varying frequencies and support varying air interfaces and modem/traffic schema 
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Solution Element Description 
Remote earth 
terminals  

 Provides both leased and owned remote-side satellite ET options with a range of available 
capability sets, sizes/throughputs, air interfaces, modulation schema 
 ETs may fixed, vehicle transported, and/or man transportable as defined in a TO 
 ETs will conform to required standards including Military Standard (MIL-STD)-188-164 

with associated modems conforming to MIL-STD-188-165 
Proprietary 
technology  

 Uses no proprietary technology for this service 
 

2.2.7.1.2.2  Standards [L.29.2.1; C.2.7.1.2] 
AT&T will comply with all CFSS standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.7.1.2.3  Connectivity [L.29.2.1] 
The RFP indicates no connectivity standards. 

2.2.7.1.2.4 Technical Capabilities [L.29.2.1; C.2.7.1.3] 
Agencies receive COMSATCOM that meets all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.7-5, and described previously 

in Section 2.2.7.1.1.1. 
Table 2.2.7-5. COMSATCOM Technical Capabilities. Agencies will receive services that meet required technical 
capabilities. 

Technical 
Capability 

Meets or 
Exceeds Description 

Turnkey satellite 
networks 

Meets  Provides turnkey satellite solutions with all necessary components of critical CFSS 
networks, from design through implementation and ongoing operation, to include: 
bandwidth, engineering and planning services, shared/dedicated hub service, 
equipment services, leased/owned remote earth terminals, as well as interface, 
support, implementation, testing, management, and monitoring services 

All commercially 
available bands 

Meets  Provides satellite solutions in all commercially available frequency bands 

Compliant space 
segment 

Meets  Engineers space segment for required coverage, power delivery, frequency, and 
available bandwidth; AT&T provides and tests satellite bandwidth that meets or 
exceeds the stated requirements for availability, errors, reliability and delay  

Dedicated 
capacity  

Meets  Provides multiple agencies with fully dedicated, non-pre-emptible bandwidth, 
shareable only among agencies’ TO-specified ET populations, and including 
replacement procedures in the event of spacecraft failure; pre-emptible satellite 
bandwidth is only provided when explicitly specified by the agency TO 

Hub and remote 
earth terminals 

Meets  Provides agencies with highly reliable leased hub station and ET services (AT&T 
operated, if specified by TO), allowing agencies to limit capital expenditures by 
procuring satellite systems primarily as a service 

Terminal 
compatibility and 
conformance 

Meets  Works directly with partners and satellite operators to ensure certified terminal-to-
satellite compatibility for every deployment; engineers links for optimal throughput 
performance of the provided ET service  
 Provides hub station services that cover a range of options including locations, 

satellite orbital slots serviced, frequency bands serviced, gain/antenna size, and 
terrestrial interconnect speeds 
 Uses terminals that conform to MIL-STD-188-164 with associated modems 

conforming to MIL-STD-188-165 
Satellite internet 
service  

Meets  Provides SIS offering Internet access, as applicable 
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2.2.7.1.2.5 Features [L.29.2.1; C.2.7.2] 
Agencies will receive COMSATCOM that meets all mandatory features. All proposed 

features are described in Table 2.2.7-6, and described previously in 

Section 2.2.7.1.1.1. 
Table 2.2.7-6. COMSATCOM Features. Agencies will acquire services that to meet the required set of features. 

# Feature Meets or 
Exceeds Description 

1. Capacity  Meets  Uses AT&T relationships with multiple premier satellite operators to provide 
agencies satellite capacity in any available frequency band, per availability 

2. Coverage Meets  Provides agencies, as defined in a TO, access to worldwide satellite coverage 
through AT&T satellite partners, in frequencies including, but not limited to, S-, C-, 
L-, X, Ku-, extended Ku-, Ka, and UHF bands, per availability 

3. Network 
monitoring 
and reporting 

Meets  Applies as part of its standard practice, AT&T SSG’s engineering designs that 
include capabilities to electronically collect near real-time monitoring data, 
fault/incident/outage reports, and other statistical information on the provided 
system’s performance and health; frequency, format, security, and systems used in 
the reporting and delivery of this information to agencies will meet the TO 
requirements 
 Provides Net OPS information on a frequency and format consistent with AT&T 

standard management practices, to a location/entity/electronic interface as defined 
in a requirement by the OCO 

4. EMI/RFI 
mitigation 

Meets  Establishes and uses, with the OCO, a mutually agreed-upon media and voice 
communications capability capable of protecting Controlled Unclassified Information 
(CUI) data 
 Maintains systems that protect the provided satellite system’s integrity by detecting, 

locating, and mitigating sources of electro-magnetic interference (EMI) and radio 
frequency interference (RFI) 
 Works expediently with all appropriate authorities responsible for spectrum integrity, 

and provides them with details on the interfering signals, to include location, as 
applicable 
 Provides alternatives to agencies where persistent interference affects the function 

of our systems 
5. Interoper-

ability 
Meets  Deploys AT&T SSG engineers to provide satellite services with standards-based 

componentry unless otherwise directed; standards-based engineering ensures 
access to, and/or interoperation with, the broadest set of hubs/teleports/gateways 
and provides enterprise service access to, or among, multiple networks or enclaves 
 Provides interoperable connections to both government and commercial teleports 
 Assists agencies in avoiding dead end or end-of-life satellite technologies by 

maintaining a staff of experienced satellite engineers that maintain longstanding 
relationships with the leading operators and manufacturers in the satellite industry 

6. Information 
assurance 

Meets  Meets the CNSSP 12, “National Information Assurance Policy for Space Systems 
used to Support National Security Missions” and DoDI 8581.1, “Information 
Assurance (IA) Policy for Space Systems Used by the Department of Defense” 
 Provides FIPS-compliant satellite systems in support of sensitive projects now and in 

the future 
 Designs systems that meet requirements assigned against a low-impact information 

system (per FIPS 200) described in the current revision of NIST (SP) 800-53, 
"Recommended Security Controls for Federal Information Systems and 
Organizations", as applicable 
 Recognizes and includes the listed network elements as within the service’s IA 

boundaries  

2.2.7.1.2.6  Interfaces [L.29.2.1] 
The RFP identifies no interfaces for COMSATCOM. 
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2.2.7.1.2.7  Performance Metrics [L.29.2.1; C.2.7.3] 
COMSATCOM meets all of the KPIs listed in the RFP. 

2.2.7.2 Commercial Mobile Satellite Service (CMSS) [L.29.2.1; M.2.1; C.2.7] 
AT&T offers agencies access to global satellite communications systems 
enabling personnel to communicate at any time or place, regardless of mission 
location or situation. 
2.2.7.2.1 How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.7.2.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
Agency missions can require government personnel to connect and communicate in 

challenging locations where local infrastructure is nonexistent, damaged, or unreliable. 

The AT&T Commercial Mobile Satellite Service (CMSS) delivers personally portable 

connectivity, usable in outdoor locations around the world, that provide voice, text, and 

data whenever conventional alternatives are unavailable. 

CMSS provides an end-to-end connection between CMSS users, or between CMSS 

and wireline and wireless users via provided network gateways to the PSTN, Internet 

and other networks.  AT&T will provide agencies subscribing to CMSS a choice 

amongst a variety of satellite networks, compliant service plans, compatible satellite 

phones and devices available as SREs, as well as the associated support services 

necessary for the service to operate.  The service can be accessed by land-based, 

maritime, or aeronautical users using one- or two-way communications via satellite with 

appropriate equipment and plans. 

CMSS will be offered in commercially-available frequency bands (ex. S-, C-, L-, X-, Ku-, 

Ka- and UHF), however, it is typically offered as L-Band on the subscriber side of the 

satellite link for optimal access.  The proposed architecture and services meet the EIS 

service requirements shown in Figure 2.2.7.2-1 and Table 2.2.7.2-1. 
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Figure 2.2.7.2-1 CMSS Overview. AT&T’s Commercial Mobile Satellite Service provides agency personnel 

connectivity where no alternatives exist, offering voice, text, and data services utilizing easily transportable SRE 
capable of connecting to both public and private networks.  

Table 2.2.7.2-1. CMSS Overview Description.  AT&T CMSS offers basic network infrastructure capabilities 
worldwide. 

Architectural 
Components Description 

Functional Components 
Global mobile satellite 
service 

 CMSS provides agencies access to public and private networks such as the PSTN, 
Internet, and VPNs from virtually any location globally, via specialized personal and 
easily portable satellite terminals 

Technical Components 
Access to Bandwidth on 
Mobile Satellite Networks 

 CMSS provides usage of satellite channels on the Inmarsat and Iridium satellite 
constellations 

Terrestrial Infrastructure  Earth Stations and gateways are specific to either the Inmarsat or Iridium 
constellations and transmit and receive subscribers’ communications from the 
satellites, connecting them to desired terrestrial network destinations, as well as to 
each other 
 CMSS includes supporting ground infrastructure network such as hub earth stations  

and network gateways 
Portable subscriber 
terminals 

 Agency devices are portable terminals or handsets that are compatible with the 
Inmarsat or Iridium CMSS offerings, and access the satellite constellation to obtain 
the desired service type, such as voice, text, or data 

Operational Components 
Monitoring and 
Management 

 Fully maned global satellite infrastructure 
 Provides 24/7 staffing of customer support facilities with escalation procedures to 

higher tier support 
 Supports reliability of agencies’ satellite networks; any issues are addressed promptly, 

and where application, proactively through the use of advanced monitoring 
Network Components 
Satellite Constellations  The Inmarsat and Iridium satellite constellations are multi-satellite constellations of 

cooperating satellites in earth orbit that relay subscribers’ communications from any 
location to and from larger earth stations  

Earth Stations and 
Gateways 

 Earth Stations are specific to either the Inmarsat or Iridium constellations and transmit 
and receive subscribers’ communications from the satellites, connecting  via gateways 
to desired network destinations 
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Architectural 
Components Description 

Compatible SRE Devices  Agency devices are portable terminals or handsets that are compatible with the 
Inmarsat or Iridium CMSS offerings, and access the satellite constellation to obtain 
the desired service type, such as voice, text, or data  

2.2.7.2.1.2 Quality of Services (QoS) [L.29.2.1(B); M.2.1(2)] 
Our approach and CMSS architecture deliver compliant service as shown in Table 
2.2.7.2-2. 
Table 2.2.7.2-2. CMSS Quality of Service (QoS). CMSS is fully compliant, and provides high reliability, sought by 
agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 The offered satellite constellations have been operating reliably for several decades, and  
meet the agencies’ requirements for EIS CMSS, standards, connectivity, technical capabilities, 
features, interfaces, and performance metrics 

Reliability  
High availability 
service 

 Service level objective of greater than 99.5% availability, per EIS KPIs 

Resilience 
Satellite 
Redundancy 

 Both Inmarsat and Iridium maintain additional spare spacecraft, available for replacing failed 
satellites, and each maintain multiple ground stations for receiving and transmitting subscriber 
traffic 

Scalability 
  Scalability does not apply to CMSS  

2.2.7.2.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
CMSS is not a CBSA-dependent service. 

2.2.7.2.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.7.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
The contract indicates no CMSS-specific security requirements.  

2.2.7.2.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers CMSS with the required network architecture and meets all security 

requirements.  

2.2.7.2.2 Technical Response for CMSS [L.29.2.1; M.2.1] 
2.2.7.2.2.1 Service Description and Functional Definition 

[L.29.2.1; C.2.7.1; C.2.7.1.1] 
Agencies will receive a solution that provides full service, scope, and functional 

capabilities, as described in Table 2.2.7.2-3, and described previously in Section 
2.2.7.2.1.1. 
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Table 2.2.7.2-3. CMSS Service Scope and Functional Capabilities. Agencies will receive CMSS with capability to 
meet service description and functional requirements as specified on a TO basis. 

Solution 
Element Description 

Satellite 
Bandwidth 

 Provides mobile commercial satellite communications services to include: satellite service 
plans, subscriber equipment (as SREs), interfaces and support services 
 Offers agencies satellite capacity in commercially available frequency bands via satellite 

operator partners 
 Affords agencies multiple options for coverage with respect to footprint and speeds 
 Connects endpoints with voice, text, and data as defined in a TO 

Hub Services  Includes satellite hub networking and gateways with access to other networks and services 
 Offers a broad range of hub facilities in many locations that connect to a variety of satellites 

with varying air interfaces and modem/traffic schema 
Subscriber 
Terminals  

 Provides compatible subscriber terminals via SRE 

Proprietary 
Technology  

 CMSS utilizes proprietary air interfaces and hardware technologies that are unique to both 
Inmarsat and Iridium for this service  

2.2.7.2.2.2 Standards [L.29.2.1; C.2.7.1.2] 
CMSS provides communications globally, offering domestic and non-domestic satellite 

services as required per TO.  AT&T will comply with all standards listed in the RFP 

including: North American Numbering Plan (NANP); ITU-TSS World Numbering Plan 

(Standard: ITU-TSS E-164); IETF RFCs for IPv4/v6; and proprietary air-link interface 

standards based on mobile satellite systems, including the Inmarsat Broadband Global 

Area Network (BGAN) and the Iridium satellite constellation, as applicable. 

2.2.7.2.2.3 Connectivity [L.29.2.1] 
AT&T will comply with all connectivity instances listed in the RFP as applicable, and will 

provide domestic and non-domestic satellite services when required in the TO. 

2.2.7.2.2.4 Technical Capabilities [L.29.2.1; C.2.7.1.3] 
Agencies receive CMSS that meets all mandatory technical capabilities.  

All proposed technical capabilities are described in Table 2.2.7.2-4, and described 

previously in Section 2.2.7.2.1.1. 
Table 2.2.7.2-4. CMSS Technical Capabilities. Agencies will receive services that meet required technical 
capabilities. 

# Technical Capability Meets or 
Exceeds Description 

1. Internet Access Meets  Agencies can access IP address with duplex data 
2. Voice Calling Meets  Agencies can place and receive voice calls to and from numbers 

available to the Public Switched Telephone Network 
3. SMS Texting Meets  Agencies can send and receive SMS text messages with other 

SMS-capable systems and devices 
4. Fax Meets  Agencies can send and receive fax communications when 

connected with appropriate compatible fax equipment 
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# Technical Capability Meets or 
Exceeds Description 

5. Streaming Services Meets  Agencies can access streaming data at rates compatible with 
their selected CMSS SRE data equipment 

6. M2M Meets  Agencies can access machine-to-machine networks and devices 
via CMSS with appropriately configured devices  

2.2.7.2.2.5 Features [L.29.2.1; C.2.7.2] 
AT&T will provide compatible CMSS SREs, as commercially available, that are 

compliant with current applicable service standards. 

2.2.7.2.2.6 Interfaces [L.29.2.1] 
AT&T CMSS is compatible with interfaces as identified in agency task orders. 

2.2.7.2.2.7 Performance Metrics [L.29.2.1; C.2.7.3] 
AT&T CMSS meets all KPIs listed in RFP Section C.2.7.3. 

2.2.8 Service Area: Managed Service [C.2.8] 
2.2.8.1 Web Conferencing Service [L.29.2.1; M.2.1; C.2.8.2]  
Agencies can meet their need for highly secure, feature-rich web conferencing 
service (WCS) through AT&T WCS. WCS enables agencies to share applications 
and data with remote participants in real-time. Web conferences can connect 
several participants or several hundred, while scheduled events and web 
broadcasts can reach thousands. 
2.2.8.1.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.8.1.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Agencies will benefit from our company’s extensive experience providing web 

conferencing services. Through the Networx contract, more than 40 departments and 

agencies receive the AT&T WCS. The AT&T proposed architecture and services for 

web conferencing meets all requirements as shown in Figure 2.2.8-1 and 
Table 2.2.8-1. 
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Figure 2.2.8-1. WCS Overview. Agencies receive a service with robust technologies and flexible  
architecture that support current and evolving mission requirements. Our service provides reliable  

and highly secure web-based conferencing services providing users URL-access to interactive  
web conferences that allow real-time sharing of information, documents, and applications,  

promoting collaboration among large or small, geographically diverse teams. 

Table 2.2.8-1. WCS Overview Description. AT&T’s WCS connects authorized user devices together to deliver a 
common conference experience and provides each user the opportunity to interact with others in conference and 
participate collaboratively. 

Architectural 
Components Description 

Functional Components 
Web conference 
communication 
server and 
communication 
center 

 Provides password protected access to redundant web conference servers that host and 
distribute agency content to participants 
 Joins up to 1000 participants for an interactive web conference or up to 4000 attendees for a 

scheduled broadcast event  
 Implements instructions from host controls, collaboration tools, web conference features 
 Provides global access with multiple redundant host platforms with geographic dispersion 
 Offers agency hosts a conference scheduler 

Web conference 
client 
 PC client 
 Mobile client 

 Serves as both the host and subscriber interface to web conference services and features 
 Operates on PCs with popular, commercially available browsers via a browser-based client 
 Operates on popular mobile devices 
 Complies with Section 508 directives 
 Includes highly secured end-to-end SSL encryption 

Operational Components 
Event 
management 

 Offers professional event management services in order to coordinate web conferences 
 Provides multiple choices of escalating tiers of Event Management support: non-, semi-, and 

fully-produced events 
 Provides access to enhanced features such as planning sessions, training, web and video 

recording/production/delivery, content development, event monitoring  
Network Components 
IP transport  Utilizes agencies’ IP transport connecting the web conference client to the AT&T conferencing 

platform via URL 
 Uses IP service applied for standard transport; allows VPN transport in custom solutions, as 

defined in a TO 
 Interoperates with agency firewalls and security layers 
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Architectural 
Components Description 

Audio 
conferencing 

 Implements the telephone audio of conference through ACS 
 Provides audio via user’s PC if IP-capacity is available and device is capable, as available 
 Offers choices of telephone audio solutions, including participant dial in (toll free or caller paid 

access), host dial-out access; nondomestic calling plans available for an additional fee 
 Supports up to 1000 participants for standard web conference; supports up to 4000 for 

scheduled web conference broadcast events  

2.2.8.1.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering WCS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-2. 
Table 2.2.8-2. WCS QoS. WCS delivers the required QoS, is fully compliant, and provides robust scalability, high 
reliability, and strong resilience sought by GSA and agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For, DHS, USDA, and Treasury, AT&T provided WCS using the same solutions proposed for 
EIS in full compliance with customer’s requirements comparable to EIS for service and 
functional requirements, standards, connectivity, technical capabilities, features, interfaces, 
and performance metrics (See Section 2.2.8.1.2 for more details about our proposed 
solution.)  

Scalability 
Expanded 
capacity 

 Offers incremental scalability of reserved interactive conference capacity of up to 1000 
participants and reserved broadcast conference capacity of up to 4000 participants 

Integration with 
audio service 

 Provides SIP trunking, enabling web and IP audio conferencing to integrate seamlessly  
 Integrates media platforms to provide agencies with a feature rich conferencing solution 

Reliability  
Redundant 
distributed 
architecture  

 Boosts reliability and availability via distributed architecture, and redundant network 
connectivity  
 Incorporates load balanced servers that detect failures and compensate in real time 
 Provides a robust design using N+1 sparing of critical components with immediate failover 

Operator support  Offers trained and experienced live support with documented procedural direction/scripting 
 Offers conference assistance 24x7  

High service and 
support 
availability 

 Provides 99.5+ percent availability  
 Offers eight globally dispersed customer care service centers, available 24x7 
 Accepts via phone, questions on service, troubleshooting, and reporting 

Resilience 
Resilient 
modular design  

 Modularly architected platform for fast and simple maintenance and expansion actions 
 Regular maintenance by trained technicians 

Maintenance 
support 

 Maintained by on duty staff 24x7 
 Prevents local disruptions from spreading, via geographical distribution of components and 

staff  
 Features predictable and brief weekly off-hours maintenance windows 

Backup and 
recovery 

 Performs backup and recovery of platform hardware, software, and network components 
 Uses Documented and tested procedures for common maintenance and expansion actions  
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2.2.8.1.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 

WCS is not a CBSA-dependent service. 

2.2.8.1.1.4 Security [L.29.2.1(D); M.2.1(4)] 

2.2.8.1.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 

WCS has no service-specific requirements indicated in the RFP.  
2.2.8.1.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 

GSA’s agency customers for WCS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by AT&T’s global security 

architecture. AT&T’s service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.8.1.2  Technical Response for WCS [L.29.2.1; M.2.1] 
2.2.8.1.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.8.2.1; C.2.8.2.1.1] 
Agencies receive a solution that provides full service scope and functional capabilities, 

as described in Table 2.2.8-4 and described previously in Section 2.1.8.1.1.1. 
Table 2.2.8-4. WCS Service Scope and Functional Capabilities. WCS offers a variety of convenient ways for 
agencies and their guests to meet, present, and interact in groups of varying sizes, over geographically dispersed 
locations, with capability to meet service description and functional requirements. 
Solution Element Description 
Meet, present, 
and interact with 
information via a 
web browser 

 Supports a full range of event types and collaboration features, including online project 
collaboration, organizational meetings, training, public marketing events and executive 
broadcast communications 
 Supports point-to-point and multipoint web conferences 
 Supports on-demand, reservation-less events and scheduled events up to 30 minutes before 

conference start 
 Presents a personal meeting room for each user, with a customized greeting screen 
 Provides a browser-based web client that requires no software downloads 
 Provides access via mobile devices 

Share 
information, 
documents, or 
applications 
interactively 

 Enables interactive application and document sharing for up to 1000 participants  
 Allows participants to engage in real-time document sharing, file transfers, collaboration on a 

shared electronic whiteboard, and viewing and editing of annotation and documentation tools 
 Supports presentations with dynamic multimedia content including streaming audio and video 
 Enables file transfers to participants, as applicable within security guidelines 

Connect through 
public internet or 
agency’s intranet 

 Uses IP transport connecting web conference client to host platform 
 Uses IP service as standard transport and VPN transport is available as part of custom 

solutions 
 Works with customer-provided IP transport 

Proprietary 
technology  

 AT&T uses no proprietary technology for this service 
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2.2.8.1.2.2 Standards [L.29.2.1; C.2.8.2.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.8.1.2.3 Connectivity [L.29.2.1; C.2.8.2.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.1.2.4  Technical Capabilities [L.29.2.1; C.2.8.2.1.4] 
Agencies receive WCS that meets or exceeds all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.8-5, and described previously 

in Section 2.2.8.1.1.1. 
Table 2.2.8-5. WCS Technical Capabilities. Agencies receive service that meets or exceeds required technical 
capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Web-based 
collaboration 

Meets  Connects authorized users’ devices together to deliver a common conference 
experience, and allows each user to interact with others in conference and 
participate collaboratively 
 Supports full range of event and collaboration types — from online project 

collaboration to organization meetings, training, public marketing events and 
executive communications 
 Offers real-time document and screen sharing, file transfer, whiteboard 

presentation sharing, annotation tools 
 Provides end-to-end security preventing unauthorized access with SSL 

encryption  
2. Authentication, 

Greeting, on-line 
help 

Meets  Supports private, highly secure conference sessions with optional password 
protection 
 Gives each user his/her own, unique user ID for entering meetings 
 Provides personal meeting rooms for each user; customized greeting screen 
 Provides desktop launchpad to access meeting and conference functionality 
 Offers on-line help with live conferencing experts 
 Supports point-to-point and multipoint web conferences 

3. Interoperates with 
public internet or 
agency intranet 

Meets  Offers IP transport connecting web conference client to host platform 
 Applies IPS for standard transport; VPN transport available with custom 

solution 
 Supports accessibility through wireline and wireless networks 

4. Compatible user 
interface 

Exceeds  Offers compatibility with commercially available web browsers 
 Offers browser-based web client with no need for use of standalone software 

program 
 Uses plug-In client for both PCs and mobile devices, supporting popular and 

current OSs 
 Uses Application Client for Windows devices and Application Client for Mac 

devices (OS 10.7 and up; OS Safari 7 and up) 
 Uses virtual desktop support — (Citrix XenApp, XenDesktop VDI, VMWare 

View VDI, VMWare VDI) 
 Uses mobile application client for iOS 7 and greater (iPhone and iPad) 
 Uses mobile application client for Android 4.0 and up (handsets and tablets) 
 Uses mobile application client for Windows 8.0 and 8.1 (handsets) 

5. Pretesting and 
plugins 

Meets  Includes ability to test connectivity via a URL before entering a conference 
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# Technical 
Capability 

Meets or 
Exceeds Description 

 Supported by popular, current PC and mobile device browsers capable of 
supporting both Hosts and participants in joining, presenting and fully 
participating in live and recorded web conferences  

6. Support dynamic 
content 

Meets  Supports the presentation of dynamic multimedia content, with streaming 
audio and video, in formats including, but not limited to: Audio Visual 
Interleave (AVI) files, Adobe Flash, animated GIFs, and dynamic HTML 

7. Available on 
demand or via a 
scheduled 
reservation 

Meets  Supports on-demand, reservation-less events up to 30 minutes prior to 
conference start  
 Integrates with calendar and email programs for easy scheduling of meetings  
 Offers application plug-ins for streamlined scheduling currently including: 

Microsoft Outlook; Google Calendar; Microsoft Lync 2013  
 Integrates with Microsoft Outlook, Lotus Notes, Apple iCal, Google Calendar, 

and Microsoft Lync for scheduling and joining all meetings and events 
8. Advance 

scheduling 
Meets  Allows hosts to schedule single or recurring conferences by time and day of 

week 
 Allows hosts to schedule up to a year in advance with supported calendar 

tools 
9. Email notification 

with RSVP 
Meets  Supports meeting notifications to participants and RSVP through integration 

with enterprise calendar tools 
10. Extend conference 

time and add 
participants 

Meets  Allows hosts to add participants to scheduled conferences up to stated 
participant limits and may dynamically add additional participants during the 
conference 
 Automatically extends conferences over expected length without interruption 

11. Security Meets  Offers private, highly secure conference sessions — optional password 
protection, and end-to-end SSL encryption  

12. Accessible via URL Meets  Delivers access to conferences via provided URLs, with attendees gaining 
access via logins and passwords 

13. Passwords Meets  Provided to host and participants when specified in TO 
14. Capacity Meets  Offers interactive application and document sharing for up to 1000 participants  
15. Traversing agency 

firewalls 
Meets  Enables traversing and interoperating with agency firewalls and security layers 

without modifications using the AT&T browser-based architecture. 
16. Operators Meets  Provides 24x7 live help 
17. Annotation 

capability 
Meets  Allows for shared documents, and whiteboards with collaborative edits that 

can be saved for further work 
18. Participant List Meets  Provides viewable list of all attendees’ names  
19. Web surfing Meets  Allows for host-directed session with conference participants 
20. File transfer Meets  Allows for sharing of common business files in compliance with current 

security policies 
21. Multiple presenter 

support 
Meets  Allows for dynamic assignment of presentation rights to any connected 

participant with compatible equipment and software 
22. Large video 

webcasts 
Meets  Supports large broadcasted webcasts with audio/video for up to4,000 

simultaneous participants 
23. Polling and voting Meets  Allows hosts to initiate interactive polling on multiple choice questions or 

voting with participants  
24. Instant feedback Meets  Allows hosts and participants to quickly see results of polls and votes 
26. Print and save Meets  Allows hosts and participants to print presentation discussed in conference 
27. Text chat Meets  Allows participants to communicate via chat text with entire group (public 

comment) or to only one other participant (private note) 
28. Survey capability Meets  Allows hosts to have interactive survey with all or random percentage of 

participants by posing multiple choice question to group  
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2.2.8.1.2.5  Features [L.29.2.1; C.2.8.2.2] 
Agencies receive a fully featured WCS that meets all required features. All proposed 

features are described in Table 2.2.8-6, and described previously in 

Section 2.2.8.1.1.1. 
Table 2.2.8-6. WCS Features. Agencies receive service that meets the EIS RFP required features. 

Feature Meets or 
Exceeds Description 

RFP Required Features 
Streaming audio  Meets  Provided synchronized with Web conference data files residing on local and 

remote computers 
Streaming video Meets  Provided synchronized with Web conference data files residing on local and 

remote computers 
Presentation replay Meets  Enables playback of recorded web based presentations for up to 1 year  

2.2.8.1.2.6  Interfaces [L.29.2.1; C.2.8.2.3] 
RFP identifies interfaces for WCS as “Not applicable — WCS is browser-based 

service”. 

2.2.8.1.2.7  Performance Metrics [L.29.2.1; C.2.8.2.4; C.2.8.2.4.1] 
The AT&T WCS meets all KPIs listed in RFP Section C.2.8.2.4.1. 

2.2.8.2  Unified Communications Service [L.29.2.1; M.2.1; C.2.8.3] 
To empower employees and increase 
productivity, AT&T proposes a Unified 
Communications Service that integrates the 
specialized communications features of the telephone, desktop computer, 
laptops, and mobile devices, into a single powerful communication tool. 
2.2.8.2.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.8.2.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
An increasingly diverse and mobile workforce has put workers at a disadvantage when 

trying to communicate using traditional technology. The Unified Communications 

Service (UCS) ties together the telephone, email, instant messaging, and collaboration, 

for desktop, mobile, and remote teleworkers. UCS merges all of these technologies into 

a single interoperable communications system that allows workers to stay in contact, 

shorten cycle times, find information, and extend the reach of their work locations. The 

AT&T Demonstrated UCS Capabilities 
 Per Gartner UCS Magic Quadrant, 10 Aug 

2015, AT&T team members are Leaders in 
ability to execute and completeness of 
vision. 
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proposed architecture and services meet the EIS service requirements shown in 

Figure 2.2.8-2 and Table 2.2.8-7. 

 
Figure 2.2.8-2. UCS Overview. UCS offered as a service enables agencies with all types of offices to connect and 

communicate using multiple device types. Small sites, business campuses, and sites tied to large data-center– 
centric networks all receive the same level of UCS. Agencies that have remote and mobile workers using  
tablets and smartphones are also supported. PSTN connectivity can be accomplished using the EIS SIP  

trunk service through the UC node or using trunks connected directly to the agency location.  
Table 2.2.8-7. UCS Overview Description. AT&T UCS systems, networks, and components are provided in a 
service format called UC as a Service (UCaaS), fully hosted in AT&T data centers. In addition, AT&T has built and 
supported 35,000 premises-based seats of UC for both commercial and government customers worldwide. 

Architectural 
Components Description 

Functional Components 
Call control  Provides PBX-like functions when coupled with agency’s PSTN access trunking service.  

 Provides full set of calling features to every connected site  
 Allows for shared trunking which reduces PSTN connectivity expense 

Presence  Provides function of UC Client running on a desktop/laptop, tablet, or smartphone 
 Tracks state of users’ ability communicate through tools, application links, and calendars 
 Informs co-workers if you are on the phone, in a meeting, out of the office, available, in an IM 

session, etc., through their UC client and contacts list. 
 Allows workers to manage their availability by setting their presence message to read as desired 

Calendar  Shows meeting schedule, out of office, and task engagements 
 Managed by the end user and integrated with the user’s desktop calendaring functions 
 Used by the presence function to show when a worker is free to engage or is otherwise tasked 

Instant 
messaging 

 Allows workers to type messages, ask questions and provide answers without tying up 
resources or time 
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Architectural 
Components Description 

 Provides IM interface as a function of multiplatform UC Client and links to presence function 
 Supports one-to-one IM or ad hoc meetings with one-to-many of many-to-many  

Message store  Provides storage for non-real-time messages 
 Acts as core system for UM storing and forwarding voicemails and IM 
 Supports changing delivery format of messages 

Conferencing  Bridges workers together via audio, video, web collaboration, presentation tools, or a 
combination thereof 
 Supports virtual meetings using PCs, laptops, tablets and smartphones 
 Enables conferencing to be audio enabled using either telephone or attendee’s device for audio 

portion of the meeting 
Contacts  Stores both enterprise and personal contacts and interfaces with the other service functions to 

provide point and click access to co-workers and colleagues, and suppliers 
Technical Components 
FISMA UC 
service nodes 

 Complies with FISMA high-impact standards, and has been third-party assessed for 
authorization and accreditation (A&A). Provides high availability, geographically diverse, server 
systems with primary/secondary processing locations 

IP-voice call 
control 

 Supports IP call control and voice communications at the center of the service  

Multi-device UC 
client  

 Connects to a service that maintains and distributes presence messages 
 Connects to application services s allowing presence to be shown for those applications and 

allow full control from a single point 
 Available for PCs, smartphones and tablets, and acts as subscriber’s portal for all UC services 

and functions 
Operational Components 
Device 
management 

 Manages solution-specific devices located at agency premises providing configurations and 
management that are in sync with the UC service 

Service 
management 

 Manages equipment, servers and software for high service availability 
 Adds equipment and server software under change control meeting demand on both order 

heuristics and usage information 
Administrator’s 
portal 

 Provides agencies three tier administration portal with ability to manage service, view inventory, 
view and update features, manage devices, assign DIDs, control feature groups, and manage 
user accounts 
 Supports managing devices and functions with control over Division and Location admin 

accounts 
 The division administrator can view and manage all devices and functions, but has no control 

over admin accounts 
 The location administrator can view and manage devices and functions for a single location 

Network Components 
IP VPN  Requires agency provided IP transport, or IP VPN, to interconnect agency locations 
SIP trunk  Requires agency provided connection to the PSTN 
IP phones/ 
soft phones 

 Requires an end point (e.g., IP phone, soft phone, or analog adapter) on every “line” 

IP to analog 
gateways 

 Convert IP Voice RTP stream to an interface for use by analog devices (e.g., fax machines, and 
elevator phones) 

VoIP capable 
LAN 

 Requires agency provided data network LAN switches with POE and VoIP COS capability 

PC’s  Provided by agency to operate communications control applet and other applications 
Tablets 
(optional) 

 Supports communications control applet and other applications on tablets using iOS or Android 
OSs 

Cellular devices   Supports communications control applet and other applications on cellular devices (e.g., 
smartphones) running iOS or Android OSs 

SRST   Requires agency provided router connecting agency’s on-premises telephones to PSTN for 
emergency calling (911) during an IP network outage  
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2.2.8.2.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering UCS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-8. 
Table 2.2.8-8. UCS QoS. UCS is fully compliant, and provides robust scalability, high reliability, and strong resilience 
sought by agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For USDA, and DOT USMMA, AT&T provided UCS using solutions comparable to that 
proposed for EIS in full compliance with customer’s requirements comparable to EIS for 
service and functional requirements, standards, connectivity, technical capabilities, features, 
interfaces, and performance metrics. Section 2.2.8.2.2 for UCS provides details of our 
proposed solution. 

Scalability 
Modular 
components 

 Uses SIP/SDP and RTP to setup and transport calls in the IP network environment 
 Supports SCCP when Cisco IP telephone sets are the agency standard 

High bandwidth 
capacity 

 Uses UC service nodes built in secured data center facilities that coexist on the AT&T core 
IP/MPLS network. Multiple links in and out of the UC service nodes of 10 gigabit or more are 
available 
 Uses the IP/MPLS core to extend this bandwidth capacity to all parts of the UC infrastructure 

and to the PE router ports that onramp customers to the AT&T services 
Reliability  
Geo-redundant  Housed in multiple data centers located in geographically diverse locations 

 Exhibits high availability due to coupling with geo-redundant features and data center  
High availability 
servers 

 Deploys each server functional block with built in redundancy for high availability processing. 
 Exhibits high availability due to coupling with geo-redundant features and data center 

Resilience 
Network-based 
service 

 Allows communication services to be provided to the network and device where service is 
needed or rehomed in event of large scale outage  

2.2.8.2.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
2.2.8.2.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.2.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
UCS has no service-specific requirements indicated in the RFP.  

2.2.8.2.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for UC are protected from information breaches, unauthorized 

access and supply chain risks worldwide by AT&T’s global security architecture. AT&T’s 

service design and deployment is built upon continuous security risk management at 

operational, business process and systems levels.  
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2.2.8.2.2  Technical Response for UCS [L.29.2.1; M.2.1] 
2.2.8.2.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.3.1; C.2.8.3.1.1] 
Agencies receive a solution that provides full service scope and functional capabilities, 

as described in Table 2.2.8-10, and described previously in Section 2.2.8.2.1.1.  
Table 2.2.8-10. UCS Service Scope and Functional Capabilities. Agencies receive service with capability that 
meets service description and functional requirements. 

Solution 
Element Description 

Hosted UC  Operates as hosted solution integrating multiple methods of communication.  
 Integrates multiple communication methods providing capabilities identified in RFP Sections 

C.2.8.3.1 and C.2.8.3.1.1. Supports mobile communications and desktop to mobile convergence 
Hybrid 
solutions 

 Offers agencies the ability to integrate solution with existing solutions or parts thereof 
 Uses components from variety of sources customized to agencies’ needs 

Premises 
based 
solutions 

 Provides premises based solution for agencies requiring systems housed on agency sites  
 Engagements start with professional services to determine the customized solution that best 

meets agency needs 
 Follows a process from design and engineering to equipment installation. Includes test, turn-up, 

and on-going management plus the ability to turn the process over to the agency for completion 
or operation at any point 
 Provides augmentation of existing UC solutions with updated or additional applications and 

functions 
Proprietary 
technology  

 Uses no proprietary technology for this service 

2.2.8.2.2.2  Standards [L.29.2.1; C.2.8.3.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.8.2.2.3  Connectivity [L.29.2.1; C.2.8.3.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.2.2.4  Technical Capabilities [L.29.2.1; C.2.8.3.1.4] 
Agencies receive UCS that meets all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.8-11, and described previously in 

Section 2.2.8.2.1.1. 
Table 2.2.8-11. UCS Technical Capabilities. Agencies receive service that meets the EIS RFP required technical 
capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Device 
support 

Meets  Provides multiplatform client available for Windows and Apple PC’s and laptops and 
mobile devices (e.g., iOS, Android, and Microsoft smartphones and tablets) 
 Integrates with IP telephones, soft phone clients, and video conferencing devices and 

systems 
2. Unified 

messaging 
Meets  Provides a system that collects and stores messages, distributes messages based on 

user configuration, and provides message availability from a variety of devices 
 Allows configuration from a single point at the agency level or by individual user to 

send voicemail and fax messages to their email inbox with imbedded messages or file 
attachments in a single inbox  
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# Technical 
Capability 

Meets or 
Exceeds Description 

 Allows message access using telephone by dialing either the user’s number and 
breaking from the VM greeting using DTMF for identification, authentication and 
message navigation 
 Allows control from a PC, tablet, or smartphone by accessing messages through the 

Client, or from the device’s browser using visual voicemail capability 
 Uses services directory container for objects holding configuration settings and logical 

representation of telephone hardware dial plans 
 Integrates directory objects UC telephony infrastructure supporting dial plans, mailbox 

policies, gateways, hunt groups, auto attendants, servers, and users 
3. Mobile 

integration 
Meets  Provides all capabilities included in Item 3, sub-items a) through f), RFP 

Section C.2.8.3.1.4 
4. UC user 

interface  
(UC client) 

Meets  Offers a single unified interface that ties all UC services together providing the ability to 
access UC applications and capabilities using a point and click style interface 
 Provides user presence, which allows workers to view the availability of coworkers and 

manage their own availability 
 Provides a common interface across all platforms for instant-messaging, soft phone 

usage, voice and video conferencing, telephone calls, access to virtual meetings, and 
conferencing 
 Provides Client that is voice-activated, making business applications, such as web-

conferencing, to be voice-enabled through the user’s device. Supports telephone-
bridging with association to business applications  
 Provides control of real-time communications such as instant messaging with an 

indicator that identifies which participant is communicating. The Client also allows for 
communications to change format at the user’s request from instant messaging to a 
telephone call, a video call. Offers option to change one-on-one communications into 
conferences or virtual meetings using the UC Client to invite and connect others  
 Provides (via Client) access to non-real time communications such as email, text 

messaging, off-line IM, fax, and voice mail 
 Provides collaboration and data sharing by creating easy access to bulletin boards, 

calendaring, audio/video/web conferencing, and collaboration  
 Uses UC Client user interfaces to provide access to UC messaging from devices 

including: 
 IP phones, land lines, and mobile phones using the telephone keypad 
 Email by forwarding messages to a user’s inbox 
 PCs using the Desktop Client 
 Tablets and smart phones using the mobile Client 
 Provides interface that allows textual communications on a one-to-one or a one-to-

many basis 
 Provides capability for users to select and display their presence status and to view the 

availability of others 
 Allows agencies to select pre-set presence messages or create their own 
 Integrates with applications automatically updating presence messages 
 Allows audio and video conversations between two or more participants using web 

cameras, speakers and microphones 
 Send files with security over an IM-to-IM connection with no set file size limits 
 Allows creating and attending web-based meetings and video conferences, on either a 

prescheduled or an ad-hoc basis 
 Provides a tool for making online presentations including audio, video, screen sharing, 

and a virtual whiteboard 
 Provides connectivity between PC’s, smartphones and tablets in a one to one, or one 

to many, or many to many format 
 Conferencing capabilities include, audio conference bridging, attendee lists, attendee 

control, desktop sharing, application sharing, presentations, whiteboarding and 
annotation, in conference text messages, audio muting, Q&A tools, and polling 
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# Technical 
Capability 

Meets or 
Exceeds Description 

 Provides contact lists that are tailored to agency needs 
 Provides agency administrators ability to add change and delete users and groups 
 Allows single-sign-in capabilities, which provide access other services and applications 

controlled by the agency’s Enterprise Active Directory (EAD) system 
 Provides assurance and assistance by a help desk available 24x7x365 

5. Bandwidth 
management 

Meets  Creates high voice quality when provided over IPVPN Services using DifServe CoS 
traffic prioritization 
 Customizes CoS configuration to manage packet for agency required throughput 
 Recommends additional bandwidth when existing or requested bandwidth is 

insufficient for the requirement 
6. Premises-

based WAN 
(Optional) 

-  N/A 

7. Use of IP Meets  Supports IPv4, IPv6 and IPv4/IPv6 Dual-stack networks 
8. Call quality Meets  Provides quality level equivalent to MOS 4.0 when using the G.711 codec  
9. Security Meets  Supports agencies operating FISMA moderate or FISMA high environments, by 

interconnecting to the AT&T FISMA high-impact service platform 
 Offers agencies at a FISMA low, or non-FISMA environments, service by providing 

connection to the AT&T standard service platform  
 Provides agencies capability to continue to manage their own firewalls, routers and 

other security systems for any platform type  

2.2.8.2.2.5  Features [L.29.2.1; C.2.8.3.2] 
The RFP indicates no features for UCS.  

2.2.8.2.2.6  Interfaces [L.29.2.1; C.2.8.3.3] 
AT&T UCS is compatible with interfaces in RFP Section C.2.8.3.3, as applicable.  

2.2.8.2.2.7  Performance Metrics [L.29.2.1; C.2.8.3.4; C.2.8.3.4.1] 
The AT&T UCS meets all KPIs listed in RFP Section C.2.8.3.4.1. 

2.2.8.3  Managed Trusted Internet Protocol Service [L.29.2.1; M.2.1; C.2.8.4] 
Agencies will benefit from AT&T’s MTIPS solution, which provides a robust, 
highly secure, and TIC 2.0-compliant means to access the Internet and other 
external networks. 
2.2.8.3.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.8.3.1.1 Understanding [L.29.2.1(A); M.2.1(1); C.2.8.4.1] 
We have extensive experience in supporting complex implementations of mission 

critical services for the Federal government, including implementing MTIPS for 31 

agencies. Our MTIPS provides agencies with state-of-the-art security services 

leveraging Security Operations Analysis Center (SOAC), Security Operations 

Management Center (SOMC), and Threat Management System (TMS) services.  
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The foundation of our MTIPS solution is based on a dual-rail architecture within each 

TIC Portal. Agencies benefit from increased availability, reliability, and enhanced 

performance since traffic is not rerouted to the disaster recovery TIC Portal during a 

single component failure or during routine system upgrade operations. 

Our proposed architecture and services meet EIS requirements listed in RFP 

Section C.2.8.4 as shown in Figure 2.2.8-3 and Table 2.2.8-12. 

 
Figure 2.2.8-3. MTIPS Overview. Agencies receive a service with robusttechnologies and  

flexible architecture that supports current and evolving mission requirements.  
Table 2.2.8-12. MTIPS Overview Description. Fuses core capabilities with innovation from AT&T Labs and the most 
advanced threat intelligence available, allowing MTIPS to meet today’s toughest agency demands. MTIPS 
collaboratively exchanges near real-time threat information with US-CERT daily. 

Architectural 
Components Description 

Functional Components 
Security 
enforcement node 

 Monitors and updates hardware/software continually to provide the most current security 
protection for MTIPS customers.  
 Prevents over-utilization of resources with three primary nodes 
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Architectural 
Components Description 

 Performs the security functions on agency traffic  
 Generates the appropriate security and network events 
 Supports the EINSTEIN enclave 

Shared component 
node 

 Fuses core capabilities with innovation from AT&T Labs allowing MTIPS to meet today’s 
toughest agency demands while establishing a path to emerging technologies 
 Includes the servers and communications equipment required to capture, analyze, 

compare to known threats, and report events 
 Includes the servers and applications required to manage the security components that 

constitute the MTIPS service 
Security operations 
analysis center 

 Provides situational awareness and response knowledge from UNCLAS to TS/SCI levels.  
 Collaboratively works with US-CERT daily to exchange near real-time threat information 
 Provides analysis and correlation to respond to immediate and future network threats 

Security operations 
management center 

 Provides highly qualified operations personnel dedicated to MTIPS on a 24x7 basis  
 Provides enterprise management oversight of the MTIPS components, including service 

enabling devices (SED’s) at agency premises 
Technical Components 
Network-based 
firewall 

 Integrates a next generation network security platform with advanced threat intelligence 
 Controls internal and external access to specific IP addresses, ports and protocols for 

agency computer assets, using Stateful Layer 2 through 7 firewall 
 Provides transport through the firewall at Layer 2 

Email scan and filter  Provides customized version of a commercially available security as a service email offer 
 Removes unsolicited email and detected malicious component payloads (viruses, worms, 

embedded URLs, and phishing attempts)  
 Sends questionable email, which cannot be identified as spam, to a quarantine server 

complex to await disposition by the subscribing agency’s system administrator 
Network intrusion 
detection/prevention 
systems 

 Enables high-hit, low-false-positive signatures for all MTIPS agencies, to provide 
comprehensive coverage of known vulnerabilities 
 Monitors active traffic at the firewall interface to detect signatures of suspicious activity 

Operational Components 
Threat management 
system  

 Provides highly secured access to agency-specific security threat information online 
 Provides situational awareness via a centralized repository for all security-related events  
 Provides a network of servers and storage systems dedicated to collect, normalize and 

analyze security event data for detecting anomalies and potential malicious events 
Storage area 
network 

 Retains online log data for 30 to 60 days, which is significantly longer than the 7-day 
requirement 
 Provides large-scale data storage with fiber connected SAN switches 
 Serves TMS, backup servers, and email quarantine servers, predominantly 

Network Components 
Border router  Uses peers to AT&T Internet routers  

 Advertises customer public networks to the AT&T Internet routers 
 Confirms that the destination address is allowed for all inbound traffic 
 Rejects potential directed denial of service (DDoS) and spoofing traffic 

Service router  Forwards agency traffic to the appropriate path within the SEN 
 Applies agency-specific 802.1q VLAN tag to traffic destined for agency premises 

Aggregation router  Controls default route injection in to the agency VPN at VRF level 
 Peers BGP with MPLS VPN routers 
 Applies agency-specific 802.1q VLAN tag to traffic destined for the Internet  
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2.2.8.3.1.2  Quality of Services [L.29.2.1(B); 
M.2.1(2); C.2.8.4.1] 

We have integrated commercially available r 

outing, security enforcement, security analysis, 

and server products to implement the MTIPS 

solution. Our approach and architecture for 

MTIPS deliver compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-13. 
Table 2.2.8-13. MTIPS QoS. MTIPS is fully compliant, and provides robust scalability, high reliability, and strong 
resilience sought by GSA and agencies. Service quality is demonstrated by 100% uptime since 2012. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For FTC, NRC, OPIC, and OFR AT&T provided MTIPS using the same solution as that proposed 
for EIS in full compliance with customer’s requirements comparable to EIS for service and 
functional requirements, standards, connectivity, technical capabilities, features, interfaces, and 
performance 

Scalability 
TIC portal  Is scalable to support agency bandwidths from 1.5 Mbps to 10 Gbps 

 Adds or upgrades firewall infrastructure easily, to accommodate increasing bandwidth needs 
Transport  Installs additional 10 Gbps Ethernet circuit pairs into and out of the TIC Portal 
Reliability  
TIC portal  Provides at least 99.95% availability continuously 

 Is able to support the full suite of required capabilities at the disaster recovery site 
 Maintains a full lab for testing new hardware or software elements into production systems 

Transport  Provides 100% uptime since inception 
Resiliency 
TIC portal 
infrastructure 

 Provides redundancy for all TIC Portal elements via unique, dual-rail architecture 
 Routes traffic seamlessly to the redundant device with no service outages in the event of a 

device failure 
Transport  Provides dual, 10 Gbps circuits into and out of the TIC Portal 

 Provision no more than 50% of total traffic load to each circuit in order to accommodate total TIC 
Portal traffic in the event that one circuit fails  
 Routes circuits to diverse points of presence 

2.2.8.3.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for MTIPS. 

2.2.8.3.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.3.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
See proposal Section 2.2.8.3.2.8 for the AT&T response to these requirements. 

2.2.8.3.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MTIPS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by AT&T’s global security 

AT&T Consistent Compliance 
with DHS/GSA Requirements 

 DHS cybersecurity compliance validation (CCV) 
 Participated yearly since 2010 
 Consistently scored 100% compliance  
 Security Assessment & Authorization (A&A) 
 Rated as an Impact System  
 GSA OCIO issued initial ATO in June 2010, 

renewed in June 2013 
 AT&T will complete A&A again in 2016 
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architecture. AT&T’s service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

2.2.8.3.1.4.3  External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

MTIPS. Table 2.2.8-14 provides detailed references to our approach. 

 
Table 2.2.8-14. Approach to External Traffic Routing Requirements. Agencies receive services that operate on a 
network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for identifying AT&T 
participating agency traffic for each affected 
service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, 
the agency needs to set up and define a clear demarcation point 
at the agency premises. For more detail on AT&T methodology for 
traffic identification, see Section 1.4.3.1. 

Anticipated technical approach, for each 
affected service, to redirect all participating 
agency internet, extranet, and interagency 
traffic to DHS EINSTEIN enclaves, receive 
processed traffic from GFP within the DHS 
EINSTEIN enclave, and deliver traffic to its 
final destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS Einstein Enclave, MTIPS/TIC 2.0, data center 
facility, and Smart Hands. For more detail on AT&T redirection 
approach, see Section 1.4.3.2. 

Technical approach to notify DHS if any 
nonparticipating agency traffic will be 
redirected through DHS EINSTEIN enclaves 
[M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS Einstein enclaves is applied through agency service 
demarcation of VPN routes, and extranet. For more detail on 
AT&T notification, see Section 1.4.3.3. 

Control mechanisms to ensure the 
identification and redirection of participating 
agency traffic cannot be inadvertently or 
maliciously bypassed [M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are demarcation and 
system access. For more detail on AT&T control mechanisms, 
see Section 1.4.3.4. 

Sensing and control mechanisms to ensure 
the redirection of traffic is failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of 
traffic is VPN connection. For more detail on the AT&T sensing 
and control mechanism, see Section 1.4.3.5. 

Location of AT&T certified facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, VA, Webb Chapel, TX, Lisle, IL, and Dranesville, VA. 
For more detail on AT&T certified facility locations, see 
Section 1.4.3.6. 

Availability of TS/SCI cleared personnel for 
Smart-Hands service of DHS-supplied 
equipment [M.2.1.4.c.vii] 

The Smart Hands service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to measure transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
network probes/data collection system and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8. 
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2.2.8.3.2  Technical Response for MTIPS [L.29.2.1; M.2.1] 
2.2.8.3.2.1  Service Description and Functional Definition  

[L.29.2.1; C.2.8.4.1] 
Agencies receive a customized MTIPS 

solution that provides the full service scope 

and functional capabilities, as described in 

Table 2.2.8-15, and described previously in 

Section 2.2.8.3.1.1. We support agencies 

with industry standard event generators, 

system logs and reporting capabilities; and 

industry leading event collectors and analysis 

engines. Our MTIPS solution integrates threat intelligence feeds from several external 

vendors with AT&T Storm and threat monitor forensics and analysis (TMFA) platforms. 

Table 2.2.8-15 provides additional information. 
Table 2.2.8-15. MTIPS Service Scope and Functional Capabilities. Agencies receive that meets all service 
description and functional requirements. Since 2014, these solution elements have allowed our analysts to increase 
Advanced Persistent Threat (APT) detection and reporting capabilities by nearly 50% (vs. SIEM). 

Solution 
Element Description 

Event 
generators 

 Encompass security devices such as firewall, intrusion detection system (IDS), HTTP/HTTPS 
proxy, URL filtering, and email filtering 

Event collectors  Consist of parsed (i.e., normalized) raw event data (message database) 
 Collect and processed data every 2 minutes 

Analysis 
engines 

 Contain correlating tools (information and knowledge databases) to properly identify any 
security events 

TIC portal 
system logs 

 Provide long-term storage of log records, alerts and the associated cases 

Reporting  Facilitates association of alerts with cases, and records the associated case investigation 
activities to closure 
 Generates customer and analyst reports for assessing status and changes in network behavior 

that might affect security 
Other 
Capabilities 

 Provide virtual TIC capabilities upon request for agencies with resources hosted outside their 
physical boundaries 

Proprietary 
technology  

 AT&T uses the following proprietary technologies to provide enhanced security capabilities 
that exceed requirements: 
 Storm: An application that analyzes event data and identifies malicious activity. New 

events receive tags appropriately to verify agency segmentation. Built into Storm is the 
AT&T Daytona database that provides SOAC analysts with access to raw threat data logs 
to help agencies pinpoint specific threats 

 AT&T Threat Monitor: Forensics and Analysis (AT&T TMFA). A distributed network 
security and forensics solution that provides deep-packet inspection, signature detection, 
and alert generation to enable SOAC analysts to capture, analyze, and report threats to 
MTIPS agencies before the threats reach the MTIPS TIC   

Captures Threat Intelligence 
from Several External Feeds 

 Storm leads the industry by: 
 Collecting and deduplicating normalized alerts 
 Immediately reporting actionable events to 

MTIPS SOAC and the customer portal 
 TMFA integrates with Storm in TMS 
 SOAC Analysts and SOMC engineers 
 Ferret out hard to detect advanced persistent 

threats (APTs) 
 Use signature-based and heuristics-based 

methods 
 Support agencies in mitigating threats quickly 
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2.2.8.3.2.1.1 MTIPS Context Architecture [C.2.8.4.1.1.1] 
Our MTIPS framework encompasses the functional components, transport capabilities 

and communications paths necessary to provide subscribing agencies with highly 

secure Internet connections (see Figure 2.2.8-4). 

2.2.8.3.2.1.2 TIC Portal Security Operations Center Architecture [C.2.8.4.1.1.2] 
Our TIC Portal SOC systems are dedicated to the management and monitoring of 

subscribing agencies and are isolated from commercial customers. Figure 2.2.8-5 

illustrates the various components of the SOC architecture. 

2.2.8.3.2.2  Standards [L.29.2.1; C.2.8.4.1.2] 
We comply with standards listed in the RFP and with other standards referenced by the 

listed standards as applicable. 

 
Figure 2.2.8-4. MTIPS Context Architecture. Agencies receive a  

fully compliant solution from the enterprise WAN to external networks.  
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Figure 2.2.8-5. TIC Portal Security Operations Center Architecture. Agencies  

receive a dedicated SOCs that is integrated with all MTIPS components.  

2.2.8.3.2.3  Connectivity [L.29.2.1; C.2.8.4.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable.  

2.2.8.3.2.4  Technical Capabilities [L.29.2.1; C.2.8.4.1.4-C.2.8.4.1.4.2] 
Agencies receive MTIPS that meets or exceeds all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.8-16, and described 

previously in Section 2.2.8.3.1.1. 
Table 2.2.8-16. MTIPS Technical Capabilities. Agencies receive EIS compliant MTIPS that meets or exceeds 
required technical capabilities. All of these capabilities are incorporated into each of our four TIC portals and two 
SOCs to provide continuous protection. 

# Technical 
Capability 

Meets or 
Exceeds Description 

TIC Portal Capabilities [C.2.8.4.1.4.1; C.1.8.8] 
1. TIC portal access 

to external 
networks 

Exceeds  Connects all four TIC Portals to the Internet via Tier 1 Internet service providers, 
exceeding the MTIPS requirement for one primary and one backup. 
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# Technical 
Capability 

Meets or 
Exceeds Description 

including the 
internet 

 Included dual 10 gigabit Ethernet circuits, in each TIC Portal connecting to the 
Internet. Add more circuits to meet customer bandwidth requirements.  
 Routed dual 10 GigE circuits through diverse PoPs 
 Routed to external networks using BGP4 

2. EINSTEIN 
protection 

Exceeds  Installs EINSTEIN devices at all three primary TIC Portals and the disaster 
recovery TIC Portal, exceeding the MTIPS requirement of one primary and one 
backup location. 
 Executes an Einstein Interconnection Security Agreement (ISA) (dated 04 June 

2009) and an associated memorandum of agreement (MOA) with DHS.  
3. TIC portal 

Security 
Operations 
Center (SOC) 

Exceeds  Implements two, geographically diverse SOCs 
 Provides 24x7x365 TS/SCI staffed analysis and correlation capabilities to 

respond to immediate and future network threats, exceeding the MTIPS 
requirement for two TS/SCI analysts at any time.  

4. ICD 705 Sensitive 
Compartmented 
Information 
Facility (SCIF) 

Meets  Built an accredited SCIF to ICD 705 standards in each SOAC location  
 Provides a minimum of three qualified people with a TS/SCI clearance available 

within 2 hours, 24x7x365 

5. Content filtering/ 
inspection of 
encrypted traffic 

Meets  Provides, via the TIC portal, the ability to inspect and filter the content of 
encrypted traffic using documented procedures 

6. Asymmetric 
routing 

Meets  Requires – with the TIC stateful inspection--that all traffic traversing the firewall 
appliance return to the same appliance. 

7. Federal Video 
Relay Service 
(FedVRS) 
support 

Meets  Fully supports FedVRS for the deaf with the TIC Portal firewall 
 Applies stateful packet filters to the traffic 

8. E-mail forgery 
protection 

Meets  Evaluates all incoming email against Sender Policy Framework (SPF) 
 Enables each agency to configure this option for specific domains or all 

domains  
9. Signing 

procedures for 
outgoing Email 

Meets  Provides Secure Email Gateway (SEG) that allows an agency administrator to 
configure the platform to apply the sending Domain Keys Identified Mail (DKIM) 
signature to all outbound emails 

10. Domain Name 
System (DNS) 
and DNS Security 
Extensions 
(DNSSEC) 

Meets  Includes in each TIC Portal recursive/resolving name servers for DNS caching  
 Enforces DNSSEC validation and otherwise followed the recommendations 

outlined in NIST SP 800-81 

11. Uninterrupted 
operations 

Exceeds  Provides uninterruptible power supplies and/or a generator system with all TIC 
Portals 
 Equipped to support continuous operations in the event of a power outage, 

exceeding the MTIPS requirement of 24 hours of operations 
12. Internet Protocol 

Version 6 (IPv6) 
Meets  Supports, with TIC portals, both IPv4 and IPv6 in accordance with OMB 

Memorandum M-05-22 
13. Data loss/leak 

prevention 
Meets  Provides, with TIC Portals, tools and procedures to help prevent the loss of 

sensitive data 
 Enables agencies to use a predefined set of rules or create a custom list of 

keywords and/or regular expressions  
MTIPS Transport Collection and Distribution Capabilities [C.2.8.4.1.4.2] 
1. Internet-bound 

traffic traverses 
one of two TIC 
portals 

Meets  Routes agency traffic through either the primary or disaster recovery TIC Portal. 

2. Agency trusted 
domain (DMZ)  

Meets  Isolates and protects agency traffic when traversing the AT&T MPLS cloud and 
TIC Portal. 
 Separates data by assigning unique 802.1q VLANs to each agency 
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# Technical 
Capability 

Meets or 
Exceeds Description 

 Installs an AT&T-managed router and firewall at the agency’s premises, 
creating a trusted DMZ from the site to the TIC Portal. 

3. Interagency 
traffic classified 
as external 
connection 

Meets  Routes all interagency traffic that is classified as an external connection 
through, and inspect it by, the TIC Portal.  

 

2.2.8.3.2.5  Features [L.29.2.1; C.2.8.4.2] 
Agencies receive established MTIPS that meets or exceeds all mandatory features. All 

proposed features are described in Table 2.2.8-17 and described previously in 

Section 2.2.8.3.1.1. 
Table 2.2.8-17. MTIPS Features. Agencies receive service that meets or exceeds the required features through 
proposed solutions that include increased redundancy and ability to customize based on agency needs. 

# Feature Meets or 
Exceeds Description 

1. Encrypted 
traffic 

Meets  Monitors, scans, and filters incoming and outgoing encrypted agency traffic at TIC 
portal 
 Analyzes encrypted traffic for patterns that may indicate malicious activity 
 Retains log data e.g., source, destination, and size for analysis of suspicious traffic 

2. Agency 
security 
policy 
enforcement 

Meets  Collaborates with the agency to create a policy that validates compliance with 
security regulations 
 Supports changes to the agency’s security policy based on threats identified by the 

MTIPS SOAC 
3. Forensic 

analysis 
Meets  Works with the agency to identify requirements such as traffic of interest, data rate 

and retention period 
 Provides full, raw-packet captures of traffic flows and any subsequent forensic 

analysis of the selected traffic 
4. Custom 

reports 
Meets  Provides custom reports as requested by the agency 

 Works with the agency to define the report parameters such as frequency, format 
and data elements 

5. Agency 
SOC/NOC 
console 

Exceeds  Provides agencies with highly secure system log feed data via automated Secure 
FTP  
 Provides log feed types including Firewall, IDS, URL and Email Filtering 
 Delivers logs to the agency on an hourly basis 
 Provides data including, but not limited to, source, destination, action, date and time 

6. Custom 
security 
assessment 
and 
authorization 
support 

Meets  Works with any agency that requires security controls more stringent than the NIST 
high-impact baseline to negotiate agency-unique controls 

7. External 
network 
connection 

Exceeds  Meets all requirements listed in RFP Section C.2.8.4.2 (7). Highlights include: 
 Provides increased stability and redundancy via dual-rail architecture within each 

TIC Portal, allowing external network connections to seamlessly failover 
between terminating devices 

 Enables the agency to connect to external IP networks at their physical locations 
 Terminates the connection in front of the EINSTEIN enclave and the full suite of 

TIC sensors/capabilities to allow traffic to be inspected 
 Encrypts VPN connections, when connecting over public networks, including the 

Internet, compliant to NIST FIPS 140-2 
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# Feature Meets or 
Exceeds Description 

8. Encrypted 
DMZ 

Exceeds  Increases stability and redundancy via dual-rail architecture within each TIC Portal, 
allowing the encrypted tunnels to seamlessly failover between terminating devices 
 Supports encryption from agency’s SDP at edge of agency’s WAN to TIC Portal 
 Provides and manage FIPS 140-2 compliant encryption devices 

9. Remote 
access 

Meets  Meets all requirements listed in RFP Section C.2.8.4.2 (9). Highlights include: 
 Supports remote access for teleworkers and mobile workers connecting to 

agency’s WAN via ad-hoc VPNs through external connections, including the 
Internet. 

 Terminates connections at an appropriate point to allow all outbound traffic to be 
inspected by the EINSTEIN enclave and the full suite of TIC sensors/capabilities 

 Uses FIPS 140-2 compliant connections 
 Supports multifactor authentication 
 Allows for SSL or IPsec connections to the TIC Portal. 
 Uses a VPN Encryption Algorithm compliant to FIPS 140-2. 
 Supports customized remote access implementations to meet agency-specific 

requirements 
10. Extranet 

connections 
Exceeds  Meets all requirements listed in RFP Section C.2.8.4.2 (10). Highlights include: 

 Provides increased stability and redundancy via dual-rail architecture within each 
TIC Portal, which allows extranet connections to seamlessly failover between 
terminating devices. 

 Enables the agency to connect to dedicated extranet connections to internal 
partners 

 Terminates the connection at an appropriate point to allow all outbound traffic to 
be inspected by the EINSTEIN enclave and the full suite of TIC 
sensors/capabilities 

 Encrypts VPN connections compliant to NIST FIPS 140-2, when connecting over 
public networks, including the Internet  

 Implements IPSec tunnel connections from fixed, remote location to TIC Portal 
 Supports multifactor authentication such as passwords, cryptographic tokens or 

PIV  
 Supports customized implementations for extranet connections to meet agency-

specific requirements. 
11. Inventory 

mapping 
service 

Meets  Keeps, upon agency request, an inventory or a complete map of all networks 
connected to the TIC portal 
 Validates the inventory through the use of a network mapping device 
 Provides, on a quarterly basis, the static translation tables and appropriate points of 

contact to US-CERT for in-depth incident analysis.  

2.2.8.3.2.6 Interfaces [L.29.2.1; C.2.8.4.3] 
AT&T MTIPS is compatible with interfaces in RFP Section C.2.8.4.3, as applicable.  

2.2.8.3.2.7  Performance Metrics [L.29.2.1; C.2.8.4.4-C.2.8.4.4.2] 
AT&Ts MTIPS meets all KPIs in RFP Section C.2.8.4.4.1 and C.2.8.4.4.2. 

2.2.8.3.2.8  MTIPS Security Requirements [L.11; C.2.8.4.5] 
All of the MTIPS security requirements indicated in RFP Section C.2.8.5.4 are 

addressed in proposal Appendix B, MTIPS Risk Management Framework Plan 

prepared in accordance with NIST SP 800-37. This plan includes all requirements 

related to the following paragraphs under RFP Section C.2.8.5.4: 
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 General Security Compliance Requirements [C.2.8.4.5.1] 

 Security Compliance Requirements [C.2.8.4.5.2] 

 Security Assessment and Authorization (A&A) [C.2.8.4.5.3] 

 System Security Plan [C.2.8.4.5.4] 

 Additional Security Requirements [C.2.8.4.5.5] 

 Personnel Background Investigation Requirements [C.2.8.4.5.5-1] 

Our MTIPS service supports a full suite of Internet access, protection and analysis 

services for Networx customers. Table 2.2.8-18 delineates additional service-specific 

security capabilities delivered to agencies. 
Table 2.2.8-18. MTIPS Service-Specific Security Capabilities. Agencies receive highly secure services based on 
our overall architecture and service-specific capabilities that collectively monitor up to 18Gbps of traffic to provide 
continuing protection for current subscribing agencies. 

Capability Description 
Stateful firewall  Incorporates agency-specific policy sets 

 Provides a base configuration of least functionality, where only essential capabilities operate 
 Applies virtualization to support many agencies simultaneously and independently 

URL filtering  Incorporates category-based access control to Internet sites, plus whitelist/blacklist abilities 
 Provides a self-service web Portal allowing agencies to update URL policy in near real-time 
 Implements one customizable URL block message web page 

Intrusion 
detection 
system 

 Uses predefined and agency-customizable attack signatures 
 Provides a protocol decoder that identifies the abnormal traffic patterns that do not meet the 

protocol requirements and standards 
 Provides the ability to detect intrusions when evasion techniques are used 

Web proxy  Uses Port Address Translation (PAT) to hide the originating IP address coming from the 
subscribing agency, thus supporting transparent (HTTP) traffic 
 Terminates the HTTPS session and generates a new session towards the subscribing agency, 

thus supporting explicit (HTTPS) traffic 
Packet capture  Is able to provide the following functions: 

 Packet filtering 
 IP session reassembly  
 Metadata and statistics generation  
 Data mining and querying 

 IP content/payload viewing and reassembly 
 Traffic analysis  
 Collection management 
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2.2.8.4  Managed Security Service  
[L.29.2.1; M.2.1; C.2.8.5] 

Agencies will benefit from the AT&T MSS, 
which offers a state of the art and 
sophisticated suite of pinpoint MSS and 
helps maintain continuity of operations, 
mission progress, and accomplishment. 
2.2.8.4.1  How AT&T Will Provide Proposed Services and Features  

[L.29.2.1; M.2.1] 
2.2.8.4.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T understands that as agencies add new services and applications based on 

evolving technology in the IT arena, they seek advanced integrated security solutions 

from a proven and trusted provider to safeguard their infrastructure, systems and data 

against sophisticated and mobile cybercriminals. We have decades of experience 

working with government agencies and commercial enterprises on their information 

security planning, implementation, and management. Every day, we successfully thwart 

real-world threats posed to our own assets. 

With one of the largest networks in the world, 

we apply our own expertise to protect your 

business. The expertise behind our security 

services stems from our engineers in AT&T Labs who have made significant 

contributions to this field. Our security consultants stay abreast of current issues 

through participation in news groups and security forums, continuous education, and 

actual resolution of client security issues. We bring this breadth of expertise to protect 

your network. We have a long legacy of developing security services that answer the 

need to address a defense in depth architecture, from the information level to the 

network level. AT&T proposed architecture and services meet EIS service requirements 

as shown in Figure 2.2.8-6 and Table 2.2.8-19. 

AT&T MSS Experience and Accomplishments 
 Treasury: Streamlined security operations to 

defend against current high levels of risk for 
financial institutions and infrastructure 
 DoJ: Totally reformed their security posture to 

improve protection for their enterprise systems, 
networks, databases and applications  
 DHS: Worked with DHS to prototype Enhanced 

Cyber-security Services and we are one of the 
first two service providers approved by DHS to 
offer the service commercially 

Did You Know? 
 AT&T is a leader in the Gartner Magic Quadrant 

for MSS, Worldwide (Gartner, “Magic Quadrant 
for Managed Security Services, Worldwide”, 
Kelly M. Kavanaugh, 30 December 2014) 
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Figure 2.2.8-6. MSS Overview. Agencies receive a service with robust technologies  

and flexible architecture that support current and evolving mission requirements.  
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Table 2.2.8-19. MSS Overview Description. MSS components have decades of successfully supporting federal and 
commercial customers. With over 3,800 MPLS nodes across the globe and 100.4 petabytes of data traffic passing 
through it daily, AT&T monitors over 9.5 petabytes of IP traffic on its core network each business day for suspicious 
activity and employs hundreds of security experts and support professionals using patented analytic capabilities to 
process 3.7 billion flow records every hour. 

Architectural 
Components Description 

Functional Components 
Security professional 
services 

 Provide, via AT&T Security Consulting services, a proactive, comprehensive approach to 
security and compliance across all your organizations operations  
 Offer security consultants with accreditation in the latest security certifications and 

expertise across all aspects of security 
 Provide solid methodologies for validating and streamlining regulatory compliance 

Technical Components 
Next-generation 
firewall appliances 

 Support industry-leading next generation firewall appliances and software with proven 
and reliable technology to meet agency security requirements 
 Provide intrusion prevention, antivirus, antispam, and web filtering protection 

Premises and host 
intrusion/prevention  

 Supports industry leading IDPS appliances and software that provide comprehensive, IP-
network attack recognition and response solution for network security 

Secure web proxy   Provides, using appliances, high performance security protection and control through use 
of appliances 

Web application 
firewall appliances 

 Control access to web applications by monitoring and potentially blocking web traffic that 
does not meet the configured security policy requirements for the web application 

Vulnerability 
scanning servers 

 Identify and provide security information, via vulnerability scanning technology, on 
virtually any system that is IP based and uses a mainstream OS.  

DDoS scrubbers  Analyze potential DDoS traffic dropping the DDoS attack traffic and passing the valid 
traffic to agency’s access router 

Secure web portal  Provides web portal access to service reports and ticketing 
Email cloud-based 
security 

 Provides multilayered email filtering protection using a combination of proven spam 
filters, leading antivirus engines, fraud protection, content filtering, and web link/URL 
attack protection. 

Cloud-based DNS  Offers a highly available cloud DNS platform providing DNSSEC to prevent DNS forgery 
and manipulation 

Operational Components 
Security/Network 
Operations Centers 
(S/NOC) 

 Provides SOCs that are highly secure, highly available environments staffed 24x7x365 
by experienced and credentialed security, customer care, and networking specialists 

AT&T Labs  Protect networks with our patented algorithms and data mining techniques 
 Test and certify the MSS solution and software upgrades, bug fixes, and patches.  

Aurora  Provides real-time data correlation and security monitoring 
 Provides situational awareness reporting 
 Provides active incident investigation and case management trending analysis and 

predictive security alerting 
Flood  Collects many terabytes daily of net flow data  

 Provides predictive cyber-analytics by Examining traffic pattern changes as first indicator 
of worms and other Internet-borne attacks  

Storm  Collects firewall logs, alarms from a variety of intrusion detection systems (IDS), VPN 
remote access logs, registry data, tarpits, honeypots, enterprise flow data, and other 
sources  
 Correlates information for proactive alerting on emerging cyber threats 

Daytona® database  Offers a full spectrum of data management and programming language services via the 
AT&T developed Daytona® DBMS.  
 A single Daytona DBMS server handles about 410 billion records in 40TB of disk space 

in a 24x365 environment. 
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Architectural 
Components Description 

Network Components 
VPNS, ETS, and IPS  Interface with VPNS, ETS, IPS and other interface options to provide agencies an 

integrated security solution. 
AT&T global network  Uses the sheer scale of the AT&T global IP network and its extensive peering, as a “live 

test bed” to provide our security organizations with first visibility into the happenings of 
the public Internet 

DMZ, Extranet, and 
VPNs 

 Support dual-homed, triple-homed, and quadrupled-homed (triple-homed with additional 
extranet segment) configurations  

2.2.8.4.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering MSS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-20. 
Table 2.2.8-20. MSS QoS. MSS is fully compliant, and provides robust scalability, high reliability, and strong 
resilience sought by GA and agencies. Service quality made certain by AT&T Labs, which rigorously tests and 
certifies our security solutions before deploying them. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For the DoJ, DHS, and Treasury, AT&T provides MSS using solutions comparable to that 
proposed for EIS in full compliance with customer’s requirements comparable to EIS for 
service and functional requirements, standards, connectivity, technical capabilities, 
features, interfaces, and performance metrics. Section 2.2.8.4.2 provides details of our 
proposed solution. 

Scalability 
Support for various 
sized environments 

 Supports solutions that scale from small, home office environments to large globally 
distributed organization networks.  

Reliability  
State of the art 
technology, services 
and capabilities 

 Continuously provides a healthy and highly secured operating environment in the face of 
evolving threats 

High availability   Provides redundant configurations that meet agency KPI requirements.  
Resilience 
Integration of 
services 

 Integrates multiple services and capabilities to provide agencies a resilient defense-in-
depth approach to protecting their networks. 

Ecosystem of 
suppliers 

 Allows AT&T to use the industry-leading suppliers and technologies to continue to 
provide the most advanced security solutions with the ever-changing security landscape. 

Open standards 
compliance 

 Supports open standards to provide independence from particular vendors and 
proprietary technologies.  

2.2.8.4.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for MSS. 

2.2.8.4.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.4.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
AT&T meets the MSS-specific requirements in the RFP service description, functional 

definition, technical capabilities, and features for MMS as summarized in  

proposal Section 2.2.8.4.1.1 and described in proposal Section 2.2.8.4.2.  
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2.2.8.4.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MSS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by AT&T’s global security 

architecture. AT&T’s service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels. 

2.2.8.4.2  Technical Response for MSS [L.29.2.1; M.2.1] 
2.2.8.4.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.5.1; C.2.8.5.1.1] 
Agencies receive a solution that provides the full service scope and functional 

capabilities, as described in Table 2.2.8-22, and described previously in 

Section 2.2.8.4.1.1. 
Table 2.2.8-22. MSS Service Scope and Functional Capabilities. Agencies receive MSS that meets all service 
description and functional requirements. Using our patented security analytics, developed from decades of 
experience, we proactively work to address identified threats before they reach our customers’ networks. 

Solution Element Description 
Managed Prevention Service (MPS) 
Monitor hosts and network 
traffic, and analyze 
network protocol and 
application activity to 
identify and mitigate 
suspicious activity 

 Supports Intrusion Detection/Prevention Sensors (IDS) located at an agency site 
 Uses a signature-based approach to perform real-time intrusion detection or 

prevention  
 Performs both context and content monitoring by capturing IP packet signatures 

and performing real-time analysis 
 Compares each digital signature against a known database of over 1,000 existing 

attack signatures that is continually updated as computer security organizations 
develop new signatures 

Managed firewalls  Supports and unified threat management (UTM) firewall appliances and software 
with reliable technology provides options for agencies to meet their security needs. 
 Uses UTM options to provide intrusion prevention, antivirus, antispam and web 

filtering protection 
 Managed from highly secure and available SOCs staffed 24x7x365 by experienced 

and credentialed security, customer care, and networking specialists 
Host-based threat 
mitigation 

 Installs security software on customer servers or hosts  
 Monitors the networking subsystem on operating systems to determine if new TCP 

or User Datagram Protocol (UDP) services are started, or if existing services have 
stopped. 
 Maintains files for permission change, size and ownership alteration 
 Provides in-depth protection, including system resources exceeding configuration 

thresholds, defending against system core compromise and log file attacks 
Email-based threat 
mitigation 

 Provides multilayered email filtering protection using a combination of proven spam 
filters, leading antivirus engines, fraud protection, content filtering, and web 
link/URL attack protection. 

DNS-based threat 
mitigation 

 Provides a high-available cloud DNS platform providing DNSSEC to prevent DNS 
forgery and manipulation 

Proprietary technology  AT&T Uses the following proprietary technology to enhance security for this 
service: 
 The Flood platform, which is an Internet security analysis platform that primarily 

processes detailed network flow data that conveys information regarding the 
source, destination, IP protocol, source port, destination, TCP flags, packet 
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Solution Element Description 
count, byte count, start time, and end time for activity on the network. It offers, 
via the AT&T developed Daytona® DBMS, a full spectrum of data management 
and programming language services. Its unique low-overhead architecture uses 
the inherent power of the underlying OS (Unix) scalability and management.  

Vulnerability Scanning Service (VSS) 
Search for security holes, 
flaws, and exploits on 
agency systems, networks 
and applications 

 Uses the AT&T VSS to identify and provide security information on virtually any 
system that is IP-based and uses a mainstream operating system. This includes all 
variants of Microsoft Windows, multiple variants of Unix, etc.  
 Identifies many other types of devices on the network, including IP telephones, 

printers, network infrastructure such as firewalls, load balancers, etc. AT&T 
vulnerability scans consistently exceed Six Sigma accuracy, the industry 
benchmark for high quality. 

Continuously updated 
vulnerability database  

 Updates platform components and databases with latest software and threat 
information on a daily basis 

Simulate a real intrusion in 
a controlled environment 

 Uses the network vulnerability scan to simulate a real intrusion by interrogating 
each targeted device to determine if any vulnerabilities are present and the severity 
of each 

Perform external scans   Uses the external network vulnerability scan to imitate an external entity and 
interrogates each targeted device to determine if any vulnerabilities are present 
and the severity of each.  
 Provides, for each identified vulnerability, a remediation solution set. This would be 

the view of an external entity. 
Perform internal scan  Uses the internal network vulnerability scan to imitate an internal entity and 

interrogates each targeted device to determine if any vulnerabilities are present 
and the severity of each. 
 Provides, for each identified vulnerability, a remediation solution set. 

Proprietary technology   AT&T uses the QualysGuard enterprise suite, which was developed and is 
maintained by Qualys. 

Incident Response Service (INRS) 
Proactive activities, 
reactive activities, and 
forensics services to 
assist in apprehending 
and prosecuting offenders 

 Provides agencies with superior proactive and reactive INRS activities to prevent 
and react to security incidents through both AT&T threat analysis and detection 
services such as Internet Protect, DDoS Defense and Security Event and Threat 
Analysis, and our security professional services through AT&T Consulting. 
 Uses our tools and technology, depending on the service subscribed, to monitor 

traffic and logs from both our IP network and agency networks systems to identify 
threats and provide agencies alerts, advisories and actionable remediation steps. 
 Provides a holistic security approach to help organize and optimize the multitude of 

security initiatives across a business, and a focus on how security can protect a 
business and enable it to do things with greater speed and agility.  
 Supports agencies with AT&T Consulting’s extensive heritage of security 

consulting, including some of the most recognized experts in their respective fields.  
Proprietary technology   AT&T uses the following proprietary technology to enhance security for this service: 

 AT&T security engineers have developed and continue to improve detection 
algorithms that run 24x7 against log information as it is processed in near real-time 
by the Threat Management System.  
 We use patented methods to efficiently process 100 million events or more per 

hour while generating a minimal number of de-duplicated security alerts.  
 We use an AT&T-developed integrated data mining system with a powerful query 

language providing an additional layer of anomaly detection algorithms that 
produce rich, correlated security alert information. 

Trusted Internet Connection Service (TICS) 
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Solution Element Description 
Compliance  AT&T Government Trusted Internet (AGTI) is a TIC 3.0 compliant solution which 

utilizes a FedRAMP authorized cloud-based platform, as seen in Figure 2.2.8-7 
below.   

 
Figure 2.2.8-7. TICS Architecture Overview. Agencies will receive a TIC 3.0 and 

FedRAMP authorized TICS service. 

 The platform allows agency IP packets to traverse through the security stack which 
provides a trusted Internet connection to the public domain and Security as a 
Service (SaaS) providers. 
 Service connections providing private connectivity to an agency enterprise network 

and data center can be implemented with the service. 
Security-as-a-Service 
Layer 

 Security-as-a-Service layer comprises of the following components: 
 Next-Gen Firewall as a Service (FWaaS) – Provides inbound and outbound 

protection, native user authentication and access control and Layer 3-7 single-pass 
inspection to secure branch offices against threats. 
 Cloud Secure Web Gateway (SWG) – Provides URL and content filtering for users 

based on dynamic group monitoring, allowing for implementation of granular 
behavior-based policies.  Integrated proxying gives users maximum flexibility for 
how they connect to AGTI.  Advanced DNS security prevents command-and-
control (C2) callback and DNS tunneling attacks. 
 Zero Trust Network Access (ZTNA) – Authenticates and connects users to 

applications based on granular role-based access control (RBAC) and provides a 
single pane of glass to create and enforce policies.  AGTI supports both agent-
based and agentless connection methods regardless of a user’s location and 
performs single-pass traffic inspection for malware, data loss and malicious 
behavior after users connect. 

Network-as-a-Service 
Layer 

 Network-as-a-Service layer comprises of the following components: 
 Networking for Remote Users – The AGTI mobile user app supports user-based 

always-on, pre-logon always-on, and on-demand connections.  AGTI supports split 
tunneling based on access route and the type of application, including its 
associated risk and bandwidth utilization. 
 Networking for Branch Office Networks – Branch offices can connect over a 

standard IPsec VPN tunnel using common IPsec-compatible devices, such as an 
existing branch router or software-defined wide area network (SD-WAN) appliance. 
Border Gateway Protocol (BGP) or static routing can be configured from the 
branch, and equal-cost multipath (ECMP) routing can be used for faster 
performance and better redundancy across multiple links.  
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2.2.8.4.2.2  Standards [L.29.2.1; C.2.8.5.1.2] 
We comply with standards listed in the RFP and with other standards referenced by the 

listed standards as applicable. 

2.2.8.4.2.3  Connectivity [L.29.2.1; C.2.8.5.1.3] 
We comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.4.2.4  Technical Capabilities [L.29.2.1; C.2.8.5.1.4-C.2.8.5.1.4.3] 
Agencies receive MSS that meets all mandatory technical capabilities. We employ a 

preventative approach to help identify attacks and manage intrusions proactively by: 

 Assessing vulnerabilities and proactively scanning for potential attacks 

 Helping to protect against unauthorized access and responding quickly to and 

reporting suspicious activities 

 Collecting, analyzing, interpreting and communicating data on a near real-time basis 

At the heart of our MSS is the AT&T Threat Management System, a comprehensive 

multi system event collection and analysis architecture using a combination of 

commercial security event and incident management (SEIM) platforms and our 

proprietary tools such as the Daytona® data mining system and Flood event 

identification system. All proposed technical capabilities are described in Table 2.2.8-23 

and described previously in Section 2.2.8.4.1.1. 
Table 2.2.8-23. MSS Technical Capabilities. Agencies receive service that meets the EIS RFP required technical 
capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

Managed Prevention Service (MPS) [C.2.8.5.1.4.1] 
1. Design and 

implementation 
services 

Meets  As part of our implementation services, we will: 
 Discuss with the agency — matters such as system recommendations, a 

baseline assessment, rules, signature sets, configurations, and escalation 
procedures 

 Review the agency’s inbound and outbound traffic-related security policies. 
 Review the security policy to allow AT&T to understand the data needs of 

the agency and to recommend policy changes to better align with agency’s 
desired functionality at that site. 

 Review an agency’s network topology or architecture, the physical 
arrangement of devices, circuits, subnetworks and other components to 
determine access requirements and discuss use within the architecture 

2. Software and 
hardware 

Meets  Provide, via our partnerships with Industry leading security vendors, the 
necessary security components to deliver the required service capability, 
including log servers, as applicable 

3. Load balancing Meets  Provide, by deploying multiple security appliances configured in high-
availability mode, the load balancing and redundancy to meet agency critical 
needs and KPIs 

4. Installation 
support 

Meets  As part of implementation, AT&T will: 
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# Technical 
Capability 

Meets or 
Exceeds Description 

 Provide ordering, provisioning, configuration, and associated testing of the 
MSS components 

 Configure AT&T MSS infrastructure located at the agency site. 
 Register agency information and security configuration in AT&T databases in 

support of the MSS Service 
 Test equipment and software 
 Load any agency-relevant data, as required by the agency 

5. Configuration 
information 

Meets  Store, with security and redundancy, the latest configuration information in our 
database systems, for restoration purposes, reporting, and forensics analysis 

6. Managed service 
capabilities 
maintenance 

Meets  Take responsibility for the full life cycle activities of the service, including but 
not limited to hardware/software upgrades and replacements; and content 
updates 

7. Identification and 
authentication 
controls 

Meets  Support agencies on a TO basis to comply with their specific identification and 
authentication security control requirements 

8. Bug fixes and 
patches 

Meets  Notify agencies of applicable bug fixes and patches when they become 
available 

9. Patches and bug 
fixes 

Meets  Test applicable bug fixes and patches at AT&T Labs when they become 
available 
 Deploy them during a mutually acceptable maintenance window with the 

agency  
10. Configuration 

and management 
Meets  Enforce security, access, and information-flow policies as requested by the 

agency 
11. MPS hardware/ 

software 
components 

Meets  Monitor proactively the health and status of MPS hardware/software 
components through the S/NOC on a 24x7 basis and for indications of 
compromise such as intrusions, anomalies, malicious activities, and network 
misuse 

12. Service 
performance 

Meets  Monitor proactively the overall performance of the service, including the 
adequacy of the hardware/software components, through the S/NOC, which 
are highly secure, highly available environments staffed 24x7x365 by 
experienced and credentialed security, customer care, and networking 
specialists 

13. Security Meets  Harden, as part of the implementation, the security appliance/service for only 
the necessary functionality 
 Consult with the agency, during implementation, on their specific security 

policy that will be applied. The agency documents this in our Technical 
Provisioning Document (TPD).  
 See to it that the service allows only necessary functionality, network 

protocols, ports or services with documented customer approval 
14. Validation 

activities 
Meets  Maintain and validate device and service configurations are periodically as 

part of our configuration management activities 
 Perform periodic vulnerability scans to check for any vulnerability in the 

platforms and configurations 
 Check that we are enforcing agency policies 

15. MPS-failure Meets  Notify the agency of MPS-failure events via email, fax, or telephone, as 
directed by the agency. 

16. Cybersecurity 
indicators 

Meets  Create agency requested custom signatures based on unclassed 
cybersecurity indicators provided by the agency or DHS 

17. Secure web 
portal 

Meets  Provide a highly secured web portal for an agency to collect service 
information such as events messages, logs, and suspected attack information 
 Allow agencies to use this portal from the agency-specified operation center 

18. DHS-provided 
indicators 

Meets  Send event messages associated with DHS-provided indicators with security 
to the associated agency who in turn can send to DHS 
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# Technical 
Capability 

Meets or 
Exceeds Description 

19. Time stamped 
event messages 

Meets  Timestamp event messages using AT&T NTP servers, which are sourced from 
Stratum 1 sources. Event messages include necessary information to 
establish appropriate context for the analyst, including, as appropriate, 
date/time of occurrence (including time zone); related indicators, policies, and 
anomalies; source and destination addresses, ports, and protocols; operating 
system, processes, and applications; and detection source and location 

20. Data separation Meets  Associate agency data, within the S/NOC management systems, with a unique 
customer identifier to distinguish specific data from each other. This allows us 
to identify and retrieve each agency's data without divulging any other 
agency's data 

21. Secure web 
access 

Meets  Provide agencies access to our highly secured web portal for viewing various 
reports on their specific service information and access to trouble tickets, logs 
and service information, including all items a) – k) listed in RFP 

Vulnerability Scanning Service (VSS) C.2.8.5.1.4.2] 
1.&2. External/ internal 

vulnerability 
scanning 

Meets  Test Internet-connected nodes in the network, including web environments.  
 Look for local/host flaws and internal threats, usually inside the firewall.  
 Interrogates each targeted device to determine if any vulnerabilities are 

present and the severity of each. For each identified vulnerability, a 
remediation solution set is provided 

1. Network probe Meets  Probe networks periodically, including operating systems and application 
software, for potential openings. Interrogate each targeted device to determine 
if any vulnerabilities are present and the severity of each, including items 1-48 
listed in the RFP. For each identified vulnerability, a remediation solution set is 
provided 
 Use our VSS to identify and provide security information on virtually any 

system that is IP-based and utilizes a mainstream operating system 
 Interrogate each targeted device to determine if any vulnerabilities are present 

and the severity of each and proactively identify network vulnerabilities and 
propose appropriate countermeasures, fixes, patches, and workarounds  

2. Agency 
notifications 

Meets  Notify the agency in a variety of methods as desired 

3. Secure web 
access 

Meets  Provide access to our scanning solution via the Internet using any highly 
secure browser on a 24/7 basis. We deliver all reporting via this platform 

4. Vulnerabilities 
review 

Meets  Review vulnerabilities discovered through our VSS, as required by the agency 

5. Scan scheduling Meets  Schedule scans as the agency desires, to avoid any negative effect on 
operations. 

6. Nondestructive 
and nonintrusive 
vulnerability 
scans 

Meets  Provide the agency with nondestructive and nonintrusive vulnerability scans 
that will not crash the systems being analyzed or disrupt agency operations. 
The scans shall not provoke a denial of service condition on the agency 
system being probed. Scans are non-invasive and nondestructive and will not 
cause a denial of service 

7. Analytical 
alternatives 

Meets  Use other analytical means to ascertain the vulnerability of agency systems if 
a particular scan is potentially destructive or intrusive. Scans are noninvasive 
and nondestructive and will not cause a denial of service 

8. Scanning engine 
updates 

Meets  Update the scanning engine regularly with new vulnerabilities information in 
order to maintain effectiveness of the service.  
 Updates all platform components with latest software and threat information on 

a daily basis. 
9. Network scans Meets  Define scans as desired based on network size and complexity 

Incident Response Service (INRS) [C.2.8.5.1.4.3] 
1. Strategic 

planning support 
Meets  Assist agencies, through AT&T Consulting’s talent-rich professional services 

organization, in planning and assessment of agency IT and networking 
infrastructure security elements to help develop appropriate strategic plans 
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# Technical 
Capability 

Meets or 
Exceeds Description 

2. Incident response 
support 

Meets  Operate our Threat Management and Analysis services pro-actively on a 24x7 
basis 
 Offer, through our security professional service, customized 24x7 capabilities 

to meet specific agency requirements 
3. Problem 

detection system 
Meets  Utilize our Threat Management System, which is a fully integrated platform 

that integrates best-of-breed, commercial-off-the-shelf (COTS) security 
information management (SIM) technology with AT&T Daytona™ database 
 Provide agencies with a complete end-to-end network security monitoring 

solution that includes event collection, case-management, and remediation 
using advanced analytic which are complemented by supplemental analysis 
activities such as malware analysis, forensics analysis, exploit research; 
vulnerability assessment, algorithm research, and general security research 
from our security analysts and AT&T Labs researchers 

4. Analyses of 
suspicious 
security alerts 

Meets  Provide agencies, via our threat and analysis services, with traffic and log 
analysis tools and alerts on potential threats from inside and outside the VPN. 
Agencies are immediately notified on high alerts via an approved method of 
the agencies choosing 

5. Alert information Meets  Offer agencies vulnerability and alert information on our highly secured web 
portal.  

6. Incident 
coordination 

Meets  Coordinate with the agency to handle potential security incidents according to 
the appropriate response procedures 

7. Countermeasures Meets  Provide agencies, via our highly secured Web portal, access to alerts and 
recommended analyst findings, mitigation countermeasures and fixes  

8. Recommend fixes Meets  Recommend the fixes necessary to eliminate identified vulnerabilities, and 
appropriate procedures to guard against future attacks 

9. Provide secure 
web access 

Meets  Provide the agency with secured web access to incident analysis findings and 
recommendations 

10. Agency 
assistance and 
support 

Meets  Provide, through our Security Professional Services, customized services to 
assist agencies with dedicated support for containing damage, testing and 
restoring system and post-incident investigative and forensic services. 

11. Assist agency 
testing 

Meets  Assist the agency in testing restored systems in order to ensure that identified 
vulnerabilities have been corrected 

12. Dedicated 
support 

Meets  Provide dedicated support until resolution of the problem 

13. Post-incident 
services 

Meets  Provide post-incident investigative and forensics services 

14 Telephone 
support 

Meets  Provide telephone support to the agency, as required 

15. Security 
professional 
services 

Meets  Provide, through our Security Professional Services, customized services to 
the assist agencies with handling security incidents according to the 
appropriate response procedures. AT&T will deploy cybersecurity personnel to 
agency sites to handle security incidents, as necessary. 

16. Security 
awareness 
training 

Meets  Provide, through our Security Professional Services, customized services to 
assist agencies with their internal security awareness training program 
through a variety of methods based on each agency’s unique needs. 
 Provide mock attack drills, emerging threats and vulnerabilities workshops, 

and new incident response tools and processes demonstrations. 
Trusted Internet Connection Service (TICS) [C.2.8.5.1.4.4] 

1. Adherence to 
current DHS CISA 
TIC guidance 

Meets  AGTI adheres to the current DHS CISA guidance for Trusted Internet 
Connection. 
 As TIC guidance evolves with new use cases, the AGTI TIC 3.0 solution 

platform will be re-engineered to meet the requirements of the new use cases. 
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# Technical 
Capability 

Meets or 
Exceeds Description 

2. Adherence to TIC 
3.0 

Meets  Complies with the TIC 3.0 standard. 
 Security capabilities are applied by policy enforcement points (PEPs) in 

alignment with TIC3.0 key concepts 
 Security patterns for AGTI designed to enforce security capabilities for TIC3.0 

use case models 
3a. CISA TIC Security 

Objectives and 
Security 
Capabilities: 
Enterprise-level 
capabilities 

Meets  Incorporates the Enterprise-level capabilities relevant TIC use cases. 
 Demonstrates the TIC3.0 universal security capabilities of, but not limited to, 

Backup and Recovery, Configuration Management, Incident Response 
Planning and Incident Handling, Security Administration, Strong 
Authentication, Resilience, and Enterprise Threat Intelligence. 

3b. CISA TIC Security 
Objectives and 
Security 
Capabilities: 
Network-level 
capabilities 

Meets  Incorporates the Network-level capabilities relevant TIC use cases. 
 Demonstrates the TIC3.0 PEP security capabilities of, but not limited to, Anti-

malware, Data Loss Prevention, Malicious Link Protections, Malicious Content 
Filtering, Access Control, Intrusion Detection and Prevention Systems, 
Encrypted Communication, Secure Web Gateway, and Cloud Access Security 
Broker.  

4. Follow CISA TIC 
3.0 Use Case 
Structure 

Meets  Follows the appropriate CISA TIC 3.0 use cases. 
 Follows the structure of the current CISA TIC3.0 use case structures.  
 As TIC guidance evolves with new use cases, the AGTI TIC 3.0 solution 

platform will be re-engineered to meet the requirements of the new use cases. 
5. Follow CISA TIC 

Overlay 
Handbook 

Meets  References the appropriate CISA TIC Overlay Handbook. 
 AGTI was designed to meet or exceed the TIC3.0 security compliances as 

defined by the Security Capabilities Catalog (Volume 3) and a traditional TIC 
2.2 service environment. 
 Facilitates a FedRamp moderate and TIC-compatible cloud-based security 

solution. 
6. Integrate and 

support CISA 
NCPS And CDM 
program 
requirements 

Meets  Integrates and support CISA NCPS and CDM program requirements. 
 Agencies’ cloud-based log data within AGTI can be forwarded to the CISA 

Cloud Log Aggregation Warehouse (CLAW) and other specified threat 
detection and log analysis platforms, such as DHS’s Continuous Diagnostics 
and Mitigation (CDM).  

2.2.8.4.2.5  Features [L.29.2.1; C.2.8.5.2] 
Agencies receive established MSS that meets or exceeds all mandatory features. All 

proposed features are described in Table 2.2.8-24 and described previously in 

Section 2.2.8.4.1.1. 
Table 2.2.8-24. MSS Features. Agencies receive service that meets or exceeds the required set of features. Our 
comprehensive portfolio of MSS provides the government a competitive price, peace of mind, and most importantly, 
more time to focus on its core mission. 

# Feature Meets or 
Exceeds Description 

Managed Prevention Service (MPS) [C.2.8.5.1.4.1] 
a) Firewall Meets  Places dedicated infrastructure at customer location 

 Uses high-performance, reliable security appliance with advanced logic to state 
fully support complex applications, protocols, and agency specified security 
policies including network address translation (NAT) and port address translation 
(PAT)  
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# Feature Meets or 
Exceeds Description 

 Employs experienced and credentialed security, customer care, and networking 
specialists to staff and manage AT&T SOCs in highly secure, highly available 
environments on a 24x7x365 basis 

b) Personal 
firewalls 

Meets  Provides, via the AT&T global network Client, a personal stateful firewall for 
agencies subscribed to remote access services through our VPNS 
 Provides small office home office (SOHO) security appliances at agency 

personnel’s home office 
c) Network 

intrusion 
prevention 
system 

Meets  Provides Industry leading intrusion detection/prevention sensors (IDS) located at 
an agency site 
 Uses a signature-based approach to perform real-time intrusion detection or 

prevention configured at the network level 
 Performs both context and content monitoring by capturing IP packet signatures 

and performing real time analysis. 
 Compares each digital signature against a known database of over 1,000 existing 

attack signatures that is continually updated as computer security organizations 
develop new signatures 

d) Endpoint 
protection 

Meets  Installs security software on customer servers or hosts to monitor: 
 The networking subsystem on operating systems to determine if new TCP or 

UDP services are started, or if existing services have stopped 
 Files for permission change and size and ownership alteration 
 System resources exceeding configuration thresholds, defending against 

system core compromise and log file attacks are all part of the in-depth 
protection 

e) Secure web 
proxy 

Meets  Provides, with our next generation firewalls and dedicated proxy appliances, web 
content and URL filtering capabilities 
 Obfuscates internal addressing via NAT/PAT or through transparent or explicit 

proxy  
f) Inbound web 

filtering 
Exceeds  Implements and manages a solution that filters inbound and outbound web 

sessions to web servers, using industry leading web application firewalls such as 
F5  

g) Application-
level gateway 

Meets  Provides and manages, with the next generation and UTM firewalls, support to 
application-level gateways for the most common protocols in use such at FTP, 
SIP, and IM 

h) Network 
behavior 
analysis 

Meets  Locks down an intrusion detection/prevention device and goes through a soak-in 
period after initial installation 
 Monitors the health and status of the device during this period and watch for any 

critical alerts that may require further investigation 
 At the end of the soak period, generates reports set up by a Senior Analyst 
 Uses several data-mining and analytical tools to review events collected 
 Focuses on two key areas — identifying and filtering obvious false positives and 

looking for indications of existing security incidents 
 Develops several questions and bring them to the government’s security team for 

additional information  
 Deploys a tuned policy to the device and configure our tools and ticketing for 

production operations, after resolution of all of these items 
 Protects by detecting attacks, worms, intrusion attempts and traffic anomalies 
 Stores raw logs of at least the source, destination and size for at least a 1 year 
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# Feature Meets or 
Exceeds Description 

i) Network traffic 
content 
analysis and 
sandboxing 

Meets  Provides zero-day malware capabilities, with select next generation firewalls 
 Utilizes sandboxing and dynamic analysis of suspicious content in a cloud-based 

virtual environment to discover unknown threats 

j) Email forgery 
protection and 
filtering 

Meets  Addresses both inbound and outbound forgery protection 
 Detects and prevents spam using other approaches including recipient verification, 

SPF, DKIM, Bounce Address Tag Validation, and an offensive language dictionary 
k) Email content 

analysis and 
sandboxing 

Meets  Offers sandboxing capabilities and static and dynamic code analysis of objects 
attached or embedded within emails, using the Targeted Attack Protection layer 
included in our email security gateway  
 Addresses email content inspection within the email security gateway too, with 

multiple layers of capabilities 
l) User 

authentication 
integration 

Meets  Integrates the email security gateway with various identity and authentication 
services included Active Directory and LDAP  
 Authenticates against the on-board registration server (email address/password), 

LDAP/AD, or nearly any source an agency may want to store credentials 
m) DNSSEC Meets  Uses high-available cloud DNS platform providing DNSSEC as described in NIST 

SP800-81-2, to prevent DNS forgery and manipulation 
n) DNS 

sinkholing 
Meets  Enables the firewall, using next generation firewalls from leading vendors such as 

Palo Alto Networks, to forge a response to a DNS query for a known malicious 
domain, causing the malicious domain name to resolve to an IP address that an 
agency defines 

o) Data loss 
prevention 

Meets  Applies an agency policy, with standardized filters for structured restricted content 
and learning filters for unstructured restricted content, to determine what content is 
allowed to leave the agency. 

p,q) DMZs and 
extranet 

Meets  Supports dual-homed, triple-homed, and quadrupled-homed (triple-homed with 
additional extranet segment) configurations 

r,s) VPNs Meets  Supports remote access, broad-band, and site-to-site tunnel encryption using 
IPSec based on FIPS 140-2 compliant protocols  

t) EINSTEIN 2 Meets  Interacts with DHS and US Cert and provide agency-specified traffic EINSTEIN 
network flow and detection capabilities as described in Section 1.4 

u) Short-term 
storage 

Exceeds  Makes agency specific MPS generated data available through the highly secured 
web portal for 30 days 

v) Long-term 
storage 

Meets  Makes agency specific MPS generated data available offline for 1 year.  
 Send this data with security to the agency, upon request 

w) Agency-
specified 
policy 
enforcement 

Meets  Works with the agency, during implementation and throughout the life cycle of the 
MPS, to implement a security policy and configuration that meets the needs of the 
agency’s specific environment  

Vulnerability Scanning Service (MPS) [C.2.8.5.1.4.2] 
a) VSS API Meets  Provides valuable data programmatically to other applications through a compre-

hensive set of XML-based APIs as required by the agency. GRC, SIEM, ERM, IDS 
and other security and compliance systems can obtain up-to-the-minute data 
about each of your host assets, initiate scans, and perform a variety of other tasks 
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# Feature Meets or 
Exceeds Description 

Incident Reporting Service (INRS) [C.2.8.5.1.4.3] 
a) Advanced 

analytics 
Meets  Provides our MSS threat management and analysis services that use our TMS. 

TMS is a fully integrated platform that integrates COTS SIM technology with AT&T 
Daytona™ database 
 Provides agencies a complete end-to-end network security monitoring solution that 

includes event collection, case-management, and remediation using advanced 
analytics complemented by supplemental analyses such as malware analysis, 
forensics analysis, exploit research; vulnerability assessment, algorithm research, 
and general security research by our security analysts and AT&T Labs 
researchers  

Trusted Internet Connection Service (TICS) [C.2.8.5.1.4.4] 
a) Encrypted 

Traffic 
Meets  Inspects and applies policy to TLS/SSL-encrypted traffic, both inbound and 

outbound, including for traffic that uses HTTP/2. 
 Can enable or disable decryption flexibly based on URL, source, destination, user, 

user group, and port, f For privacy and regulatory compliance. 
b) Agency 

Security Policy 
Enforcement 

Meets  Allows policies to be created that follow a device no matter where in the network it 
is connected. 
 Enforcement based on device attributes such as operating system version enables 

security teams to control the attack surface more strictly. 
 Device-ID logging provides additional visibility as well as context and, combined 

with App-ID and User-ID, allows for deep insights into behavior on the network. 
c) Forensic 

Analysis 
Meets  Combines cloud scale with advanced file analysis and URL crawling to deliver 

Multi-Vector Recursive Analysis, a unique and comprehensive solution that 
prevents multi-stage, multi-hop attacks. 
 Can follow multiple stages of attack even if execution fails in a given stage. 
 When forensic analysis tool visits embedded links or links in emails as part of its 

email link analysis, it updates URL Filtering if any corresponding webpages host 
exploits or display phishing activity. 

d) Custom 
Reports 

Meets  Includes, as a standard, a detailed, customizable SaaS application usage report 
that provides insight into all SaaS traffic—sanctioned and unsanctioned. 

e) CISA NCPS 
Program 
Protections 

Meets  AGTI routing adheres to the applicable routing requirements in C.1.8.8 of the EIS 
contract. 

f) Custom 
Security A&A 
Support 

Meets  AT&T Information Assurance organization can be engaged to support custom 
security A&A support. 

g 
(1) 

External 
Network 
Connections – 
Route through 
required 
Policy 
Enforcement 
Points 

Meets  AGTI routing adheres to the applicable external network routing requirements per 
the CISA NCPS program. 

g 
(2) 

External 
Network 
Connections – 
Encrypted, 
compliant to 
FIPS 140-2/3 

Meets  All public network connections encryption is compliant to FIPS 140-2/3. 
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# Feature Meets or 
Exceeds Description 

g 
(3) 

External 
Network 
Connections – 
Split 
Tunneling 

Meets  AGTI supports split tunneling based on access route and the type of application, 
including its associated risk and bandwidth utilization. 

g 
(4) 

External 
Network 
Connections – 
Performance 
Measures 
(KPI) 

Meets  AGTI external network connections complies with the appropriate KPIs established 
in Sections C and J of the EIS contract. 

h) Support FIPS 
140-2/3 
encryption 

Meets  AGTI supports FIPS 140-2/3 encryption. 

i 
(1) 

Support 
Remote 
Access – 
Terminate at 
an appropriate 
point prior to 
routing 
through TICS 
PEPs 

Meets  Remote access connections using AGTI follows the standard route flow to the 
TICS PEPs for inspection and policy enforcement compliant to the CIS NCPS 
program requirements. 

i 
(2) 

Support 
Remote 
Access – 
Terminate in 
front of the 
TICS PEPs 

Meets  Remote access connections using AGTI follows the standard terminating point 
design compliant to the CIS NCPS program requirements. 

i 
(3) 

Support 
Remote 
Access – FIPS 
140-2/3 
compliant 

Meets  Remote connections complies to the FIPS 140-2/3 standards. 

i 
(4) 

Support 
Remote 
Access – No 
split tunneling 
on a VPN or 
remote 
connection 

Meets  AGTI does not support internal split tunneling on a VPN or remote connection. 

i 
(5) 

Support 
Remote 
Access – Use 
multi-factor 
authentication 

Meets  Supports all existing PAN-OS authentication methods, including Kerberos, 
RADIUS, SAML, LDAP, client certificates, and a local user database. 
 Once user is authenticated, the authentication service immediately provides AGTI 

with a user-to-IP address mapping for use by User-ID technology. 

i 
(6) 

Support 
Remote 
Access – Use 
hardened 
appliances 

Meets  Hardened appliances are located within the Prisma Access cloud native 
architecture, which ensures on-demand and elastic scale of comprehensive 
networking and security services across a global, high-performance network. 
Prisma Access provides the foundation for consistent cloud-delivered security for 
all users and locations. 

i 
(7i) 

Implementatio
n – Support 
TLS and/or 
IPSec VPNs 

Meets  AGTI allows for connecting branch offices to TICS over a standard IPsec VPN 
tunnel using common IPsec-compatible devices, such as your existing branch 
router. 
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# Feature Meets or 
Exceeds Description 

i 
(7ii

) 

Implementatio
n – Encryption 
compliant to 
FIPS 140-2/3 

Meets  All VPN or remote connection encryption is compliant to FIPS 140-2/3. 

i 
(7ii
i) 

Implementatio
n – Multi-factor 
authentication 

Meets  Supports all existing PAN-OS authentication methods, including Kerberos, 
RADIUS, SAML, LDAP, client certificates, and a local user database. 
 Once user is authenticated, the authentication service immediately provides AGTI 

with a user-to-IP address mapping for use by User-ID technology. 
i 

(7i
v) 

Implementatio
n – Separate 
remote access 
enclave 

Meets  As appropriate, AT&T will create a separate remote access enclave within the 
AGTI cloud native architecture. 

i 
(7v

) 

Implementatio
n – 
Customized 
remote access 
implementatio
ns 

Meets  AT&T supports customized remote access implementations for remote mobile 
users per agency-specific requirements. 

j) Extranet 
Connections – 
Support 
dedicated 
extranet 
connections to 
internal 
partners 

Meets  User-ID: Integrates with a wide range of user identity repositories so that agency 
policies follow users and groups regardless of their location. User repositories 
include wireless LAN controllers, VPNs, directory servers, browser-based captive 
portals, proxies, and more. 
 Device-ID: Allows policies to be created that follow a device no matter where in the 

network it is connected. Enforcement based on device attributes such as operating 
system version enables security teams to control the attack surface more strictly. 
Device-ID logging provides additional visibility as well as context and, combined 
with App-ID and User-ID, allows for deep insights into behavior on the network.  

2.2.8.4.2.6  Interfaces [L.29.2.1; C.2.8.5.3] 
AT&T proposed approach is compatible with interfaces in RFP Section C.2.8.5.3, and 

interfaces specified for VPNS in RFP Section C.2.1.1.1, for ETS in RFP Section C.2.1.2; 

and IPS, in RFP Section C.2.1.7. 

2.2.8.4.2.7  Performance Metrics [L.29.2.1; C.2.8.5.4; C.2.8.5.4.1] 
AT&T MSS meets all KPIs listed in RFP Section C.2.8.5.4.1. 

2.2.8.5  Managed Mobility Service [L.29.2.1; M.2.1; C.2.8.6] 
To provide agencies with a mobilized workforce, AT&T proposes a Managed Mo-
bility Service (MMS) that enforces policies and procedures on devices (including 
BYOD), manages devices, data, applications, and maintains a mobile environment 
backed by network security. The benefit is a managed transition to a mobilized 
workforce that puts actionable information at the right place at the right time. 
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2.2.8.5.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.8.5.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T MMS provides a comprehensive range of Mobile Device Management (MDM), 

Mobile Application Management (MAM), and Mobile Content Management (MCM) 

solutions, allowing agencies to mobilize the workforce by managing the mobile work 

experience on devices backed with our network security while protecting sensitive data. 

The offered MDM, MAM, and MCM options include choices of premises-based and 

cloud-based architectures, and span management strategies ranging from full device 

control to content-focused management. AT&T proposed architecture and services 

meet EIS service requirements as shown in Figure 2.2.8-8 and Table 2.2.8-25. 

 
Figure 2.2.8-8. MMS Overview. Agencies receive robust tools, backed by our network  

security, allowing its mobile workforce to smoothly use sensitive government data in the field. 

Table 2.2.8-25. MMS Overview Description. MMS components provide agencies with a comprehensive, technically 
and operationally compliant managed mobile service. 

Architectural 
Components Description 

Functional Components 
Mobile device mgmt.  Agencies have full control of mobile devices.  
Mobile application mgmt.  Agencies’ control of relevant work applications on devices and associated data 
Mobile content mgmt.  Agencies’ control of repositories of files and document properties 
Operational Components 
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Architectural 
Components Description 

Administrators  Agency personnel responsible for protecting agency data within the mobility program 
and policy implementation from console/portal 

Users  Agency’s mobile workforce that requires use of sensitive agency data together with 
various devices and operating systems (OS) data while in the field 

AT&T support  Expert phone and email support for agency administrators and field users with 
escalation procedures to the higher tiers of assistance 
 Customizable hours of availability and response times based on agency mission 

Network Components 
Wireless networks  Cellular and Wi-Fi networks providing mobile devices connectivity  
MMS platform  Connectivity to mobile devices and console that can be located at agency premises or 

cloud-based 
Smartphones and tablets  User devices approved for use with agency data 
Operating systems   Software governing the functions of mobile devices 
Mobile client  Software code on mobile devices that underpins connectivity with the MMS platform 
Mobile application store  A repository of available customized or proprietary apps and software that are 

groomed for compatibility and security. The repository indicates visually what is 
required/allowed for individual users based on group memberships 

MMS console/portal  Graphical user interface where agency administrators manage the program, policies 
and devices 

2.2.8.5.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering MMS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-26. 
Table 2.2.8-26. MMS QoS. MMS is fully compliant, and provides robust scalability, high reliability, and strong 
resilience sought by agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For FEMA, DHS, and DoD, AT&T provides MMS using solutions comparable to that 
proposed for EIS in full compliance with customer’s requirements comparable to EIS for 
service and functional requirements, standards, connectivity, technical capabilities, features, 
interfaces, and performance metrics. Section 2.2.8.5.2 provides details of our proposed 
solution. 

Scalability 
Modular 
architecture 

 Designed modularly for serving large deployments of mobile devices — architectures can 
scale to accommodate hundreds of thousands of devices 

Mass deployment 
tools 

 Provides the tools and shortcuts administrators need to keep large device populations 
working smoothly in the field — deployment tools, policy templates and grouping functions 
allow administrators to handle users at scale  

Reliability  
User support  Communicates with individual subscribers or groups of mobile device users simultaneously. 

Enterprises now use this functionality to provide internal support for issues in the field — 
reducing both downtime and expenses 

High availability  Engineered to meet critical availability standards at or above 99.7% 
AT&T mobility 
network 

 Operates over any compatible wireless network, but becomes especially powerful when 
combined with the dependability of the AT&T mobility network  

Resilience 
Help desk 
services 

 Offers agencies advanced help desk services reachable by phone or email, and allows an 
agency to specify a range of help desk hours that reflect agency mission and criticality 

Integrated 
training 

 Agency administrators can access comprehensive and professionally produced multimedia 
training resources at all times  
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2.2.8.5.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
MMS is not a CBSA-dependent service. 

2.2.8.5.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.5.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
MMS security related capabilities are indicated in RFP Section C.2.8.6.1.4.4, and are 

addressed in proposal Section 2.2.8.5.2.4.  
2.2.8.5.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MMS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by AT&T’s global security 

architecture. AT&T’s service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  

External traffic routing requirements are shown in Table 2.2.8-27. 

2.2.8.5.2  Technical Response for MMS [L.29.2.1; M.2.1] 
2.2.8.5.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.6.1; C.2.8.6.1.1] 
Agencies receive a solution that provides full service scope and functional capabilities, 

as described in Table 2.2.8-28 and described previously in Section 2.2.8.5.1.1. 
Table 2.2.8-28. MMS Service Scope and Functional Capabilities. Agencies receive managed mobility services 
designed specifically to provide enhanced security and control over sensitive data while on enrolled devices and 
while in transit, and meets the service description and functional requirements. 

Solution Element Description 
Security 
(C.2.8.6.1) 

 Allows agencies to retain control over critical data while still reaping the benefits of a mobile 
workforce: MMS provides the policy control over how, and by whom data can be accessed, 
to agency policymakers 
 Protects agency data both while in transit and while at rest 
 Agencies can pair MMS with other services to achieve maximum end-to-end security 

Managed 
handheld devices 
(C.2.8.6.1) 

 Provides compatibility with a wide range of the most popular devices running the latest and 
most advanced mobile operating systems  
 Useful when embarking on a BYOD program, allowing agencies to keep separate work and 

personal data; GFP models are also supported 
 Available in varying degrees of control granularity, offering systems focused on devices, 

applications, files, or a combination thereof 
Manage enterprise 
data on mobile 
devices 

 Implements policies through simple and logically laid out consoles/portals that guide 
administrators through the functions of remote administration 
 Manages in premises-based and cloud architectures 
 The task of managing access and policy for a large number of devices is simplified by the 

provided administrative tools such as policy templates and device group membership 
Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
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2.2.8.5.2.2 Standards [L.29.2.1; C.2.8.6.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.8.5.2.3  Connectivity [L.29.2.1; C.2.8.6.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.5.2.4  Technical Capabilities [L.29.2.1; C.2.8.6.1.4-C.2.8.6.1.4.5] 
Agencies receive MDM, MAM, MCM, Mobile Security (MS), and Deployment Support 

(DS), and Mobility as a Service (MaaS) that meet all mandatory technical capabilities. 

All proposed technical capabilities are described in Table 2.2.8-29, and described 

previously in Section 2.2.8.5.1.1. 
Table 2.2.8-29. MMS Technical Capabilities. Agencies receive MMS tailored to the organization’s needs and 
sensitivities, and that meet required technical capabilities. 

# Technical Capability Meets or 
Exceeds Description 

Mobile Device Management (MDM) [C.2.8.6.1.4.1] 
1.a) Enforce enterprise 

rules 
Meets  Provides agencies with tools to enforce enterprise rules granularly in 

groups of devices while promoting enrollment and providing reporting, 
management, and compliance  

1.b) Reassign to group Meets  Provides agency administrators the ability to search their device population 
by attribute and use the search results to reassign those devices to groups 

1.c) Assign profile Meets  Provides agency administrators with the ability to assign a policy profile to 
one or many groups 

1.d) View required 
applications from a 
MAS 

Meets  Provides agency administrators the ability to view required applications 
from a mobile application store (MAS) 

1.e) View and run usage/ 
cost reports 

Meets  Provides agency administrators with the ability to view and run reports on 
all supported devices including user/device usage and projected charges 

1.f) View and run 
location reports 

Meets  Provides agency with administrators ability to view and run reports by 
device location 

1.g) Integration of SDK or 
API framework 

Meets  Supports a software development kit (SDK) or API framework to integrate 
with existing or future agency applications 

1.h) Monitor MDM system Meets  Provides agency administrators the ability to monitor MDM with industry-
standard enterprise management software tools 

1.i. Integrate certificates Meets  Integrates certificates from internal PKI system to mobile devices and third-
party public PKI providers 

1.j) Perform MDM 
functions within a 
secure VPN 

Meets  Performs functions from within a highly secured VPN used to transport all 
agency data whereby no MDM control data is transported unencrypted 
across the open Internet 

2. Device enrollment 
[a) – s)] 

Meets  Provides the ability to: 
a) Set a Target Platform (Apple, Android, Microsoft Windows, etc) for 

profile provisioning. 
b) Use a Target Device Model - for profile provisioning 
c) Specify minimum OS version (e.g., iOS 9.1) for profile provisioning 
d) Use target device ownership (e.g., GFP) for profile provisioning 
e) Allow editing of fields for a "live" or "active" profile 
f) Allow a user with appropriate authorization to self-enroll an agency GFP 

or BYOD device 
g) Centrally manage multiple devices for a single user (user device view) 
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# Technical Capability Meets or 
Exceeds Description 

h) Support different policies or group memberships for multiple devices 
under one user (i.e., the tablet policy different from smartphone policy). 

i) Apply multiple policies to devices simultaneously (e.g., a user is member 
of group policy X, and with device policy Y) — when multiple controls 
conflict, the most restrictive control takes precedence 

j) Use an external directory service repository for enrollment 
k) Use federated (i.e., SAML,OAuth, etc) and multi-factor authentication for 

enrollment and restrict enrollment based on directory-based security 
groups 

l) Set support email and phone information for registration messages 
m) Redirect users to a URL upon successful enrollment 
n) Edit an enrollment activation notification message to the user via email 

and/or SMS 
o) Set default device ownership type upon enrollment for different groups 
p) Use an internal user list for enrollment of different groups 
q) Sets support email and phone information for registration messages 

uniquely for different groups 
r) Edits an enrollment activation notification message to the user or a 

group of users via email and/or SMS 
s) Sends user or group an activation enrollment message via email or SMS 

3. Device profiles  
[a) – m)] 

Meets  Provides the ability to: 
a) Create a profile template 
b) Copy profiles 
c) Edit a live or active profile  
d) Set Profile Removal Permission (administration level required to 

remove a profile from a device or user) 
e) Set Profile Start Date (when the profile starts applying to associated 

devices) 
f) Set Profile End Date when profile stops applying to associated devices 
g) Automatically update a device that currently has a profile when editing 

that profile and setting Geofences (profiles are active/inactive 
depending on physical device location) 

h) Push a profile to any individual participating device 
i) Automatically remove profiles from devices whose state changes from 

qualifying to not-qualifying, such as when changing a profile to be more 
exclusive 

j) Support multiple profiles being applied to a single device and enforce 
most restrictive rules 

k) Delete a profile from MDM system  
l) Set a short description for a profile 
m) Manage via profile devices included in sub-items 3.m)i. through 3.m)xi. 

RFP Section C.2.8.6.1.4.1 page 211. 
4. Device feature 

management  
[a) – e)] 

Meets  Controls device features, including: 
a) Multi-OS support to manage multiple OS devices 
b) Device passcode enforcement (presence, complexity, and length) 
c) Installation of applications (See MAM)  
d) Camera (enable/disable) 
e) Controlling Radios/communications device features included in items 

4.e)i. through 4.e)vi, RFP Section C.2.8.6.1.4.1 page 211.  
5. Data management 

[a), b)] 
Meets  Supports data management, such as Read, write, transmit and receive 

data on mobile devices and with backend systems/repositories: 
a) Support File Management to provide security for data, files, and 

applications (e.g., pdf files or Word docs) on a mobile device 
b) Support PIM to include mail, calendar, and address book capabilities 

6. NIST SP 800-126 
SCAP) for server-
side components 

Meets  Uses SCAP to support server-side components, including asset 
management, configuration management, patch management, and 
remediation capabilities. The software required to implement SCAP will be 
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# Technical Capability Meets or 
Exceeds Description 

offered as SRE (service-related equipment) and implementation and 
support will be provided as SRL (service-related labor) 

7. Device inventory 
management and 
reports 

Meets  Supports device inventory management and reporting in order to provision, 
control, and track devices connected to agency applications and data and 
to relate this data to user information and data associated with the device, 
OS, and applications, as defined in a TO 

8. System performance 
reports 

Meets  Supports system performance reports including performance data to 
providing insight into the reliability of the solution, device usage and 
performance, in accordance with a TO  

9. MDM security/ 
compliance reports 

Meets  Supports security reports, run as requested, that include data relevant to 
the monitoring and support of the system’s vulnerabilities and defenses, 
including attempts at fraud, in accordance with the TO 

Mobile Application Management (MAM) [C.2.8.6.1.4.2] 
1. Application 

deployment  
[a) – e)] 

Meets  Provides a centralized commercial application store where enterprise 
applications can be accessed by users, as authorized by agency  
 Offers agencies customized reporting on installed applications, including by 

user, group, and population 
 Enables agencies to purchase applications from developers in blocks (bulk 

lots) and store associated purchase/license/assignment/inventory 
information 
 Tracks required/available/prohibited applications (whitelisting/blacklisting) 
 Assists agencies in managing application testing and then stage and 

control rollouts by limiting deployment by policy, group, location, etc. in 
order to facilitate gradual deployments, as directed 

2. Mobile Application 
Store (MAS)  
[a) i.-viii] 

Meets  Offers a MAS accessible in the MDM portal that allows users to select 
private enterprise/agency applications for installation on their managed 
device with access to applications that can be set by group policy and/or 
mandatory application deployment 
 Supports the following capabilities: 

i) Administrators can update/refresh the MAS commercial app inventory 
from commercial application stores. 

ii) Administrators can add or update custom enterprise/agency 
applications to the MAS via a web interface. 

iii) Additional information (metadata) can be tagged to each app added to 
the MAS and made associated and searchable to the app, such as 
name, description, version, OS, and keywords. 

iv) Agencies may specify the effective availability date for an internal 
agency application. 

v) Agencies may specify the expiration date for an internal agency 
application. 

vi) Agencies may specify and display the minimum operating system and 
model for an internal agency application. 

vii) Agency users may download agency internal and public applications 
from the MAS. 

viii) Agencies may organize apps by categories, target groups or tag 
applications with keywords. 

3. Application security  
[a) – e)] 

Meets  Uses certificate-based authentication to prevent interception, provided 
MDM service and associated applications on the devices will mutually 
authenticate 
 Provides agency IT staff control over the population’s app installations by 

supporting authorization/approval to control downloading of applications, 
and make applications’ compliance certain and monitor application usage, 
as appropriate 
 Supports and enforces policies governing the presence and/or absence of 

specific applications (i.e., blacklisting/whitelisting — by blocking and/or 
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# Technical Capability Meets or 
Exceeds Description 

removing specified applications, and permitting or requiring the installation 
of specified applications) 
 Enforces Application Environment Requirements by detecting and 

enforcing specified device environment conditions such as 
minimum/specific OS versions; presence/absence of applications; and the 
absence of privilege escalation (rooting or jailbreaking) 
 Supports Application Signing, requiring digital signatures for application 

installation, from both commercial and private application stores and direct 
application push/deployment, as applicable 

Mobile Content Management (MCM) [C.2.8.6.1.4.3] 
1. Secure mobile 

access to content 
Meets  Provides agency users highly secured, and highly available mobile access 

to agency files, from any authorized and capable connected device in both 
premises and cloud architectures, as applicable 

2. Protection of 
sensitive content 

Meets  Protects sensitive agency documents with features such as document 
password protection, distribution rights management, and enforceable 
limited document lifespans while still facilitating ease of distribution 

3. Central application Meets  Assists agencies in leveraging centralized application architecture to 
provide a consistent mobile experience for standardized highly secured 
content access, storage, updates, and distribution of documents to mobile 
devices in the field 

Mobile Security Management (MSM) [C.2.8.6.1.4.4] 
1. Enroll a device Meets  Enrolls devices in the system without (before) imposing restrictions on the 

device/user 
 Provides null policies that impose no restriction on devices, which can be 

used for temporary confirmation of basic enrollment 
2. Create whitelists/ 

blacklists 
Meets  Uses the console to sort the target population of devices by device 

manufacturer, model, OS, and version, for staged enrollments and policy 
implementation programs  

3. Enrollment of 
untrusted users and 
anonymous devices 

Meets  Allows enrollment of untrusted devices and anonymous / unknown users 
outside the enterprise as individuals or to groups, as applicable 

4. Attribute repository Meets  Supports agencies importation of data from an existing MDM user attribute 
repository for enrollment to the new MDM system, as applicable 

5. Compliance rules 
actions 

Meets  Agencies may specify predefined actions taken by the provided system 
upon detection (active or passive, as applicable) of a variety of 
exceptions/violations, to include, but not limited to OS tampering 
(jailbroken/rooted devices), presence of malware, unsuccessful login 
attempts, or other policy violations 
 Sets systems to progressively escalate resultant alarms to predefined sets 

of agency administrators until violation is resolved 
6. Block device/erase 

managed data  
[a) – f)] 

Meets  Allows agencies to block devices or wipe agency data from devices for 
policy violations including banned OS versions; failed login access 
attempts exceeded; device unreachable past set duration; OS/app 
tampering detected; other available system policies triggered; or manually 
specified by an authorized administrator 

7. Password policy 
enforcement  
[a) – f)] 

Meets  Enforces password policies based on: 
a) Minimum complexity (length, composition, common words, consecutive 

numbers, etc.);  
b) Password’s lifetime limitation before change;  
c) Password’s reuse by a user;  
d) Password inactivity;  
e) Report/lock/wipe device based on unsuccessful password attempts 

8. Mask passwords Meets  Masks passwords when entered into the management portal  
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# Technical Capability Meets or 
Exceeds Description 

9. Admin user 
configuration 
change 

Meets  Tracks configuration changes by the implementing administrator 

10. User configuration 
change 

Meets  Tracks and reports configuration changes to/by the implementing users, as 
applicable 

11. Installation and 
configuration of 
authentication 
certificates  
[a) – c)] 

Meets  Installs and configures (update, revocation checking, revocation) individual 
and group soft authentication certificates for email (S/MIME) signing and 
encryption; Wi-Fi Configuration; VPN Configuration 

12. Send/receive 
messages using 
PKI/S/MIME 
encryption 

Meets  Sends/receives (encrypting and signing, decrypting and verifying) 
messages that use PKI or S/MIME encryption, where email functionality is 
delivered by the service/system 

13. Restrict 
downloading or 
copying 

Meets  Restricting users/devices from downloading attachments, copying of data 
to/from removable media; or otherwise removing or duplicating agency 
data, as applicable 

14. View current GPS 
Location 

Meets  Views devices or device groups reporting Global Positioning System (GPS) 
location on electronic maps 

15. Encryption of data in 
transit (FIPS 140-2) 

Meets  Encrypts data in transit in accordance with FIPS 140-2 guidelines, as 
applicable 

16. Data protection Meets  Separates agency data in discrete container(s) from user’s personal data, 
and prevents access by uncontrolled applications 
 Limits or prevents interaction between agency data and personal data as 

applicable 
 Encrypts agency data if underlying platform does not encrypt data on the 

device 
17. User authentication 

by PIN or password  
[a) – c)] 

Meets  Requires user authentication with PINs or passwords and as an option, 
enforce multifactor authentication with a combination of:  
a) PINs/passwords;  
b) Tokens/key generators/agency IDs;  
c) Biometric data 

18. User compliance  
[a) – d)] 

Meets a) Provides agencies flexibility in policy enforcement based on user/device 
assignment to groups/profiles, including customizable compliance rules 
for profiles, devices, and definable groups 

b) Activates or deactivate compliance rules by an authorized administrator 
for devices/users/groups 

c) Provides Administrators with the ability to specify user and group rules 
for the presence of a required application on device(s) or a prohibited 
applications on device(s) 

d) Produces enterprise level compliance reports, including inventories of 
lost/wiped/inactive devices, device population reports, devices active, 
data usage of devices, and connection type (e.g., wireless, Wi-Fi) 
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# Technical Capability Meets or 
Exceeds Description 

19. Alerting  
[a) – g)] 

Meets  Provides the ability to customize alerting of agency staff, including:  
a) Setting up custom alerts to users and management based on various 

parameters  
b) Sending custom alerts to one or more user roles including administrators 
c) Creating policies/rules with alerts including multiple severity levels  
d) Creating automated alerts for security issues such as compromised 

devices 
e) Reading alerts based upon device status (such as: battery low, device 

roaming, equipment not responding/inactive)  
f) View alerts pending acknowledgement  
g) Acknowledge alerts and maintain acknowledgement history 

20. Audit reports 
[a) – f)] 

Meets  Provides customized, exportable, on-demand/interval reporting that gives 
agency IT management the data necessary to monitor activities, audit 
systems, and perform reconciliation activities. The reports include:  
a) Administrator activity (actions, time, etc.)  
b) User access times and enrollments  
c) Device reports (by agency and sub-agency, type, OS version, etc.)  
d) Console logins and functions (connections to the management console, 

actions performed, etc.)  
e) Policies changes and versions history 
f) Policy violation reports 

21. Safeguard Personal 
Identifiable 
Information (PII) 

Meets  Protects any PII (including directory data stored in the information system) 
in accordance with NIST SP 800-122 

Deployment Support (DS) [C.2.8.6.1.4.5] 
1. Deployment Meets  Supports agency deployments of MDM/MAM/containers with experienced 

and trained staff, providing installation and configuration services; support 
for integration with existing agency systems; certification and customization 
support required to modify and/or operate the system, as defined in TO 
requirements 
 Provides supporting documentation and necessary customizations to 

achieve a compliant and operational system, including accreditation and 
authorization, as defined in TO requirements 

2. Enterprise systems 
integration 

Meets  Makes certain that the provided systems operate properly with existing 
agency systems, such as industry-standard enterprise email, directories, 
and trouble-ticketing 

3. Training Meets  Provide agencies with the relevant training material necessary to operate 
the system efficiently, and any customized training, as defined in a TO 
 Provide agencies access to pre-packaged online training and associated 

developer materials 
4. Help desk Meets  Staffs help desk services with available live-telephone expertise and email 

access during business hours, as defined in a TO 
Mobility-as-a-Service (MaaS) [C.2.8.6.1.4.6] 
1. MWS Standards, 

Technical 
Capabilities and 
Features 

Meets  AT&T’s MaaS offers comply and interoperate with AT&T EIS MWS and its 
technical specifications, service features when operating on the AT&T 
Wireless Network (as available, per device capability) 

2, Solutions Meets 
 

 Solutions meet or exceed the EIS MMS Section C.2.8.6.1.4 Technical 
Capabilities 
a) Additional MMS Features available to supplement and enhance MaaS 

service 
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# Technical Capability Meets or 
Exceeds Description 

3. Implementation Meets 
 

 Supports mobile device management, mobile application management, 
mobile identity management/integration, mobile content management, and 
data containerization (separating corporate and personal data) 

4. Device issuance Meets 
 

 Offers device issuance to and retrieval from end users. This support shall 
include staging and kitting, depot repair, advanced replacement, recycling, 
and device refresh 

5. Secure access Meets 
 

 Provides implementation and management of secure access to corporate 
resources and content through authentication, encryption, containerization, 
and enterprise file synchronization and sharing (EFSS) capabilities 

6. Sourcing 
management 

Meets 
 

 Provides sourcing management leveraged to purchase, provision, and 
activate network services, applications, and devices 

7. Financial 
management 

Meets 
 

 Provides financial management capabilities which include sourcing, 
ordering, provisioning, inventory, usage, and invoice management and 
reporting 

8. Program 
management 

Meets 
 

 Provides program management services to manage the MaaS capabilities, 
service requests, account(s), and third-party providers the contractor may 
leverage to deliver their solution  

2.2.8.5.2.5  Features [L.29.2.1; C.2.8.6.2] 
Agencies receive established ACS that meets or exceeds all mandatory features. All 

proposed features are described in Table 2.2.8-29a, and described previously in 

Section 2.2.5.6.1.1. 
Table 2.2.8-29a. MMS Features. Agencies can use the provided MMS features to enhance the participation, 
productivity, understanding, and documentation of their conference meetings. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. (Optional) 

Mobile Threat 
Protection 
(MTP)  

Meets  MTP protects Agencies’ wireless deployments in real time from known attacks 
originating from multiple vectors, including: 
a) Web and content-based threats, such as phising attacks and unintended 

downloads allowing malicious access 
b) Application-based threats, where loaded malicious device applications leak 

sensitive data to attackers 
c) Device-based threats, that take advantage of flaws or missing components of 

supported operating systems 
d) Network-based threats, where Agency data is at risk of interception (i.e. man-

in-the-middle attacks) and decryption 
2. (Optional) 

Mobile 
Application 
Vetting  

N/A  Capability can be offered as commercially available 

3. (Optional) 
Mobile Identity 
Management 

N/A  Capability can be offered as commercially available 

4. (Optional) 
Mobile 
Backend-as-a-
Service 
(MBaaS) 

N/A  Capability can be offered as commercially available 
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# Feature Meets or 
Exceeds Description 

5. (Optional) 
Internet of 
Things (IoT) 

Meets  offers agencies secure wireless solutions that provide the ability to manage a 
broad variety of deployed devices, especially unattended or automated devices 
 IoT solution offers options for central Agency control and solutions managed by 

AT&T personnel 
 

2.2.8.5.2.6  Interfaces [L.29.2.1; C.2.8.6.3] 
AT&T MMS is compatible with interfaces in RFP Section C.2.8.6.3, as applicable.  

2.2.8.5.2.7  Performance Metrics [L.29.2.1; C.2.8.6.4; C.2.8.6.4.1] 
AT&T MMS meets all KPIs listed in RFP Section C.2.8.6.4.1. 

2.2.8.6 Audio Conferencing Service [L.29.2.1; M.2.1; C.2.8.7] 
Agencies will receive a highly scalable and feature-rich audio conferencing 
service through the AT&T ACS. ACS enables agencies to connect geographically 
dispersed participants in real-time using multiple reservation formats, and 
through a variety of dialing plans globally. 
2.2.8.6.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.8.6.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
Audio conference service will provide agencies a robust, highly secure, and versatile 

service capable of providing telephone conferences to TDM phones, IP phones, cellular 

phones, and other standards-based voice communication devices. Agencies will have 

the flexibility to use the PSTN and the VoIP network for transport media.  

AT&T proposed architecture and services meet EIS service requirements as shown in 

Figure 2.2.8-8 and Table 2.2.8-30. 
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Figure 2.2.8-9. ACS Overview. Agency teams can meet via telephone using ACS provided by the AT&T 

teleconferencing bridge and accessed via a variety of network platforms (e.g., IP or TDM voice; cellular services), 
using multiple reservation(less) formats; and offered with a variety of dialing plans at locations globally.  

Table 2.2.8-30. ACS Overview Description. The AT&T ACS is composed of architectural components delivering an 
intuitive, highly secure, and feature-rich teleconference experience for hosts and participants. 

Architectural 
Components Description 

Functional Components 
Meet-Me 
conference 
(reserved) 

 Connects up to 10,000 participants in broadcast mode 
 Enables executive Conferences with participant interactivity for up to 4,000 participants 
 Enables executive reservations by toll-free call to Customer Care or Internet Reservation 

System 
Meet-Me 
conference 
(reservationless) 

 Connects up to 250 participants 
 Provides conference availability 24x7 with basic host-provided elements: 
 Phone number  Access code  Date and time of session 

Conference call 
email reservations 

 Enable hosts to choose two methods for invitations: 
 AT&T Internet Reservation System 
 Microsoft Outlook email invitation template 

Preset conference  Enables hosts to define Frequent Meeting lists of participants with options for: 
 Dial-in by participants with access codes and automatic connection to bridge  
 Operator-connected attendees 

Attendant-
assisted 
conferences 

 Provide host-selected options: 
 Operator-connected participants  Operator assistance when summoned by host 

Automatic call 
extension 

 Extends conference calls beyond their scheduled duration 
 Extends calls automatically without operator intervention 

Automatic port 
expansion 

 Enables host to add additional participants to a reserved conference 
 Expands automatically without operator intervention 

Physical/Virtual Components 
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Architectural 
Components Description 

Conferencing 
architecture 

 Uses AT&T teleconference bridges that are collocated with network switching systems, 
distributed at 26 AT&T domestic central offices, with additional international locations  
 Provides distributed server architecture: redundant network, load balanced servers 
 Provides modular application server: blade servers, Linux OS, and SIP Servlets  
 Provides media servers providing: announcements, DTMF detection/generation, conference 

bridging, and codecs, including G.711, G.726, and G.729 
 Provides IP border elements: call admission control and call shaping 
 Provides redundant architecture: N+1 failover and backup/recovery for hardware, software, 

and network 
Operational Components 
Host commands   Listen only/talk enable: mutes participant lines (toggles on and off)  

 Participant Count: totals and reports number of participants on the conference call 
 Entry/exit tones (toggles on and off) 
 Start and end host-facilitated Q&A session while in broadcast mode 
 Start and end voting and polling sessions 
 Host may dial-out to add participant 
 Reservationless: start or end conference audio recording 
 Reservationless: roll call and participant name announce entry 
 Conference continuation without host action 
 Lock conference call, preventing addition of new participants to the conference 

Participant 
commands  

 Operator assistance 
 Listen only/talk enable: mutes individual line (toggles on and off) 
 Conference Count: automated announcement of number of participants on conference 

Web-based 
customer portal 

 Web Applications 
 Conference portal 
 Conference monitor 

 XML API 
 Single sign-on 

Customer support  Teleconference operators and maintenance staff on duty 24x7 
 Eight redundant, geographically dispersed customer care service centers, available 24x7  

Network Components 
Access  Toll-free dial-in: callers dial toll-free number to join conference 

 Caller-paid dial-in: participants dial 10-digit number to join call and pay for transport between 
their location and bridge; international participants typically use this type of access 
 Operator-dialed: teleconference operator calls each participant before start of call and 

operator joins each participant to call 
 Operator-assisted dial-in: teleconference operator greets participants; at host’s discretion, 

operator screens callers by name and access code 
 Host dial-out: host uses touch tones; the conference monitor may be used to add 

participants  

2.2.8.6.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering ACS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-31. 
Table 2.2.8-31. ACS QoS. ACS uses architectural components that provide the required service, resulting in an offer 
that is fully compliant, and provides the robust scalability, high reliability, and strong resilience sought by agencies. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 For DHS, USDA, and Treasury, AT&T provided ACS using the same solutions proposed for 
EIS in full compliance with customer’s requirements comparable to EIS for service and 
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Architectural 
Components Description 

functional requirements, standards, connectivity, technical capabilities, features, interfaces, 
and performance metrics. Section 2.2.8.6.2 provides details of our proposed solution.  

Scalability 
Support for large 
conferences 

 Supports up to 4,000 interactive participants and up to 10,000 listen-only participants 
 For large conferences, can be operator-dialed or operator assisted for dial-in participants 

Expanded 
participant 
support  

 Automatically expands the number of ports accommodate more participants 
 Automatically extends time when s conferences run longer than planned 
 Integrates data sharing through simultaneous WCS  

Reliability  
Redundant 
distributed 
architecture  

 Has distributed architecture and redundant network connectivity 
 Uses load-balanced servers to detect failures and compensate in real time 
 N+1 failover 

Operator support  Conference operators on duty 24x7 
 Trained and experienced operators with documented procedural direction/scripting 
 Secured and confidential in-conference Operators; out-of-conference operator service 
 Average operator response after request: 26.3 seconds  

High-quality 
service and 
customer 
support 

 Has 99.5+ percent availability  
 Has eight globally dispersed customer care service centers, available 24x7 
 Accepts questions on service, troubleshooting, and reporting 

Resilience 
Modular design   Permits our trained technicians to perform fast, simple maintenance and expansion  
Maintenance 
support 

 Trained maintenance staff on duty 24x7 
 Prevents local disruptions from spreading via geographical distribution of components and 

staff  
 Predictable and brief weekly off-hours maintenance windows 

Backup and 
recovery 

 Backup and recovery for hardware, software, and network components 
 Documented and tested procedures for common maintenance and expansion actions  

2.2.8.6.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for ACS. ACS is not a CBSA-dependent 

service. 

2.2.8.6.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.6.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
ACS has no service-specific requirements indicated in the RFP.  

2.2.8.6.1.4.2  General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for MMS are protected from information breaches, 

unauthorized access and supply chain risks worldwide by AT&T’s global security 

architecture. AT&T’s service design and deployment is built upon continuous security 

risk management at operational, business process and systems levels.  
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2.2.8.6.2  Technical Response for ACS [L.29.2.1; M.2.1] 
2.2.8.6.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.7.1; C.2.8.7.1.1] 
Agencies receive a solution that provides full service scope and functional capabilities 

specified in the SOW, as described in Table 2.2.8-33 and described previously in 

Section 2.2.8.6.1.1. 
Table 2.2.8-33. ACS Service Scope and Functional Capabilities. Agencies receive a teleconferencing service that 
delivers an essential organizational tool for connecting geographically diverse groups for collaboration and 
communication sessions, with capability to meet service description and functional requirements. 
Solution Element Description 
Audio 
conferencing 
service 

 Enables participants to engage in a multipoint audio conference call  
 Offers connectivity with wireline and wireless PSTN elements enabling conference 

participants to connect with the audio conference bridge from almost anywhere 
 Provides teleconference bridges that are collocated with major network switching systems at 

26 AT&T central offices in the United States. 
 Hardware, software, and network components have their own backup and recovery plans; 

maintenance personnel are on duty 24x7 
 Pioneered by AT&T, with more than 15 Networx customers who use AT&T ACS daily 
 Conveniently offers dial-in (toll-free, caller paid) and dial-out (host and operator) access to the 

conference participants 
Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
 

2.2.8.6.2.2 Standards [L.29.2.1; C.2.8.7.1.2] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards as applicable. 

2.2.8.6.2.3 Connectivity [L.29.2.1; C.2.8.7.1.3] 
AT&T will comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.6.2.4 Technical Capabilities [L.29.2.1; C.2.8.7.1.4] 
Agencies receive ACS that meets or exceeds all mandatory technical capabilities. All 

proposed technical capabilities are described in Table 2.2.8-34, and described 

previously in Section 2.2.8.6.1.1. 
Table 2.2.8-34. ACS Technical Capabilities. Agencies receive service that meets or exceeds the EIS RFP required 
technical capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Multipoint 
bridging 
capability 

Meets  Simultaneously supports two-way and one-way (broadcast) conversations via a 
multipoint audio conference bridge 
 Allows hosts, or a subset of participants, to speak as others attend in listen-only 

mode  
 Allows hosts to dial-out and add new participants 
 Enables entry/exit tones that hosts can toggle on and off 
 Allows participants to join a conference in progress 

2. Meets Meet-Me Conference (Reserved) 
 Conference up to 250 attendees 
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# Technical 
Capability 

Meets or 
Exceeds Description 

Conference 
setup capability 

 Executive conferences for up to 4,000 participants  
 For recurring meetings, access credentials persist as needed for future meetings. 
 Reserve by toll-free call to Customer Care or Internet reservation system 
Meet-Me Conference (Reservationless) 
 Available 24x7 for up to 250 participants with simple host-provided elements: 
 Phone number  Access code  Date and time of session 

Preset Conference  
 Host-defined Frequent Meeting list of participants with contact information 
 Options for host dial-out service: automated dialing to defined participants; dial-in 

by participants; operator-connected participants 
Attendant Assisted Conference  
 Host-selected, operator-connected participants and/or assistance when summoned 

3. Reservation 
system 

Exceeds  AT&T Internet reservation system (online self-service) 
 Operator assisted reservations via AT&T Customer Care 

4. Automatic port 
expansion 

Meets  Host can add additional users to reserved conference 
 Expansion occurs automatically without operator intervention 

5. Conferee tones Meets  Entry/exit tones that host may toggle on and off 
6. Participant 

count 
Meets  Host can hear total number of participants on call through touch tone commands 

7. Roll call Meets  Participants’ names are announced automatically as they join or exit call. 
8. Attendant 

assistance 
Meets  Host-selected options: 

 Operator-connected participants 
 Operator assistance when summoned by host  

2.2.8.6.2.5  Features [L.29.2.1; C.2.8.7.2] 
Agencies receive established ACS that meets or exceeds all mandatory features. All 

proposed features are described in Table 2.2.8-35, and described previously in 

Section 2.2.8.6.1.1. 
Table 2.2.8-35. ACS Features. Agencies can use the provided ACS features to enhance the participation, 
productivity, understanding, and documentation of their conference meetings. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. Audio 

recording of 
call 

Exceeds  Records the conference call into storage for later dial-in replay 
 Provides recording of the conference on media (e.g., WAV file on CD) (optional) 
 Provides a written transcription of the conference (optional) 

2. Spanish 
language 
translation 

Meets  Provides a translation of a recorded audio conference to/from Spanish  
 Provides real-time language translation in English to/from Spanish (optional) 

3. (Optional) 
Language 
translation 

Meets  Provides a transcription of a recorded audio conference to/from various 
languages other than Spanish  
 Provides real-time translation in English to/from languages other than Spanish 

4. Moderator-led 
Q&A 

Meets  Provides for a professional moderator to lead the conference Host and 
participants through the Q&A session 

5. Participant list 
report 

Meets  Provides Operator assisted dial-in to capture names of participants joining call 
 If names were entered, allows hosts to can see participants’ names on the 

conference monitor or request to hear list of participants using touch-tone 
commands 
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# Feature Meets or 
Exceeds Description 

 Provides executive conferencing. Specialists collect up to three pieces of 
information for each participant before conference call start 

6. Password-
protected 
session 

Meets  Allows hosts to give participants with the security code they must use to access to 
reservationless or operator-assisted dial-in calls 

7. Download and 
replay a pre-
recorded audio 
conference 

Meets  Allows customers to use a toll-free number to access the digitized recording of an 
audio conference call for a scheduled replay period 
 Participants call a toll-free bridge and use an access code to hear the recorded 

conference 
8. Transcription Meets  Upon request, Customers may receive a transcription of the conference 
9. Temporary 

blocking 
Meets  Host locks conference so no additional participants can join conference 

10. Secure Audio 
Conference 

Meets  Secure conferences are supported using Secure Telephone Units (STU).  The 
conferencing bridge will pass encrypted call traffic unaltered between the STUs 
and the secure bridge ports. 

11. Operator 
dial-Out 

Meets  Teleconference operator calls each participant before start of the conference 
 Operator joins each participant to conference 

12. Host dial-out Meets  Host can use touch tones to dial participants 
 Conference monitor can also be used to add participants 

13. Executive 
conference 

Meets  Provides multiple executive conference features: 
 Moderator Assisted Question and Answer Sessions: Moderator leads the 

Q&A session, provides directions, announces each person as they ask a 
question. 

 Enhanced Participant List: Specialists collect up to 3 pieces of information 
for each participant, and information is provided to Host/Arranger via email 

 Communications Line: A separate connection between the Specialist 
managing the conference and Host’s designee to coordinate the conference  

 Participant Screening: Host specifies participants that may join, the 
Specialist asks for names (or other criteria) and only connects callers on the 
list  

 Subconferencing: The conference can be divided into up to four 
subconferences for breakout sessions that can later be rejoined to the main 
conference 

 Voting/Polling: Participants may use touch-tones to respond to the Host’s 
predetermined questions, with results made available immediately or after the 
call 

14. International 
global meet 

Exceeds  Reservationless automated dial-in (RADI) 
 Selectable for country (toll-free or caller paid), language, conference options  
 On demand/no reservation required 
 Up to 125 participants (ports — includes host) 

15. Host controls Exceeds  Host accesses the following controls via the web-based conference monitor: 
 Listen only/talk enable: mutes individual line (toggles on and off)  
 Conference count: number of participants on conference call 
 Entry/exit tones (toggle on and off) 
 Start and end voting or Q&A session while in broadcast mode 
 Host dial-out to add participant 
 Reservationless: start or end recording 
 Reservationless: roll call and participant name announce entry 
 Conference continuation without host 
 Lock conference call to current participants  
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2.2.8.6.2.6  Interfaces [L.29.2.1; C.2.8.7.3] 
The AT&T ACS is compatible with interfaces in RFP Section C.2.8.7.3, as applicable.  

2.2.8.6.2.7 Performance Metrics [L.29.2.1; C.2.8.7.4] 
The AT&Ts ETS meets all KPIs in RFP Section C.2.8.7.4. 

2.2.8.7 Video Teleconferencing Service [L.29.2.1; M.2.1; C.2.8.8] 
To enable employees to better collaborate, AT&T proposes a Video 
Teleconference Service (VTS) that connects video teleconference rooms and 
desktop computers in a video and multimedia conference. 
2.2.8.7.1 How AT&T Will Provide Proposed Services and Features  

[L.29.2.1; M.2.1] 
2.2.8.7.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
Agencies use Video Teleconferencing Services (VTS) to simulate face-to-face meetings 

and collaborate in real time. This minimizes travel expenses, increases productivity, 

improves communications with remote offices, and creates new applications such as 

distance learning, corporate training, remote interviews, and taking of depositions. 

AT&T will provide government agencies high quality VTS that is fully compliant with the 

requirements contained in the EIS RFP. As depicted in Figure 2.2.8.7-1 and delineated 

in Table 2.2.8.7-1, our secure, reliable, and feature-rich VTS will enable participants in 

different locations (using any mix of IP and ISDN protocols) to simulate face-to-face 

meetings, conduct interactive dialogue, and share various applications and documents 

in real time.   
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Figure 2.2.8.7-1. VTS Overview Agencies using VTS from AT&T benefit from a flexible, reliable, secure, and far-
reaching service, enabling them to simulate face-to-face meetings, conduct interactive dialogue, and share various 

applications and documents 
. 
Table 2.2.8.7-1. VTS Overview Description.  AT&T video systems, networks, and components are provided in a 
service format called VTS 

Architectural 
Components Description 

Functional Components 
Call control  Bridging and gateway service to interconnect any mix of IP (H.323) and ISDN (H.320) 

endpoints 
 Point-to-point and point-to-multi-point video teleconference arrangements 
 Dial-out mode; Dial-in mode; Mixed mode 
 Audio conference add-on  
 Operator assistance 
 Synchronization maintained between video and audio signals 
 Addition and deletion of participants during a conference 
 Document sharing (data conferencing) 

Viewing 
Options 

 Voice activation - Used for interactive meetings. All conference participants view the current 
speaker 

 Continuous presence – Allows multiple conference participants to be on-screen at the same 
time using split-screen technology 
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Architectural 
Components Description 

 Chairperson control – Control of the conference can be passed from one person to another. An 
endpoint with chair control can request video control, relinquish control of the conference, 
select a site as the broadcaster, and drop a site or the entire conference 

 Lecture control – This mode allows Agencies to broadcast a single endpoint to all other 
endpoints in the conference, and as its name implies, is best suited to applications such as 
distance learning 

Reservation 
System 

 Secure, web based, reservation system 
 Reservation–based as well as video-on-demand conferencing; Agencies can select the method 

that matches their individual needs 
 Managed by the end user and integrated with the user’s desktop calendaring functions 
 Used by the presence function to show when a site is free to engage or is otherwise tasked 

Connectivity  Interoperation with/through Agency firewalls 
 Sites can use a variety of protocols to access the same video conference, including PSTN, 

private IP, including IP VPNs, the public Internet, or private lines 
 Connectivity with agency sites and non-agency sites 

Interoperability, 
Coding 
Conversion, 
and Rate 
Adaptation 

 Agency sites with different speeds, protocols (IP, ISDN), and access networks (PSTN, private 
IP including IP VPNs, the public Internet, private lines) are able to join in a videoconference call 

 MCUs provide gateway, gatekeeper, and bridge functionality to connect disparate protocols. 
Any mix of ISDN and IP sites can be accommodated 

 Coding Conversion (Transcoding) allows interoperability between codecs that use the National 
Television Standards Committee (NTSC) video format but may or may not support FTR 1080 
recommendation 

 Rate Adaptation allows videoconferencing systems with different speeds or bit rates, resolution 
rates, frame rates, and audio compression schemes to conference together without requiring all 
systems to drop to the lowest common denominator 

Attended 
Service 

 Assisted Conferences (reservation-based) – VTS provides users with their own, easy-to-use 
web-based scheduling application 

Security  Sensitive but Unclassified (SBU) – support for FTR 1080 recommendations 
Technical Components 
VTS bridge 
service nodes 

 Cloud based video bridge; Interoperates with traditional SD/HD systems; PC systems; 
Telepresence Interoperability Protocol. 

Web Based 
Reservation 
System 

 Assisted Conferences (reservation-based) – VTS provides users with their own, easy-to-use 
web-based scheduling application  

 On-Demand Conferences (reservation-less) – VTS offers a fully automated web-based, 
"reservation-less" service that allows a registered user to self-launch and control ad-hoc video 
calls 

Operational Components 
Assisted 
Conferences 

 Expert conference producers connect each site to verify network stability and digitally monitor 
all assisted conferences to provide technical support 

Service 
management 

 End-to-end managed platform to optimized VTS experience 
 Helpdesk support available 24x7 

Network Components 
IP VPN  Agency provided private IP transport to interconnect agency locations with each other or with 

the cloud-based video teleconference bridge 

Public Internet  Agency provided Internet transport to interconnect agency locations with the cloud-based video 
teleconference bridge 
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Architectural 
Components Description 

PSTN Network  Agency provided PSTN service at each sited for dial in or dial out service 

Video 
Terminals 

 Agency provided video teleconference rooms or video enabled desktops 

Desktop PC   Schedule or initiate video teleconference sessions through web-based interface  

2.2.8.7.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our approach and architecture for delivering VTSS delivers compliant, scalable, 

reliable, and resilient service as delineated in Table 2.2.8.7-2. 
Table 2.2.8.7-2. VTS QoS. VTS is fully compliant, and provides robust scalability, high reliability, and strong 
resilience sought by agencies 

 Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 State-of-the-art Multipoint Control Units (MCUs), providing numerous of public bridge ports 
and scaling up to over 20 sites on a single videoconference  

 MCU utilization is kept below 70%, enabling sufficient capacity at short notice. 
Scalability 
Modular 
components 

 Uses H.323 to setup and transport calls in the IP network environment 
 Supports H.320 ISDN for TDM dial in and dial out access 

High bandwidth 
capacity 

 Uses cloud-based VTS service nodes built in secured data center facilities. Multiple links in 
and out of the VTS service nodes are available 

Reliability  
Geo-redundant  Cloud-based platform with geo-redundant conferencing platforms 
High availability 
servers 

 Deploys each server functional block with built in redundancy for high availability processing. 
 Exhibits high availability due to coupling with geo-redundant features and data center 

Resilience 
Network-based 
service 

 Allows communication services to be provided to the network and device where service is 
needed  

2.2.8.7.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
VTS is not a CBSA-dependent service 

2.2.8.7.1.4  Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.7.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
VTS has no service-specific requirements indicated in the RFP.  

2.2.8.7.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for VTS are protected from information breaches, 

unauthorized access and supply chain risks worldwide. VTS service design and 

deployment is built upon continuous security risk management at operational, business 

process and systems levels.  
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2.2.8.7.2 Technical Response for VTS [L.29.2.1; M.2.1] 
2.2.8.7.2.1 Service Description and Functional Definition 

[L.29.2.1; C.2.8.8.1; C.2.8.8.1.1] 
Agencies receive a solution that provides full service scope and functional capabilities, 

as described in Table 2.2.8.7-3 and described previously in Section 2.2.8.7.1.1.  
 
Table 2.2.8.7-3. VTS Service Scope and Functional Capabilities.  Agencies receive service with capability that 
meets service description and functional requirements

 Solution 
Element Description 

Simulated 
Face-to-Face 
Meetings 

 Simulate face-to-face meetings and collaborate in real time.  
 Minimizes travel expenses, increases productivity, improves communications with remote 

offices,  
 Creates new applications such as distance learning, remote interviews, and taking of 

depositions 
Point-to-
point; 
Multipoint 
Conferencing 

 Multipoint Control Units provide gateway, gatekeeper, and multipoint bridge functionality to 
connect disparate protocols. Any mix of ISDN and IP sites can be accommodated. 

 Multipoint bridges enable the interconnection of multiple ISDN (H.320) or IP (H.323) endpoints.  
 A mixture of H.320 and H.323 necessitates the use of Gateways. Gateways are contained in the 

actual bridges themselves.  
 Audio participants would be able to join a video conference by using that feature available at our 

bridge. 
 Support of Agency-provided video teleconference rooms, portable roll about, and desktops. 

2.2.8.7.2.2  Standards [L.29.2.1; C.2.8.8.1.2; C.1.8.4] 
AT&T will comply with all standards listed in the RFP and with other standards 

referenced by the listed standards, as applicable. 

2.2.8.7.2.3  Connectivity [L.29.2.1; C.2.8.8.1.3] 
AT&T will comply with all connectivity instances listed in the RFP, as applicable. 

2.2.8.7.2.4  Technical Capabilities [L.29.2.1; C.2.8.8.1.4] 
Agencies receive VTS that meets all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.8.7-4 and described previously in 

Section 2.2.8.7.1.1. 
Table 2.2.8.7-4. VTS Technical Capabilities.  Agencies receive service that meets the EIS RFP required technical 
capabilities. 

# Technical 
Capability 

Meets or 
Exceeds Description 

1. Video 
Teleconferencing 

Meets  VTS will have flexible, reservation-based, and reservation-less scheduling 
options, and support point-to-point and point-to-multi-point conferencing. 

2. Two-way video, 
One-way video 

Meets  Chair control can request video control, relinquish control of the conference, 
select a site as the broadcaster, or two-way video 

3. Document 
sharing 

Meets  Document/data conferencing – share various applications and documents in 
real time. 

4. Audio conference 
add-on 

Meets  Audio conference add-on – audio participants access conference by entering 
telephone numbers  
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# Technical 
Capability 

Meets or 
Exceeds Description 

5. Bridging Meets  Multipoint bridges enable the interconnection of multiple ISDN (H.320) or IP 
(H.323) endpoints at speeds from 56 Kbps to 1920 Kbps speed. A mixture of 
H.320 and H.323 necessitates the use of Gateways  

6. Dial Modes Meets  Flexible dial options are provided to the Agencies, including dial-in, dial-out, 
and mixed dial. 

7. Operator 
assistance 

Meets  Operator assistance provided on-demand to address technical issues. 

8. Synchronization Meets  Lip synchronization is maintained between video and audio signals. 
9. Reservation-less 

service 
Meets  VTS offers a fully automated web-based, "reservation-less" service that 

allows a registered user to self-launch and control ad-hoc video calls. 
10. Multi-point 

arrangements 
Meets  Assisted Conferences (reservation-based) – VTS provides users with their 

own, easy-to-use web-based scheduling application  
 Connectivity with agency sites and non-agency sites 
 Addition and deletion of participants during a conference be indicated by a 

tone 
11. Reservation 

system 
Meets  Provides users with their own easy-to-use web-based scheduling application   

12. Format 
conversion 

Meets  Agency sites with different speeds, protocols (IP, ISDN), and access 
networks (PSTN, private IP including IP VPNs, the public Internet, private 
lines) are able to join in a videoconference call.  

 MCUs provide gateway, gatekeeper, and bridge functionality to connect 
disparate protocols. Any mix of ISDN and IP sites can be accommodated 

 Coding Conversion (Transcoding) allows interoperability between codecs that 
use the National Television Standards Committee (NTSC) video format but 
may or may not support FTR 1080 recommendation 

 Rate Adaptation allows videoconferencing systems with different speeds or 
bit rates, resolution rates, frame rates, and audio compression schemes to 
conference together without requiring all systems to drop to the lowest 
common denominator 

13. Firewall Support Meets  Interoperation with/through Agency firewalls; AT&T will work with the Agency 
to connect video sites to MCU  

14. Reports Meets  Reports on usage within a user-specified period and in accordance with the 
task order.  

2.2.8.7.2.5 Features [L.29.2.1; C.2.8.8.2] 
Agencies receive established VTS that meets or exceeds all mandatory features. All 

proposed features are described in Table 2.2.8.7-5. 
Table 2.2.8.7-5. VTS Features.  Agencies can use the provided VTS features to enhance the participation, 
productivity, understanding, and documentation of their conference meetings. 

# Feature Meets or 
Exceeds Description 

RFP Required Features 
1. Attended 

Service 
Meets  Moderator is provided with video teleconference call to provide roll call, call 

monitoring and coordination. 
2. Verification Meets  A test connection will be performed with customer provided equipment to verify 

connectivity and pre-register customer provided equipment.  
3. Coding 

Conversion 
Meets  A. Support of transcoding that is compliant with FTR1080 formats 

 B. Optional – not proposed 
 C. Optional – not proposed 
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# Feature Meets or 
Exceeds Description 

4. Rate Adaption 
(optional) 

Meets  End user devices that are connected using different speeds will be rate adapted 
to enable interconnection 

5. Security- CIU 
(optional) 

N/A  Not proposed 

6. Security – 
Classified 
(optional) 

N/A  Not proposed. 

 

2.2.8.7.2.6  Interfaces [L.29.2.1; C.2.8.8.3; C.2.8.8.3.1] 
AT&T VTS is compatible with interfaces in RFP Section C.2.8.8.3 and C.2.8.8.3.1, as 

applicable.  

2.2.8.7.2.7  Performance Metrics [L.29.2.1; C.2.8.8.4; C.2.8.8.4.1] 
The AT&T VTS meets all KPIs listed in RFP Section C.2.8.8.4.1. 

2.2.8.8  DHS Intrusion Prevention Security Service (DHS Only) 
[L.29.2.1; M.2.1; C.2.8.9] 

Agencies will receive a fully compliant IPSS solution that is in production today 
delivering industry-leading performance and fully integrated with MTIPS for end-
to-end agency security. 
2.2.8.8.1  How AT&T Will Provide Proposed Services and Features 

[L.29.2.1; M.2.1] 
2.2.8.8.1.1  Understanding [L.29.2.1(A); M.2.1(1)] 
The AT&T IPSS solution aggregates 

the agency’s inbound and outbound 

Internet traffic, monitors traffic, detects 

and filters malicious email, and 

provides Domain Name Service (DNS) 

redirection using classified 

Government Furnished Information 

(GFI) threat indicators. Agencies will 

benefit from IPSS by leveraging the 

government’s knowledge and 

investment in identifying cyber threats 

while receiving an integrated 

commercial based service. 

 
Figure 2.2.8-9. DHS IPSS Email Overview. Agencies receive 
a fully redundant service using commercial technologies and a 

flexible architecture that will support current and evolving 
mission requirements. 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 275 

 

Our proposed architecture is shown 

in Figure 2.2.8-9, Figure 2.2.8-10 

and Table 2.2.8-36. Our IPSS 

architecture uses Commercial Off 

the Shelf (COTS) hardware and 

software that delivers a highly 

available and scalable solution. 

Malicious email filtering provides 

agencies with detection and 

isolation of email already scanned by the agency’s existing inbound email gateway and 

antispam/antivirus filtering tools. Our service processes the post-filtered email in a DHS 

accredited IPSS. The email traffic is delivered to AT&T using a highly secured IPSEC or 

TLS connection that meets government requirements, and we apply additional scanning 

and filtering using government supplied threat indicators. Since the initial handling of 

incoming email does not change, the customer maintains control of the mail exchange 

(MX) records. We do not store copies of the agency’s email. We quarantine suspicious 

email on highly secured servers for analysis at both the DHS and the agencies. We 

forward all other email containing no threat, back to the agency’s email servers. 
Table 2.2.8-36. DHS IPSS Overview Description. DHS IPSS components are demonstrated by performance on 
delivery of similar services to our commercial clients. 

Architectural 
Components Description 

Physical/Logical Components 
IPSEC VPN 
components 

 Provides highly secured IPSec communications paths between participating agencies and 
external interfaces where required by the contract 

Service delivery 
point  

 Provides traffic selection and distribution to in-line mitigation devices. 
 Provides selection and delivery of appropriate network traffic to the EINSTEIN enclave. 
 Validates that only approved participating agency traffic has been selected 

Secure enclave  Provides system, a portion of which is accredited to accept, use, and provide security for 
GFI up to the TS/SCI level. 

Security 
enforcement node 

 Provides firewall, IDPS, encryption/de-encryption; remote access for Intranet and extranet; 
and traffic aggregation (MTIPS) 

VPN  Provides MPLS VPN that connects agency locations to DHS IPSS 
Premises devices  Provides router and firewall that provide a secured demarcation point 
Sink hole server  Serves as safe server that acts as the replacement target for sessions resulting from DNS 

transactions that attempted to resolve to a malicious domain 
Operational Components 
Network 
Management 
Interface (NMI) 

 Provides operational status view of the traffic aggregation portion of the system 

 
Figure 2.2.8-10. DHS IPSS DNS Overview. GSA and agencies 

will receive DNS security solution that blocks access to suspicious 
domains using government threat indicators. 
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Architectural 
Components Description 

Service operations  Provides system, network, service and performance monitoring; fault management; 
coordination of systems; and service restoration 
 Provides network administration: logging configuration, ACL administration, CM, software 

patching or updating 
 Provides system administration: logging configuration, account authorization, configuration, 

patch, virtualization management, system backup 
 Provides provisioning and onboarding, MACD service changes, and de-provisioning 

Security 
operations 

 Provides customer support, report and indicator management, incident response, case 
management 
 Provides security administration: system security tools analysis, configuration of logging, 

firewall rules admin, content development, software updates 
ISSO  Provides security management: security plan documentation, system security plan updates, 

vulnerability scan, patch management 
Network Components 
Public Internet and 
boarder router 

 Provides Internet access 
 Uses peers to AT&T Internet routers  
 Advertises customer public networks to the AT&T Internet routers 
 Confirms that the destination address is allowed for all inbound traffic 
 Rejects potential directed denial of service (DDoS) and spoofing traffic 

VPN and 
aggregation router 

 Provides VPN that connects agency location to DHS IPSS infrastructure 
 Provides an aggregation router that controls default-route injection in to the agency VPN at 

the Virtual Route Forwarding (VRF) level 
Extranet VPN 
router 

 Provides secured IPSec communications paths between MTIPS and external interfaces 
 

The DNS solution offers protection from known malicious hosts by modifying DNS 

resolution responses associated with the known malicious host and replacing it with the 

IP address of otherwise benign servers (known as sinkhole servers or safe servers). 

The caching server receives DNS transactions from the participating agency. The 

caching server attempts to resolve the domain name via recursive query of authoritative 

DNS severs on the Internet. After the server resolves the domain name, it forwards the 

DNS response from the DNS caching server to a separate platform that screens the 

domain name against a set of government-supplied indicators. If an indicator match is 

found, the service replaces the resolved IP address within the DNS response with the 

address of a sinkhole server. It also sends alert messages to the agency and DHS. 

2.2.8.8.1.2  Quality of Services [L.29.2.1(B); M.2.1(2)]] 
Our approach and architecture for delivering IPSS delivers compliant, scalable, reliable, 

and resilient service as shown in Table 2.2.8-37. 
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Table 2.2.8-37. DHS IPSS QoS. DHS IPSS is fully compliant, and provides robust scalability, high reliability, and 
strong resilience. AT&T offers a similar service to many commercial clients today. 

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Provides to multiple commercial customers a service similar to IPSS using similar solution 
components to those proposed for EIS. These components are in full compliance with 
customer’s requirements comparable to EIS service and functional requirements, and 
requirements for standards, connectivity, technical capabilities, features, interfaces, and 
performance metrics. Section 2.2.8.8.2 provides details of our proposed solution.  

Scalability 
Email & DNS 
protection 

 Provides ability to scale to hundreds of agencies and millions of agency users 

MTIPS security   Provides scalability to support agency bandwidths from 1.5 Mbps to 10 Gbps 
 Enables adds or upgrades to firewall infrastructure easily, to accommodate increasing 

bandwidth needs 
MTIPS transport  Installs additional 10 Gbps Ethernet circuit pairs into and out of the TIC  
Reliability  
Email & DNS 
protection 

 Methods of operation are in place to transition email and DNS scanning to MTIPS platform 
in the event of a system failure 

MTIPS security  Provides at least 99.95% availability continuously 
 Is able to support the full suite of required capabilities at the Disaster recovery site 
 Maintains a full lab for testing new hardware or software elements into production systems 

MTIPS transport  Provides 100% uptime since inception 
Resilience 
Email & DNS 
protection 

 Methods of operation are in place to transition email and DNS scanning to MTIPS platform 
in the event of a system failure 

MTIPS security   Provides redundancy for all TIC Portal elements via unique, dual-rail architecture 
 Routes traffic seamlessly to the redundant device with no service outages in the event of 

a device failure 
MTIPS transport  Provides dual, 10 Gbps circuits into and out of the TIC Portal 

 Provisions no more than 50% of total traffic load to each circuit in order to accommodate 
total TIC Portal traffic in the event that 1 circuit fails  
 Routes circuits to diverse Points of Presence 

2.2.8.8.1.3  Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for DHS IPSS.  

2.2.8.8.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.8.1.4.1  Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
IPSS security-related requirements are indicated in the RFP service description, 

functional definition, technical capabilities, and features. Our proposal 

Section 2.2.8.8.1.1 provides a summary of capabilities and indicates specific 

capabilities in proposal Section 2.2.8.4.2. Table 2.2.8-38 delineates additional service-

specific security capabilities delivered to agencies. Our IPSS meets the stringent 

security requirements of FISMA High and is capable of supporting TS/SCI information. 

The system and service are certified and accredited by DHS. 
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Table 2.2.8-38. DNS and Email Threat Detection and Protection. Agencies receive services that mitigate email 
and DNS threats that attack their network. 

Capability  Description 
DNS threat 
detection and 
protection  

 Inspects and replaces selected malicious DNS responses with Safe Server IP 
 Supports sensitive and classified (up to TS/SCI) indicators and countermeasures 
 Supports signature based and heuristic-based detection methods 

Email threat 
detection and 
protection 

 Uses GFI to inspect incoming email flow 
 Supports sensitive and classified (up to TS/SCI) indicators and countermeasures 
 Supports signature based and heuristic-based detection methods 
 Provides additional level of detection and isolation capabilities for inbound email that has 

already been scanned by the participating agency’s existing commercial email gateway and 
antispam/antivirus filtering tools. 
 Changes the attack’s content by removing or quarantining suspicious email traffic to a “safe 

server” making attack in operable  

2.2.8.8.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
AT&T delivers DHS IPSS within our overall network architecture. See Section 1.4 for 

AT&T security approach for this network architecture.  

2.2.8.8.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3)] 
Our proposed architecture meets all external traffic routing requirements applicable to 

DHS IPSS. Table 2.2.8-39 provides detailed references to our approach. 
Table 2.2.8-39. Approach to External Traffic Routing Requirements. Agencies receive services that operate on a 
network that meets all external traffic routing requirements as described in AT&T network architecture. 

Requirement Compliance Description 
Methodology for identifying AT&T 
participating agency traffic for each affected 
service [M.2.1.4.c.i] 

To identify participating agency traffic for each affected service, the 
agency needs to set up and define a clear demarcation point at the 
agency premises. For more detail on AT&T methodology for traffic 
identification, see Section 1.4.3.1. 

Anticipated technical approach, for each 
affected service, to redirect all participating 
agency Internet, extranet, and interagency 
traffic to DHS EINSTEIN enclaves, receive 
processed traffic from GFP within the DHS 
EINSTEIN enclave, and deliver traffic to its 
final destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS Einstein enclave, MTIPS/TIC 2.0, data center facility, 
and Smart Hands. For more detail on AT&T redirection approach, 
see Section 1.4.3.2. 

Technical approach to notify DHS if any 
nonparticipating agency traffic will be 
redirected through DHS EINSTEIN enclaves 
[M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS Einstein enclaves is applied through agency service 
demarcation of VPN routes, and extranet. For more detail on AT&T 
notification, see Section 1.4.3.3. 

Control mechanisms to ensure the 
identification and redirection of 
participating agency traffic cannot be 
inadvertently or maliciously bypassed 
[M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic against 
inadvertent or malicious bypass are demarcation and system 
access. For more detail on AT&T control mechanisms, see 
Section 1.4.3.4. 

Sensing and control mechanisms to ensure 
the redirection of traffic is failsafe 
[M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of traffic 
is VPN connection. For more detail on the AT&T sensing and 
control mechanism, see Section 1.4.3.5. 

Location of AT&T certified facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are located in 
Ashburn, VA, Webb Chapel, TX, Lisle, IL, and Dranesville, VA. For 
more detail on AT&T certified facility locations, see Section 1.4.3.6. 
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Requirement Compliance Description 
Availability of TS/SCI cleared personnel for 
Smart-Hands service of DHS-supplied 
equipment [M.2.1.4.c.vii] 

The Smart-Hands service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For more 
detail on personnel availability, see Section 1.4.3.7. 

Instrumentation to measure transport SLA 
KPIs [M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs are 
network probes/data collection system and the AT&T GPS. For 
more information on this instrumentation, see Section 1.4.3.8.  

2.2.8.8.2 Technical Response for DHS-IPSS [L.29.2.1; M.2.1] 
2.2.8.8.2.1  Service Description and Functional Definition 

[L.29.2.1; C.2.8.9.1; C.2.8.9.1.1] 
Agencies will receive an IPSS solution that provides indicator management, detection, 

response and protection, and alerting and reporting for both email and DNS, as 

described in Table 2.2.8-40 and described previously in Section 2.2.8.8.1.1. 
Table 2.2.8-40. IPSS Service Scope and Functional Capabilities. Agencies receive service that meets the service 
description and functional requirements. All of these capabilities are in production today with many commercial 
customers under a commercial offering jointly developed with DHS entitled “Enhanced Cyber Security”. 
Solution Element Description 
Indicator 
management 

 Uses established process for accepting, processing, and implementing DHS cyber threat 
indicators 
 Receives, accepts, and uses GFI threat indicators in a TS/SCI level 
 Loads the GFI threat indicators to the IPSS systems and applies them to participating 

agencies 
 Tests and demonstrates that IPSS operates as intended against the GFI threat indicators 

DNS threat 
detection and 
countermeasures 

 Inspect and replaces selected malicious DNS responses with Safe Server IP 
 Support sensitive and classified (up to TS/SCI) indicators and countermeasures 
 Support signature based and heuristic-based detection methods 
 Change the attack’s content by replacing malicious domain IP address resolution and 

redirecting to a safe server making attack in operable 
Email threat 
detection and 
countermeasures 

 Use GFI to inspect incoming email flow 
 Support sensitive and classified (up to TS/SCI) indicators and countermeasures 
 Support signature based and heuristic detection methods 
 Provide additional level of detection and isolation capabilities for inbound email that has 

already been scanned by the participating agency’s existing commercial email gateway and 
antispam/antivirus filtering tools. 
 Quarantine suspicious email traffic to a quarantine server making the attack inoperable 

Response and 
protect 

 Blocks access to malicious domains preventing access to the target 
 Blocks and quarantines malicious email 
 Applies DHS prevention services directed from US-CERT 
 Provides quarantined malware to the agency, DHS, and US-CERT Malware Lab 

Alert and 
reporting 

 Generate alerts within 15 minutes of discovery of detection/mitigation actions to the 
participating agency and DHS 
 Generate summary reports for DHS and participating agencies with information related to 

alerts, indicators, signatures, and actions  
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2.2.8.8.2.2  Standards [L.29.2.1; C.2.8.9.1.2] 
We comply with the standards listed in the RFP and with other standards referenced by 

the listed standards as applicable. 

2.2.8.8.2.3  Connectivity [L.29.2.1; C.2.8.9.1.3] 
We comply with all connectivity instances listed in the RFP as applicable. 

2.2.8.8.2.4  Technical Capabilities [L.29.2.1; C.2.8.9.1.4] 
Agencies will receive IPSS that meets all mandatory technical capabilities. All proposed 

technical capabilities are described in Table 2.2.8-41 and described previously in 

Section 2.2.8.8.1.1. 
Table 2.2.8-41. DHS IPSS Technical Capabilities. GSA and agencies receive service elements that meet all 
technical requirements. 

# Technical Capability Meets or 
Exceeds Description 

1. DHS defined indicators 
desired effects 

Meets  Establishes and supports a process that allows DHS to provide cyber 
threat indicators and define desired effects in the protection of covered 
network traffic 

2. IPSS preactivation 
demonstration 

Meets  Demonstrates to DHS that IPSS operates as intended when traffic is 
present that matches malicious indicators before the activation of new or 
modified indicators and their associated actions 

3. DHS directed actions Meets  Supports a process that allows DHS to direct actions on network traffic to 
gather additional information on cyber threats, stop cyber attacks, and/or 
respond to cyber incidents 

4. Handle GFI up to 
TS/SCI including PII 

Meets  Provides for the ability to receive, accept, use, and provide security for 
GFI up to the TS/SCI level, including PII, such as cyber threat indicators 
signatures, and associated actions in accordance with DHS-approved 
security guidelines 

5. GFI sharing near  
real-time 

Meets  Provides an automated means for DHS to share GFI and use the GFI 
provided within the IPSS in as near real-time as possible. 

6. Commercially available 
capabilities and 
information 

Meets  Establish or use additional commercially available cyber threat 
information and/or IPSS functional capabilities to provide additional 
protections for federal systems 

7. DHS-approved 
indicators and actions 

Meets  Confirms that only approved and DHS-specified indicators and associate 
actions are applied to participating agencies 

8. Agency-specific 
mitigation 

Meets  Provides the ability to apply a different set of mitigation actions to a 
participating agency’s traffic as long as the actions do not affect which 
mitigation actions are applied to a different participating agency’s traffic 

9. GFI non-disclosure Meets  Protects GFI from being disclosed to or shared with a third party or used 
for any purpose that DHS has not specifically authorized. 

10. Access to approved 
participating agency 
federal system network 
traffic 

Meets  Gains access to approved participating agency’s federal system network 
traffic that uses the AT&T as its Internet service provider 

11. Malicious traffic 
detection with 
contextual information 

Meets  Establishes the ability to detect malicious network traffic to support the 
IPSS and to provide additional contextual information associated with 
alerts to support post-incident analysis 

12. Emerging detection 
methods 

Meets  Supports signature-based, heuristic-based and/or other emerging 
detection methods 

13. Detection within 
encrypted traffic 

Meets  Provides solutions that allow for the detection of malicious activity within 
encrypted traffic 
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# Technical Capability Meets or 
Exceeds Description 

14. Measures indicated in 
NIST Guide to Intrusion 
Detection and 
Prevention Systems 

Meets  Supports a wide-range of unclassified and/or classified protection 
measures as indicated in NIST Guide to Intrusion Detection and 
Prevention Systems.  
 Provides capabilities to do the following: 
 Collect more detailed information for a specific session after malicious 

activity has been detected 
 Prevent or block a detected threat by terminating the network 

connection or blocking access to the target 
 Change the attack’s content by removing or replacing malicious 

portions of an attack to make it inoperable 
 See evasion techniques and duplicate processing performed by a 

target 
 Tune detection accuracy so that an organization can achieve an 

optimum mix of false positives to false negatives in line with that 
organization’s risk tolerance 

15. Safe server redirect Meets  Includes the ability to redirect to a safe server 
16. Network traffic data 

capture and storage 
Meets  Allows for the capturing and storing of analytically relevant data 

associated with potential harmful network traffic specific to some 
indicators but and not necessarily applied to all indicators 

17. Traffic retention Meets  Confirms that the IPSS technology does not retain traffic other than traffic 
associated with suspected malicious activity or as otherwise required by 
DHS 

18. Application of US-CERT 
approved services 

Meets  Applies DHS-directed prevention services, as defined and approved by 
the US-CERT. 

19. Approved traffic 
segregation solution 

Meets  Applies DHS-directed prevention services through an approved traffic 
segregation solution to only designated, federal system network traffic 

20. In-line service 
operation 

Meets  Operates as an in-line service (i.e., a service within the ISP network 
boundary that is capable of performing mitigation actions as traffic 
traverses the ISP network in the normal flow of traffic) that detects and 
mitigates malicious IP-based traffic 
a) Monitors all Internet traffic delivered to the participating agency’s SDP 

and subject traffic to mitigation by prevention service prior to delivery. 
b) Monitors all participating agency traffic delivered to Internet via 

participating agency’s SDP and subject traffic to mitigation by 
Prevention Service prior to delivery 

21. Cyber-relevant speed 
operation 

Meets  Defines and applies the full range of existing and future IPSS functional 
capabilities (typically defined in a technology roadmap) at cyber-relevant 
speed to counter cyber threats and attacks 

22. Quarantined malware Meets  Provides quarantined malware to participating agency and to DHS via the 
US-CERT malware lab or other specified DHS entity 

23. Operational capability 
demonstration 

Meets  Demonstrates to the government, prior to utilization of cyber threat 
indicators, signatures, and/or countermeasures, that cyber threat 
indicators, signatures, and/or countermeasures provided operate as 
intended 

24. Detection alerts Meets  Provides DHS and participating agencies with detection alerts and 
associated contextual information around suspicious traffic sufficient to 
identify the facts of a particular incident or attempted incident for 
protected traffic in accordance with DHS specifications or guidance 

25. Network traffic pattern 
assessments 

Meets  Provides DHS and participating agencies data to support network traffic 
pattern assessments to detect and address anomalous patterns that may 
indicate malicious activity in accordance with DHS specifications or 
guidance 
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# Technical Capability Meets or 
Exceeds Description 

26. Providing information 
over given time period 

Meets  Provides DHS and participating agencies with information related to 
indicators, signatures, associated actions, and/or alerts over a given time 
period 

27. Appropriate disclosure Meets  Applies measures that prevent agency network traffic and other 
information from being disclosed to any party other than DHS and the 
agency by: 
 Disclosing only as specifically identified under this contract and TOs 

thereto 
 Taking necessary steps to keep participating agency data protected 

against unauthorized access, use, disclosure, or retention 
28. Testing and test results Meets  Provides test results and support a process that allows for government 

participation and observation in tests 
29. Discovery notification 

to DHS 
Meets  Notifies DHS within 15 minutes of discovery, of any unauthorized access, 

use, disclosure, or retention of participating agency data, and of any 
breach of any security or information handling requirements or additional 
instructions provided by DHS regarding the handling of participating 
agency network traffic 
 Provides relevant information to allow DHS to assess the scope of such a 

breach  

2.2.8.8.2.5  Features [L.29.2.1; C.2.8.9.2] 
Agencies receive established IPSS elements that meet all mandatory features. All 

proposed features are described in Table 2.2.8-42 and described previously in 

Section 2.2.8.8.1.1. 
Table 2.2.8-42. IPSS Features. Agencies receive service providing all required features. 

# Feature Meets or 
Exceeds Description 

1. Classified email threat 
detection and 
countermeasures 

Meets  Apply sensitive and classified (up to TS/SCI) indicators and 
countermeasures offered by DOD/DHS to email messages 
 Apply indicators and countermeasures with real-time highly secured 

exchange with DHS for global awareness 
2. Classified DNS threat 

detection and 
countermeasures 

Meets  Apply sensitive and classified (up to TS/SCI) indicators and counter-
measures offered by DOD/DHS to DNS queries and responses  
 Apply indicators and countermeasures with real-time highly secured 

exchange with DHS for global awareness 
3. Additional counter-

measures as specified 
by DHS 

Meets  Develop (as needed) and apply additional countermeasures as specified 
by DHS on TOs 

 

2.2.8.8.2.6  Interfaces [L.29.2.1; C.2.8.9.3] 
The AT&T IPSS is compatible with interfaces in RFP Section C.2.8.9.3, as applicable.  

2.2.8.8.2.7  Performance Metrics [L.29.2.1; C.2.8.9.4] 
The AT&T IPSS will meet performance metrics for IPSS as defined in a TO. 
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2.2.8.9 Software Defined Wide Area Network Service (SDWANS) [L.29.2.1; M.2.1; 
C.2.8.10] 

Agencies will receive a FISMA authorized Software Defined Wide Area Network 
Service (SDWANS) platform, inclusive of hardware, software and maintenance 
that is able to deliver assured application 
performance, incorporate edge and cloud 
security, and provide simplification via 
automation using a uniform business policy. 
The AT&T SDWANS solution will create an overlay network to monitor, manage, and 

optimize the use of the underlying physical transport networks for routing of session-

based IP-packets by de-coupling the transport service from its applications and software 

control function in a separate control plane. 

2.2.8.9.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

2.2.8.9.1.1 Understanding [L.29.2.1(A); M.2.1(1)] 
AT&T’s proposed SDWANS solution simplifies the management and operation of the 

WAN by decoupling (separating) the networking hardware from its control mechanism. 

This concept is similar to how software-defined networking implements virtualization 

technology to improve data center management and operation. A key application of an 

SDWAN is to allow companies to build higher-performance WANs using lower-cost and 

commercially available Internet access. 

AT&T’s SDWANS solution deploys SDWAN-enabled universal customer premises 

equipment (uCPE) at agency locations, which can be combined with a variety of global 

network connectivity options (e.g., MPLS (Multi-protocol Label Switching), dedicated 

Internet, broadband Internet and wireless). The SDWANS solution is bundled with 

hardware, maintenance, software, and management. Through the installation, 

configuration and management of the provided equipment and the deployed software, 

the vManage Orchestrator (the customer online portal). The AT&T SDWANS solution 

will meet EIS service requirements as shown in Figure 2.2.8.9-1 and Table 2.2.8.9-1 

below. 

 AT&T SDWANS can utilize a myriad of 
transport services 

Underlying transport networks can be any IP 
network including: 
 Contractor provided EIS IPS, VPNS and ETS 
 Commercial broadband Internet service 
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Figure 2.2.8.9-1. SDWANS Overview.  Agencies can take advantage of these multiple access technologies and 

flexible SDWANS architecture to reach both internal and external users/applications. 

Table 2.2.8.9-1. SDWANS Overview Description. SDWANS components support a network function virtualization 
platform that enables the usage of multiple virtualized functions along with a centralized orchestrator that provides 
configuration and management of the provided equipment and deployed software. 

Architectural 
Components Description 

Technical Components 
WAN edge devices  Edge devices establish the network fabric and forwards traffic 

 Edge devices are both virtual and physical and are selected based on: 
— Connectivity 
— Throughput 
 Functional requirements of the agency location  

Controllers  Responsible for enforcing agency policies in a centralized location 
 As policies are created on vManage, vSmart is the component responsible for enforcing 

these policies centrally 
 New location routing information is exchanged with the controller, allowing for routing based 

on agency defined policies 
 Can invoke policies against routes and control how traffic traverses the SDWAN 
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Architectural 
Components Description 

Orchestrator  Responsible for Zero Touch Provisioning (ZTP) 
 Implements: 

— First-line authentication 
— Control/management information distribution 
— Network Address Translation (NAT) traversal 
 Onboards new devices into the SDWAN, maps how the network is constructed and shares 

information amongst other components in the SDWAN 
 Within the Management/Orchestration plane, vManage represents the user interface of the 

solution 

Operational Components 
Topology policies  Operate on the routing and Transport Locator (TLOC) information within the Overlay 

Management Protocol (OMP) 
 Allow for the customization of routing decisions 
 Can be used in configuring the following: 

— Traffic engineering 
— Path affinity 
— Service insertion 
— Types of VPN topologies (full-mesh, hub-and-spoke, regional mesh, etc.) 

Traffic flow 
policies 

 Data traffic policies influence the flow of traffic through the network, based on application 
signatures, fields in the IP headers, or the VPN segment the traffic is in 
 Used in configuring application firewalls, service chaining, traffic engineering and quality of 

service (QoS) 
 Include Application-Aware Routing to apply service levels for applications and traffic steering 

as well as activating AppQoE features such as packet duplication 

Locally significant 
policies 

 Used to handle traffic at a specific site including: 
a) Access Control Lists (ACL) 
b) Quality of Service (QoS) 
c) Route maps for OSPF, BGP or EIGRP 
 Policies are defined by the administrator using the policy wizard under the configuration 

menu of vManage 
 Centralized policies are applied by vManage to the vSmart controllers 
 Localized policies are applied from vManage directly to the WAN Edge router 

Service level 
agreement 

 SLAs include: On-Time Provisioning 

Quality of Service  QoS can be enabled on the WAN Edge routers to enforce behavior on application traffic as it 
gets routed between users and applications across the wide area network. Three key 
solution behaviors enforced on WAN Edge routers include: 
a) Application Traffic Prioritization 
b) Mapping application traffic into service provider classes of service 
c) Avoiding excessive application traffic fragmentation 

Network Components 
WAN Edge routers  Responsible for establishing the network fabric and forwarding traffic  

 Two types of WAN Edge router platforms – hardware and virtual 
 Hardware platforms include Cisco cEdge, Integrated Services Router (ISR), Aggregation 

Services Router (ASR) and 8000 Series 
 vEdge Cloud Router 

Access circuit  SDWANS is offered and accessible through numerous network access options, including:  

 AT&T VPN Ethernet 
transport  

 3rd party VPN/MPLS 

 AT&T Dedicated Internet 
 AT&T broadband Internet 
 4G/5G LTE 

 3rd party Ethernet 
 3rd party broadband 

Internet  
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2.2.8.9.1.2 Quality of Services [L.29.2.1(B); M.2.1(2)] 
Our SDWANS approach and architecture delivers compliant, scalable, reliable, and 

resilient service as shown in Table 2.2.8.9-2. 

Table 2.2.8.9-2. SDWANS Quality of Service. SDWANS is fully compliant, and provides the robust scalability, high 
reliability, and strong resilience sought by agencies.  

Architectural 
Components Description 

Compliance 
Demonstrated 
compliance 

 Meets all requirements described in contract Section C.2.8.10, including those for 
functional definition, standards, connectivity, technical capabilities, interfaces, and 
performance metrics.  

Scalability 
Full mesh hub/spoke 
dynamic routing 

 Centralized, cloud-delivered WAN architecture can scale across thousands of endpoints 
– branch, campus or cloud 
 Single management interface to create and/or change full mesh or hub/spoke 

topologies 

Multicast  WAN edge devices support multicast which is group communication where data 
transmission is addressed to a group of destination computers simultaneously 
 Network assisted multicast makes it possible for a WAN edge device to efficiently send 

to a group of WAN edge devices in a single transmission 

Reliability  
Infrastructure design  Architected using a on premises-based management platform.  Provides easy and 

secure management of agency content and provides secure content collaboration for 
users both internal and external to an agency’s network 

Forward Error 
Correction 
(FEC)/Packet dup 

 FEC corrects errors transmitted between two WAN edge devices without the sending 
device having to re-transmit packets 
 Packet deduplication eliminates duplicate copies of repeating data reducing the number 

of bytes that are transmitted across a WAN link making the flow more efficient and 
reducing bandwidth requirements 

Network Transport  Maximum uptime is supported via access/transport options including AT&T VPNS, IPS 
and LTE access 

Resilience 
Monitoring  Proactively monitors agency service components 7x24x365 

 Monitors equipment interfaces using SNMP techniques in-band and out-of-band 
 Proactively pings agency service components for status 

High Availability   Support high availability equipment/routing configurations including dual router high 
availability (HA), Virtual Router Redundancy Protocol (VRRP) failover using 3rd party 
router and Enhanced HA, eliminating the need for a Layer 2 switch/router.  

2.2.8.9.1.3 Service Coverage (CBSA-Dependent) [L.29.2.1(C); M.2.1(3); C.1.3] 
See Section 1.3 for AT&T service coverage for SDWANS. 

2.2.8.9.1.4 Security [L.29.2.1(D); M.2.1(4)] 
2.2.8.9.1.4.1 Service-Specific Requirements [M.2.1(4)(a); C.1.8.7.1] 
SDWANS security related capabilities are indicated in the EIS Contract Section 

C.2.5.1.1.4.1 and are addressed in Section 2.2.5.1.2.4.  In addition, Figure 2.2.5-2 
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illustrates how standardized definition and consistent application of policies integrate 

into all cloud services. Table 2.2.8.9-3 delineates additional SDWANS service-specific 

security capabilities delivered to agencies. 
Table 2.2.8.9-3. SDWANS Service-Specific Security Capabilities. Agencies will receive highly secured services 
based on our overall architecture and service-specific capabilities. Independent audits confirm a multi-layered 
approach to protect key information, constantly monitoring and improving our application, systems, and processes to 
meet the growing demands and challenges of security. 

Capability Description 
Encryption  Supports multiple encryption standards and algorithms 

Network 
security 

 Uses automatic site-to-site IPsec VPN for secure transmission  
 Supports Layer 7 Stateful Firewall, 1:1 NAT (network address translation), Port Forwarding, 

Dynamic Branch to Branch, MAC Address Filtering, Firewall Logs, and Policy Compliance 
Check 
 Includes Enterprise firewall, IPS, AMP, DNS-layer enforcement, URL filtering, A/V and SSL 

decryption proxy integrated into SDWAN 

Application 
security 

 Uses application aware firewall for segmentation and perimeter security 
  

2.2.8.9.1.4.2 General Requirements [M.2.1(4)(b); C.1.8.7] 
GSA’s agency customers for SDWANS will be protected from information breaches, 

unauthorized access, and supply chain risks worldwide by the AT&T global security 

architecture. The AT&T service design and deployment is built upon continuous security 

risk management at operational, business process, and systems levels.  

2.2.8.9.1.4.3 External Traffic Routing Requirements [M.2.1(4)(c); C.1.8.8(3); J.4] 
Our proposed architecture meets all external traffic routing requirements applicable to 

SDWANS. Table 2.2.8.9-4 provides detailed references to our approach. 

Table 2.2.8.9-4. Approach to External Traffic Routing Requirements. Agencies will receive services that operate 
on a network that meets all external traffic routing requirements as described in the AT&T network architecture. 

Requirement Compliance Description 
Methodology for Identifying AT&T Participating 
Agency Traffic for Each Affected Service 
[M.2.1.4.c.i].  

To identify participating agency traffic for each affected service, 
the agency needs to set up and define a clear demarcation 
point at the agency premises. For more detail on AT&T 
methodology for traffic identification, see Section 1.4.3.1 of the 
Technical Volume. 

Anticipated Technical Approach, for Each 
Affected Service, to Redirect All Participating 
Agency Internet, Extranet, and Inter-Agency 
Traffic to DHS EINSTEIN Enclaves, Receive 
Processed Traffic from GFP Within the DHS 
EINSTEIN Enclave, and Deliver Traffic to Its 
Final Destination [M.2.1.4.c.ii] 

The anticipated approaches for redirecting participating agency 
traffic are DHS EINSTEIN Enclave, MTIPS/TIC 2.0, Data 
Center Facility, and Smart Hands. For more detail on AT&T 
redirection approach, see Section 1.4.3.2 of the Technical 
Volume. 

Technical Approach to Notify DHS If Any Non-
Participating Agency Traffic Will Be Redirected 
Through DHS EINSTEIN Enclaves [M.2.1.4.c.iii] 

The technical approach for notifying DHS of redirected traffic 
through DHS EINSTEIN Enclaves is applied through agency 
service demarcation of VPN Routes, and Extranet. For more 
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Requirement Compliance Description 
detail on AT&T notification, see Section 1.4.3.3 of the 
Technical Volume. 

Control Mechanisms to Ensure the 
Identification and Redirection of Participating 
Agency Traffic Cannot Be Inadvertently or 
Maliciously By-Passed [M.2.1.4.c.iv] 

The two control mechanisms for safeguarding agency traffic 
against inadvertent or malicious bypass are Demarcation and 
System Access. For more detail on AT&T control mechanisms, 
see Section 1.4.3.4 of the Technical Volume. 

Sensing and Control Mechanisms to Ensure the 
Redirection of Traffic is Failsafe [M.2.1.4.c.v] 

The sensing and control mechanism for failsafe redirection of 
traffic is VPN connection. For more detail on the AT&T sensing 
and control mechanism, see Section 1.4.3.5 of the Technical 
Volume. 

Location of AT&T Certified Facilities 
[M.2.1.4.c.vi] 

AT&T ANSI/TIA-942- and ICD 705-certified facilities are 
located in Ashburn, Virginia, Webb Chapel, Texas, Lisle, 
Illinois, and Dranesville, Virginia. For more detail on AT&T 
certified facility locations, see Section 1.4.3.6 of the Technical 
Volume. 

Availability of TS/SCI Cleared Personnel for 
“Smart-Hands” Service of DHS Supplied 
Equipment [M.2.1.4.c.vii] 

The “Smart-Hands” service is provided by project-ready AT&T 
TS/SCI cleared personnel available on a project basis. For 
more detail on personnel availability, see Section 1.4.3.7 of 
the Technical Volume. 

Instrumentation to Measure Transport SLA KPIs 
[M.2.1.4.c.viii] 

The different instrumentation to measure transport SLA KPIs 
are Network Probes/Data Collection System and the AT&T 
Global IP/MPLS Network Performance System (GPS). For 
more information on this instrumentation, see Section 1.4.3.8 
of the Technical Volume.  

2.2.8.9.2 Technical Response for SDWANS [L.29.2.1; M.2.1] 
2.2.8.9.2.1 Service Description and Functional Definition 

[L.29.2.1; C.2.8.10.1; C.2.8.10.1.1] 
Agencies will receive a solution that provides full-service scope and functional 

capabilities, as described in Table 2.2.8.9-5 and described previously in Section 
2.2.8.9.1.1.   
Table 2.2.8.9-5. SDWANS Service Scope and Functional Capabilities. Agencies will receive the capability to meet 
service description and functional requirements. 

Solution 
Element Description 

WAN Edge 
routers 

 Virtual and physical equipment are selected based on the connectivity, throughput and 
functional requirements of an agency location 

Maintenance  Applies to the physical, software and firmware failure of AT&T equipment or software 
maintained by AT&T. AT&T maintenance extends to the following: 

 — AT&T Equipment — Software — Out of band wireless modem 
Software  Requires AT&T provided VNFs or hardware specific software and network management at 

each agency location 
 Intra-network communications traversing broadband connection is encrypted in IPSec tunnels 

2.2.8.9.2.2 Standards [L.29.2.1; C.2.8.10.1.2] 
AT&T will comply with standards listed in the EIS Contract Section C.2.8.10.1.2, as well 

as those referenced by the listed standards as applicable. 
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2.2.8.9.2.3 Connectivity [L.29.2.1; C.2.8.10.1.3] 
AT&T will comply with all connectivity instances listed in the EIS Contract Section 

C.2.8.10.1.3, as applicable. 

2.2.8.9.2.4 Technical Capabilities [L.29.2.1; C.2.8.10.1.4] 
Agencies will receive an SDWAN solution that meet all mandatory technical capabilities. 

All proposed technical capabilities are described in Table 2.2.8.9-6. 
Table 2.2.8.9-6. SDWANS Technical Capabilities. Agencies receive service that meets the EIS Contract required 
technical capabilities. 

# Technical Capability Meets or 
Exceeds Description 

1. Commercial broadband 
Internet service 

Meets  We can provide AT&T broadband Internet service in our 21 
state territories and contract 3rd party broadband Internet 
service in locations outside of AT&T’s footprint  

2a. Secure IP-based virtual 
overlay network that uses 
IPSec tunnels 

Meets  AT&T SDWANS utilizes automatic site-to-site (e.g., Internet 
as a Service – IaaS) IPsec VPN for secure transmission 

2b. Underlay physical 
networks 

Meets  AT&T SDWANS can utilize numerous Layer 1 transport 
options such as broadband and dedicated Internet, VPNS, 
ETS and PLS 

2c. End-to-end secure IPSec 
tunnels 

Meets  Packets from one VPN on the sending WAN edge device 
side are sent across an IPsec tunnel to the receiving WAN 
edge device where the VPN number is identified 

3a. Define policies for 
application forwarding 
decisions 

Meets  Agencies can define traffic flow policies based on application 
signatures, fields in the IP headers, or the VPN segment the 
traffic is in 

3a) i. Performance based routing 
for multi-homed nodes 

Meets  WAN Edge routers can leverage QoS and classes of service 
(COS) to determine traffic routing across multiple WAN 
interfaces (i.e., interface connected to the Internet for low 
priority traffic vs a second interface connected to an MPLS 
network for sessions sensitive to jitter and packet loss) 

3a) ii. 1. Latency tolerant 
applications vs latency 
sensitive applications 

Meets  WAN Edge routers can employ QoS which helps prioritize 
business-critical traffic over lower classes of traffic via 
queueing 

3a) ii. 2. Application priority Meets  Weighted round robin scheduling can allow different 
applications to get a fair share of the bandwidth while strict 
priority queuing can minimize jitter and latency for time-
sensitive applications 
 WAN Edge routers can also employ mechanisms such as 

traffic shaping and traffic policing to comply with transport 
capacity 

3a) ii. 3. Committed bandwidth Meets  Bandwidth allocation can be enabled through defining QoS 
policies 

4a. uCPE/virtualized edge 
router automated 
configuration and policies 

Meets  AT&T’s SDWANS vBond controller is largely responsible for 
the Zero-Touch Provisioning process 
 When a router boots up for the first time in an unconfigured 

state, vBond is responsible for onboarding the device into 
the SDWAN fabric 
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# Technical Capability Meets or 
Exceeds Description 

4b. Agency specified security 
functions 

Meets  AT&T’s Cybersecurity division can provide security policy 
implementation and operational support on SDWANS VNFs 

5a. Centrally define SDWAN 
service profiles 

Meets  AT&T’s SDWANS vSmart is the component responsible for 
enforcing agency service policies centrally 
 vSmart exists within the control plane of the SDWANS 

environment  

2.2.8.9.2.5 Features [L.29.2.1; C.2.8.10.2] 
As delineated in Table 2.2.8.9-7, and described previously in Section 2.2.8.9.1.1, 
agencies will receive an SDWANS that meets or exceeds all mandatory features and 

optional features, as applicable. 
Table 2.2.8.9-7. SDWANS Features. Agencies receive an extensive set of SDWANS features that meet or exceed 
requirements.  

# Feature Meets or 
Exceeds Description 

1. Online 
Management and 
Control (Partial) 

Meets  A partial, or co-managed, SDWANS environment may be developed between 
AT&T and an agency on an individual case basis. Both parties would have to 
agree to specific terms associated solely to the co-managed environment for 
the agency’s SDWANS prescribed service. Specific terms may include the 
need to modify the FISMA accreditation boundary to align with any specific co-
managed solution. 

2. Online 
Management and 
Control (Full) 

Meets  Agency policy managed option: Agency will be able to make near real time 
changes to its routing policies using the below features of the vManage NMS 
tool: 

a) Policy 
b) Policy configuration 

c) Policy deploy 
d) Template deploy 

e) Template 
configuration 

3. Advanced 
Analytics and 
Reporting 

Meets  Cloud-based analytics engine that provides near real-time view into the 
performance of an agency’s network 
a) Provides visibility into the performance of applications passing over the 

fabric 
b) Can provide granular characteristics of individual carriers, tunnels, and 

applications at a particular time 
c) Allows for sophisticated forecasting and what-if analysis for effective 

resource planning 
d) Provides Insightful recommendations for policy changes based on traffic 

patterns. 
 Supported on a case-by-case basis as follows 

a) Use an analytics engine hosted locally in the SDWANS environment 
b) Use a cloud-based analytics engine with FedRAMP authorization.  
c) Either solution requires update of the FISMA accreditation boundary to 

include the analytics engine within the boundary, or as a cloud-based 
solution via a security interface agreement 

4. Zero Trust 
Architecture 
(ZTA) 

Meets  Basic security is built into the license and is based on the zero-trust model 
 Zero-trust foundation with authentication and encryption and includes: 

a) Segmentation to isolate and protect critical assets with cloud, partner 
networks. 

b) Enterprise firewall, IPS, AMP, DNS-layer enforcement, URL filtering, and 
TLS decryption proxy integrated into SDWAN. 
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# Feature Meets or 
Exceeds Description 

 Inclusion of Agency specific ZTA requirements may require modification of the 
FISMA accreditation boundary to align with agency specific solution 

5. Virtual Trusted 
Internet 
Connection (vTIC) 

N/A  vTIC is currently not in the AT&T SDWANS architecture.  All public domain 
Internet traffic, inbound and outbound, offloads to an MTIPS or DHS TIC 
Security Enforcement Node (SEN) or EINSTEIN device for analysis and 
scrubbing.    

6. Network-as-a-
Service (NaaS) 

N/A  AT&T views the SDWANS platform as a premise based NaaS.  In this context, 
AT&T hosts the network control plane and network management infrastructure 
in a private SDWANS platform and provides the SD-WAN network as a 
managed service to the agency.    

2.2.8.9.2.6 Interfaces [L.29.2.1; C.2.8.10.3] 
The AT&T SDWANS solution is compatible with interfaces in the EIS Contract Section 

C.2.8.10.3, as applicable. 

2.2.8.9.2.7 Performance Metrics [L.29.2.1; C.2.8.10.4] 
The AT&T SDWANS solution meets the KPIs listed in the EIS Contract Section 

C.2.8.10.4. 

 

 

2.2.9 Service Area: Service Related Equipment [C.1.8.1] 
2.2.9.1 Service Related Equipment [L.29.2.1; M.2.1; C.2.10]  
Agencies will receive SRE solutions that deliver a wide selection of equipment 
from leading manufactures at competitive prices as well as benefit from AT&T 
corporate purchasing agreements with over 50,000 companies. 
The AT&T response for SRE addresses the requirements listed as mandatory in 

RFP Section C.2.10 and subordinate paragraphs. This response conforms to Q&A 263 

in Amendment 1, which states: “The bulleted items in L.29.2.1 do not apply to SRE, 

Warranty Service, SRL and Cable and Wiring. The last sentence of L.29.2.1 provides 

direction for responding to optional services.” The directions at L.29.2.1 state: “For 

optional services, the offeror must address all requirements listed as mandatory within 

each optional service.” 
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2.2.9.1.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1; C.2.10; C.2.10.1] 

To meet agency needs, AT&T offers SRE components similar or the same as those 

used to serve our commercial, enterprise customers. Deployment and life-cycle 

maintenance of SRE’s will use many of the AT&T established and proven service 

models for customer premises infrastructure, and include hardware and materials that 

are incidental to the installation, operation and maintenance of EIS services. 

EIS defines a government-specified method for agencies to purchase SRE required to 

connect to the EIS contractor services. The AT&T approach provides the service scope 

described in Table 2.2.9-1. 
Table 2.2.9-1. SRE Service Approach. Agencies receive warranty service that meets all requirements and is backed 
by AT&T relationships and use with equipment vendors. 

Solution 
Element Description 

Responsive to 
TOs 

 Provides networking and security SRE when identified in a TO. Equipment includes switches, 
routers, PBXs, telephones, servers, security appliances, firewalls, conferencing-related 
equipment, microwave systems, free-space optics systems, surveillance systems, sensors, 
radio-related equipment, VSATs, and wireless devices 

Incidental to 
service 

 Provides hardware and materials that are incidental to the installation, operation and 
maintenance of EIS services 

Only new 
equipment 

 Provides equipment to the government under this contract that is always new and not 
previously used or refurbished 

Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
 

AT&T will offer a catalog of SRE to provide service functionality according to 

specifications and to satisfy customer end-to-end networking needs. SRE’s are the 

customer premises network, telephony, and IT infrastructure components required with 

certain EIS service offerings. SREs are similar in concept to the SEDs offered under the 

existing GSA Networx contract.  

2.2.9.1.2 Warranty Service [C.2.10.1] 
AT&T warranty service meets all requirements as shown in Table 2.2.9-2. 
Table 2.2.9-2. SRE Warranty Service. Agencies receive warranty service that meets all requirements, and receive 
extended warranties when provided by vendors. 

Solution 
Element Description 

One-year 
minimum 
warrantee 

 Provided at no additional charge to the government, with a minimum 1-year system warranty (or 
the warranty provided by the OEM, whichever is longer) from SRE acceptance for all hardware 

and software ordered under this contract 
 Includes all equipment supplied, installed, and integrated by AT&T 

 Provides for hardware repairs and the distribution of updated software to all users who 
ordered the hardware or software under this contract 
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Solution 
Element Description 

Information to 
GSA 

 Provides warranty information associated with each product and service delivered to the GSA 
CO or OCO if requested 

Responsiveness  Provides for repair or replacement of malfunctioning equipment covered by warranty within 5 
business days of notification of the AT&T warranty POC or as specified in the TO 

Available POC   Provides to the government a POC for the warranty who is available from 7 a.m. – 7 p.m. local 
time, or for a longer period if specified in the TO 

Warranty option   Gives agencies option of purchasing EIS contractor maintenance (MMC) or maintaining the 
equipment themselves  

2.2.10 Service Area: Service Related Labor [L.29.2.1; M.2.1; C.1.8.1] 
2.2.10.1 Service Related Labor [L.29.2.1; M.2.1; C.2.11] 
Agencies will receive worldwide service related labor for construction, alteration, 
and repair that augment the full scope of services delivery and that we have used 
on over 45 projects on Networx and other federal contracts over the past 10 
years. 
The AT&T response for SRL addresses the requirements listed as mandatory in RFP 

section C.2.11 and subordinate paragraphs. This response conforms to Q&A 263 in 

Amendment 1, which states: “The bulleted items in L.29.2.1 do not apply to SRE, 

Warranty Service, SRL and Cable and Wiring. The last sentence of L.29.2.1 provides 

direction for responding to optional services.” The directions at L.29.2.1 state: “For 

optional services, the offeror must address all requirements listed as mandatory within 

each optional service.” 

2.2.10.1.1 How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1] 

In cases where agencies require labor to support services as defined in TOs, AT&T will 

provide service related labor at fixed hourly rates. Our resources support all of the 

required labor categories specified in RFP Section J.5. We offer labor for construction, 

alteration, and repair, as necessary, to offer a complete solution—deploying labor that is 

integral to, and necessary for, the effort defined in the TO. 

2.2.11 Service Area: Cable and Wiring [C.1.8.1] 
2.2.11.1 Cable and Wiring [L.29.2.1; M.2.1; C.2.12] 
Agencies will receive cable and wiring services (CWS) globally that augment the 
full scope of EIS services that are proven on over 45 projects under AT&T 
Networx contract and other federal contracts over the past five years. 
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The AT&T response for CWS addresses the requirements listed as mandatory in RFP 

section C.2.12 and subordinate paragraphs. This response conforms to Q&A 263 in 

Amendment 1, which states: “The bulleted items in L.29.2.1 do not apply to SRE, 

Warranty Service, SRL and Cable and Wiring. The last sentence of L.29.2.1 provides 

direction for responding to optional services.” The directions at L.29.2.1 state: “For 

optional services, the offeror must address all requirements listed as mandatory within 

each optional service.” 

2.2.11.1.1  How AT&T Will Provide Proposed Services and Features 
[L.29.2.1; M.2.1; C.2.12] 

AT&T will provide installation services for cable and wiring necessary to provide EIS 

telecommunication services across all service offerings. Our approach for these 

services is described in Table 2.2.11-1. 
Table 2.2.11-1. Cable and Wiring Service Scope and Functional Capabilities. Agencies receive cable and wiring 
service proven by successful delivery on the current Networx contract to over 45 projects. 

Solution 
Element Description 

Installation 
services 

 Provide cable installation services necessary to extend in-building telecommunications services 
to support agency IT services 
 Provide premises wiring and cabling installation work in compliance with all applicable federal, 

state, and local codes and conform to accepted industry installation and construction practices 
 If agencies have additional site preparation and wiring requirements; prices for those will be 

detailed in RFP Pricing Table B.2.12.2, for both fixed priced elements and ICB prices  
Providing 
connectivity 

 Provides required connectivity using appropriate cabling and wiring, and related trenching, 
ducting, grounding, and lightning protection systems in accordance with the TO and appropriate 
standards 

Site 
preparation 

 Prepares sites in conformance to applicable federal, regional and local codes and to accepted 
industry installation and construction practices: 
 All planned work and code compliance is subject to OCO review and approval before the start 

of work  
 For the tools and test equipment needed to perform the site preparation as specified in the 

TO, we retain ownership of the tools and test equipment unless otherwise specified in the TO 
 Uses government-furnished facilities and utilities that already are installed at the site, including 

light, heat, ventilation, and power 
 Provides temporary utilities that are not available in the work area and coordinate any 

disconnection of utilities 
 Provides building additions and/or changes as required to support the telecommunications and 

IT installation, provided they are integral to and necessary for the effort defined in the TO.  
 Limits HVAC and electrical construction to new or upgraded installations necessary to support 

telecommunications and IT equipment.  
 Expands or modify power systems to provide appropriate environmental controls to support the 

installation 
Warrantee  Provides a warranty period of 1 year for the premises wiring/cabling after service acceptance 
Proprietary 
technology  

 AT&T uses no proprietary technology for this service. 
 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number:  P01260 

Effective Date: September 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v5 295 

 

2.3 Traffic Identification and Routing Policy  
[L.29(2)(c); L.29.2.3; M.2.1(4)(c);C.1.8.8(3)] 

2.3.1  Detailed Technical Description [L.29.2.3; C.1.8.8] 
The RFP requirements for this section are addressed in Section 1.4 regarding security 

of AT&T proposed architecture. We provide in Table 2.3-1 topic references to four 

relevant subsections within Section 1.4.  
Table 2.3-1. Approach to Aggregation Service. Agencies receive services that operate on a network that meets all 
aggregation service requirements as described in AT&T network architecture.  

Requirement Reference 
Detailed technical description [L.29.2.3; C.1.8.8] Meets all requirements, as described in Section 1.4.1.1 
Design of AT&T aggregation service [L.29.2.3] Meets all requirements, as described in Section 1.4.1.2 
Implementation of AT&T aggregation service 
[L.29.2.3] 

Meets all requirements, as described in Section 1.4.1.3 

Operation of AT&T aggregation service [L.29.2.3] Meets all requirements, as described in Section 1.4.1.4  

2.3.2 Technical Viability of AT&T’s Aggregation Service [L.29.2.3(1)-L.2.9.2.3(8)] 
The RFP requirements for this section are the same as those for previous 

Section 1.4.3. We provide in Table 2.3-2 references to the eight relevant subsections 

within Section 1.4.3.  
Table 2.3-2. Approach to Aggregation Service. Agencies receive services that operate on a network that meets all 
aggregation service requirements as described in AT&T network architecture. 

Requirement Reference 
Methodology for identifying AT&T participating agency traffic for each 
affected service [L.29.2.3.1] 

Meets all requirements, as 
described in Section 1.4.3.1 

Technical approach, for each affected service, to redirect all participating 
agency internet, extranet, and interagency traffic to DHS EINSTEIN enclaves, 
receive processed traffic from GFP within the DHS EINSTEIN enclave, and 
deliver traffic to its final destination [L.29.2.3.2] 

Meets all requirements, as 
described in Section 1.4.3.2 

Technical approach to notify DHS if any nonparticipating agency traffic will be 
redirected through DHS EINSTEIN enclaves [L.29.2.3.3] 

Meets all requirements, as 
described in Section 1.4.3.3 

Control mechanisms to ensure the identification and redirection of 
participating agency traffic cannot be inadvertently or maliciously bypassed 
[L.29.2.3.4] 

Meets all requirements, as 
described in Section 1.4.3.4 

Sensing and control mechanisms to ensure the redirection of traffic is failsafe 
[L.29.2.3.5] 

Meet all requirements, as 
described in Section 1.4.3.5 

Location of AT&T certified facilities [L.29.2.3.6] Meet all requirements, as 
described in Section 1.4.3.6 

Availability of TS/SCI cleared personnel for Smart-Hands service of DHS 
supplied equipment [L.29.2.3.7] 

Meets all requirements, as 
described in Section 1.4.3.7 

Instrumentation to measure transport SLA KPIs [L.29.2.3.8] Meets all requirements, as 
described in Section 1.4.3.8 
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General Services Administration (GSA) 
Office of Information Technology Category 

Enterprise Infrastructure Solutions (EIS) 
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Appendix A — Risk Management Framework Plan 
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Ensurance of Delivery of System Security for the EIS Services  
[L.29.2.2; C.1.8.7; C.1.8.7.4] 
To assist GSA in protecting the confidentiality of government information and to 

maintain the availability of the system, AT&T services delivered for EIS will be 

implemented and operated in accordance with a comprehensive Risk Management 

Framework (RMF). This approach to risk management is consistent with NIST Special 

Publication (SP) 800-37, Rev. 1, Guide for Applying the Risk Management Framework 

to Federal Information Systems. Our RMF is a risk-based approach to provide security 

for systems and services provided under this contract, and complies with the applicable 

IT security directives, standards, and policies.  

AT&T applies the approach that risk is a measure of the extent to which an entity is 

threatened by a potential circumstance or event and a function of the adverse impacts 

that would arise if the circumstance or event occurs and the likelihood of the occurrence 

of the event.  

To manage and reduce risk to the lowest practical level, the AT&T RMF plan follows the 

six-step NIST RMF approach that includes security categorization, security control 

selection, security control implementation, security control assessment, information 

system authorization, and security control monitoring. The AT&T RMF plan follows the 

entire life cycle of a delivered service, beginning in the development phase through 

continuous monitoring and service decommissioning and removal of government 

information. Security of the EIS network and services architecture will adhere to all the 

general requirements described in EIS RFP Section C.1.8.7. 

In addition, in accordance with requirements indicated in RFP Section C.2.8.5.5: 

 AT&T will comply with all security A&A requirements mandated by federal laws, 

directives and policies, including making available any documentation, physical 

access, and logical access needed to support this requirement. 

 AT&T will confirm that proper privacy and security safeguards are adhered to in 

accordance with the FAR Part 52.239-1. 
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 AT&T will confirm, where appropriate, the implementation of the requirements 

identified in the FAR (see Section I, 52.224-1, “Privacy Act Notification” and FAR 

52.224-2, “Privacy Act.”) 

 AT&T will cooperate in good faith in defining non-disclosure agreements that other 

third parties must sign when acting as the federal government’s agent. 

 AT&T will afford the government logical and physical access to the contractor’s 

facilities, installations, technical capabilities, operations, documentation, records, and 

databases within 72 hours of the request. 

A-1 The AT&T Risk Management Framework Plan [C.1.8.7; C.1.8.7.4] 
The AT&T RMF plan provides the following:  

 Promotes the concept of near real-time risk management through the implementation 

of robust continuous monitoring processes supporting ongoing authorization as 

applicable;  

 Applies automation to provide system operations teams and AT&T senior leaders with 

the necessary information to make risk-based decisions on system operations;  

 Integrates information security into the enterprise architecture and system 

development life cycle; 

 Establishes responsibility and accountability for security controls implemented in AT&T 

service infrastructure and inherited by systems, such as common controls across 

shared management infrastructure; 

 Provides the methodology and guidance to integrate required security controls into 

AT&T enterprise architecture and system development life cycle processes, providing 

the government with services; and 

 Provides comprehensive protections against threats to Confidentiality, Integrity or 

Availability. 

As shown in Figure A-1-1, the Risk Management Framework (RMF) overlays the 

standard system development life cycle phases – Initiate, Design, Implement, 

Operations & Maintenance, and Dispose. We implement, assess, and monitor ongoing 

compliance with the applicable baseline security requirements specified in NIST SP 

800-53, Rev. 4, Security and Privacy Controls for Federal Information Systems and 

Organizations, for moderate- impact systems and other related GSA directives and 
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guides. Our RMF approach is based 

on the guidance in NIST SP 800-37, 

Rev. 1, Guide for Applying the Risk 

Management Framework to Federal 

Information Systems and GSA IT 

Security Procedural Guide 06-30, 

Managing Enterprise Risk. The 

processes and deliverables of the 

AT&T RMF Plan consist of the 

following: 

 Follows the GSA or agency Task 

Order (TO) for system impact 

categorization and documents the 

security categorization in the 

Service System Security Plan (SSP). (NIST SP 800-37, Section 3.1, RMF Step 1 – 

Categorize Information System) 

 Describes each service infrastructure, including system boundary, in the SSP. The 

AT&T RMF defines an information system boundary based on several factors: 

(NIST SP 800-37, Section 2.3, Information System Boundaries) 

­ The EIS defines a number of services that a vendor shall provide. If any of those 

services support similar objectives or functions, such as basic voice and toll free 

services, we could consider those services within the same system boundary. 

­ Systems or service infrastructure that use common operating components. 

Examples of common components are network hardware/software or transport, IP 

backbone, and VLAN Range.  

­ Transmission of government-sensitive data.  

 Registers the systems that support the delivered service with appropriate AT&T 

organizational program/management offices for oversight and system owner 

identification. 

 
Figure A-1-1. AT&T RMF Life Cycle. Properly implemented, the 
RMF synchronizes information security with system development 

and maintenance, resulting in more thorough and economical 
compliance throughout the life cycle. 
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 Identifies any common controls that are inherited from systems outside the service 

infrastructure system boundary and document them in the SSP. (NIST SP 800-37, 

Section 2.4, Security Control Allocation)  

 Verifies the security controls from the NIST 800-53, Rev. 4, baseline for a moderate-

impact system and any additional controls required by GSA and/or agency provided 

TO needed to address specific information security risks and document them in the 

SSP. (NIST SP 800-37, Section 3.2, RMF Step 2 – Select Security Controls). If a 

Cloud solution is used, we will categorize the security system at a minimum of 

Moderate Impact Level and provide the appropriate deliverables in the security 

package as identified at www.FedRAMP.gov. If a Cloud solution is used, we will 

categorize the security system at a minimum of Moderate Impact Level and provide 

the appropriate deliverables in the security package as identified at 

www.FedRAMP.gov.  

 Develops a continuous monitoring strategy for monitoring security control 

effectiveness and any proposed/actual changes to the service infrastructure and its 

operating environment. The AT&T continuous monitoring strategy reflects, and is 

consistent with, the NIST SP 800-137, Information Security Continuous Monitoring for 

Federal Information Systems and Organizations and the GSA organizational 

continuous monitoring strategy and program as described in GSA IT Security 

Procedural Guide: Information Security Continuous Monitoring Strategy, CIO-IT 

Security-12-66. (NIST SP 800-37, Section 3.2, RMF Step 2 – Select Security 

Controls/Monitoring Strategy) 

 Implements the security controls specified in the SSP. (NIST SP 800-37, Section 3.3, 

RMF Step 3 – Implement Security Controls) 

 If required by an agency TO, submit a service SSP and other required documentation 

and artifacts of system that demonstrate adherence to the required NIST, GSA, and 

agency-specific security controls to the agency’s Authorizing Official (AO) for review 

and approval. 

 Documents the security controls implementation in the SSP, providing a functional 

description of how each control is or will be implemented, including planned inputs, 
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expected behavior, and expected outputs. (NIST SP 800-37, Section 3.3, RMF Step 3 

– Implement Security Controls/Security Control Documentation) 

 Develops a Security Assessment Plan (SAP) for testing the service infrastructure to 

verify that the required controls specified in the approved SSP are implemented as 

described and providing the appropriate level of risk management. The SAP describes 

what technologies and sub-systems are to be assessed and from this the actual 

assessment will determine if there are any vulnerabilities or weaknesses of a system’s 

technologies or sub-systems when tested against the applicable security controls. For 

systems that are required to operate under an authorization specified in a TO, we will 

submit the SAP to the AO or their designee for review and approval. (NIST SP 800-37, 

Section 3.4, RMF Step 4 – Assess Security Controls/Assessment Preparation) 

 Executes the SAP to assess the effectiveness of service infrastructure security 

controls. The AT&T program Information Systems Security Officer (ISSO) or for 

systems required to operate under a TO specified authorization, an agency AO or 

designated representative analyzes the SAP testing results to determine the 

effectiveness of the security controls for a given system. From that analysis, the ISSO, 

agency AO, or designated representative decides whether or not to grant the system 

the authority to operate. (NIST SP 800-37, Section 3.4, RMF Step 4 – Assess Security 

Controls/Security Control Assessment)  

Where applicable for service infrastructure that has an agency TO authorization 

requirement, the AT&T RMF outlines how AT&T works with an independent third party 

assessor. The assessor can be either contracted by AT&T or an agency designee to 

perform the required testing of the service infrastructure security controls. 

 Prepares a security assessment report (SAR) to document any issues, findings, and 

recommendations from the security control assessment. (NIST SP 800-37, 

Section 3.4, RMF Step 4 – Assess Security Controls/Security Control Assessment)  

 Conducts initial remediation actions based on the findings and recommendations in 

the SAR and reassesses remediated control(s), as appropriate. (NIST SP 800-37, 

Section 3.4, RMF Step 4 – Assess Security Controls/Security Control Assessment 

Remediation) 
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 Prepares a Plan of Action and Milestones (POA&M) based on the SAR findings and 

recommendations, excluding any remediation actions taken. For service infrastructure 

that is operating under an agency authorization, the government provides final 

determination of open finding risk rating (critical/high, moderate, or low). 

(NISTSP 800-37, Section 3.5, RMF Step 5 – Authorize Information System Plan of 

Action and Milestones) 

 For service infrastructure operating under an agency authorization as stated in a TO, 

the following action is provided per the AT&T RMF plan: (NIST SP 800-37, Section3.5, 

RMF Step 5 – Authorize Information System Security Authorization Package): 

­ Assembles the security authorization package and submits to the AO for 

authorization, where the level of effort is based on a system’s NIST FIPS Pub 199 

categorization. 

The basic authorization package consists of the following deliverables: 

 SSP (in accordance with NIST SP 800-18, Rev 1) with required appendices; 

 SAR; and 

 POA&M. 

If the service infrastructure inherits common controls, then we include either the 

authorization package for the common controls or a reference to the documentation. If 

any inherited common controls are provided by an external provider this information is 

included in the AO to support the authorization decision. 

Also included with the authorization package are SSP appendices and additional 

documentation as specified in the TO, per NIST and GSA guidelines:  

 Applicable Interconnection Security Agreements (ISAs); 

 Control Tailoring Workbook; 

 Rules of Behavior (RoB); 

 System Inventory, as a section in the System Design Document (SDD); 

 Contingency Plan (CP), including the Disaster Recovery Plan (DRP) and Business 

Impact Assessment (BIA); 

 Contingency Plan Test Plan (CPTP); 

 Privacy Impact Assessment (PIA);  
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 Configuration Management Plan (CMP) with system baseline configuration and BSS 

configuration settings;  

 Incident Response Plan (IRP); 

 Incident Response Test Report (IRTR); 

 Continuous Monitoring Plan (CMP);  

 Vulnerability scan outputs, as required; and 

 Code Review Report, as required. 

AT&T will make available any documentation, physical access, and logical access 

needed to support all Assessment and Authorization (A&A) requirements mandated by 

federal laws, directives and policies. 

Upon placing a service into operation or when a TO requires an authorization and after 

the AO grants the service an Authorization to Operate (ATO), the system moves into 

RMF Plan, Step 6, Monitor Security Controls, the Continuous Monitoring of Security 

Controls of AT&T System with a Continuous Monitoring Plan.  

The on-going security monitoring activities consist of the following: 

 Assesses the security impact of proposed or actual changes to the Service 

Infrastructure and its operating environment; 

 Annually assesses a subset of the Service Infrastructure operational policy security 

controls consistent with the continuous monitoring plan; 

 Remediates vulnerabilities based on the results of the ongoing monitoring activities 

and risk assessment, as prescribed and tracked through the POA&M; 

 Maintains the SSP, SAR, and POA&M; and 

 Prepares and submits system security status reports, per the continuous monitoring 

plan, to AT&T leadership and the agency AO when the service infrastructure is under 

an agency authorization. 

The AT&T RMF is a comprehensive plan designed to deliver services with infrastructure 

that is designed, implemented, operated, and monitored to provide the government with 

services that are verified secure and continuously reviewed for strict adherence to GSA 

and agency security requirements. (NIST SP 800-37, Section 3.6, RMF Step 6 – 

Monitor Security Controls) 
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A-2 The AT&T RMF Plan Management and Oversight [C.1.8.7] 
The AT&T RMF plan is managed by the AT&T Information Assurance (IA) organization. 

The IA organization provides independent oversight of the system and service 

infrastructure development and operations organizations at AT&T. The IA organization’s 

RMF-defined functions include the following major tasks: (NIST SP 800-37, Section 1.2 

Purpose and Applicability) 

 Selects the GSA, agency specific, and AT&T security controls that systems and 

service infrastructure supporting the EIS follow based on the RMF plan, GSA guidance 

of risk determination, and/or agency specification. The IA organization provides 

guidance to all technical, operational, and managerial staff on how each security 

controls is be implemented. 

 Verifies that the technical, operational, and managerial organizations document how 

the selected controls are implemented and followed. This documentation includes the 

SSP, SSP appendices, technical system descriptions, personnel suitability verification 

processes, and other artifacts used as reference to demonstrate adherence to an 

accepted system risk profile. 

 Test and/or support an agency’s independent assessor to perform preproduction 

testing of all technical, operational, and managerial security controls verifying 

compliance prior to providing service to the government.  

 Reviews and verifies that all personnel supporting systems and service infrastructure 

hold the appropriate credentials and suitability to access restricted government 

information. 

 Performs system lifecycle continuous monitoring of the technical, operational, and 

managerial security controls verifying that the system and service infrastructure is 

operated in accordance with the approved risk profile. This monitoring includes 

monthly testing and quarterly POA&M reporting of technical control implementation, 

verifying adherence to operational policies, and reviewing managerial oversight per 

NIST and GSA guidelines. The continuous monitoring performed by the IA 

organization verifies that the infrastructure is in constant compliance with all required 

security controls and reports on any identified deficiencies to senior leadership and, if 

required, to agency AO using the POA&M as the reporting method. 
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 Works together with the agency AO, where service infrastructure operates under an 

agency ATO on required reauthorization deliverables. The AT&T RFP plan and the 

Continuous Monitoring Plan provides support for continuous compliance to allow for 

continuing authorization when an agency so chooses. This is accomplished by 

providing artifacts quarterly and annually that demonstrate verification of compliance, 

reducing the cost of Assessment and Authorization with an assessor over three years. 

 Engages in disaster recovery testing, incident response testing, and security events 

mitigation. 

A-2.1 IA Organization Team Alignment in Support of the RMF Plan [C.1.8.7] 
The IA organization is a member of the AT&T Compliance and Governance 

organization in the Services Assurance division. The IA organization is independent of 

the direct reporting chain from Service Development, Service Operations management, 

and customer Program Management organizations. The IA organization is comprised of 

a director level general manager functioning as an Information System Security 

Manager (ISSM). Reporting to the ISSM are two Lead ISSOs and large system ISSOs, 

the Lead ISSOs have IA analysts reporting to them. The ISSM has direct access to the 

senior leadership responsible for development and operations and reports deficiency 

findings for POA&M. The ISSM reports directly to leadership in addition to system 

owners. (NIST SP 800-37, Section 2.1, Integrated Organization — Wide Risk 

Management) 

The ISSOs have direct working relationships with all system and service infrastructure 

owners and attend project meetings to facilitate communications, expectations, system 

status, change control, patching, planned upgrades, and incident engagement. 

Figure A-2.1-1 depicts the AT&T IA Organization. (NIST SP 800-37, Section 2.2, 

System Development Life Cycle) 

A-2.2 IA Organization Team Alignment in Support of the RMF Plan  
[C.1.8.7; C.1.8.7.7] 

The IA ISSO assigned to each system has the primary oversight to execute the RMF 

plan for the system. When developing the infrastructure supporting the EIS services, the 

ISSO follows applicable NIST and OMB guidance on the selection and implementation 

of the security controls. The ISSO follows the specific guidance below for providing the 
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implementation and operation teams on the execution of specific security controls. The 

AT&T RMF plan places the NIST SP 800-53, Rev. 4, controls, GSA and agency specific 

security controls, and AT&T corporate controls into three logical categories for tracking 

and management oversight. These categories are management controls, operational 

controls, and technical controls. Each of these categories are used to identify which 

AT&T organizations assign a resource to work with the ISSO to implement and verify 

control implementation compliance. 

The implementation of the controls, while broken down into categories of managerial, 

operational, and technical controls for a specific system to provide clear and direct 

ownership, also follow the guidance for the types of security controls provided in NIST 

SP 800-37, Section 2.4, Security Control Allocation. AT&T follows the concept of 

identifying controls as they are implemented across the organization as:  

 System-specific Controls: controls that provide a security capability for a designated 

information system. 

 Common Controls: controls that provide a security capability for multiple information 

systems. 

 Hybrid Controls: controls that have both system-specific and common 

characteristics. 

AT&T follows NIST guidance to identify common or inherited controls and the senior 

management and operational resources responsible to implement and operate the 

common controls. This is accomplished in accordance to the applicable NIST SP 800-

53, Rev. 4, security control guidance and consistence with the risk profile of specific 

 
Figure A-2.1-1. AT&T IA Organization. Independent IA Organization Reports Directly to Senior Leadership.  
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systems that use the common controls. (NIST SP 800-37, Section 3.0, Executing the 

Risk Management Framework Tasks) 

 Management Controls: Management controls are actions taken to manage a 

system’s development, maintenance, and use. This includes system-specific policies, 

procedures, assignment of individual roles and responsibilities, and rules of behavior. 

These controls are the overriding practices that must be followed so the systems 

operate as expected. (NIST SP 800-37, Section 3.3, RMF Step 3 – Implement 

Security Controls) 

 Operational Controls: The operational controls address security mechanisms that 

focus on methods that are primarily implemented by people, as opposed to those 

implemented by systems. The methods often require technical or specialized expertise 

and often rely on management activities as well as technical controls. Table A-2.2-1 

describes the types of control topics associated with operational controls. 

(NIST SP 800-37, Section 3.3, RMF Step 3 – Implement Security Controls) 
Table A-2.2-1. Operational Control Topics. Operational controls consist of the following requirements. 

Control 
Requirement Description 

Personnel security  These controls provide guidance on restricting access to appropriately credentialed and 
suitable personnel. The controls also provide guidance on applying the concept of Least 
Privilege to Role Base assignments that restricts access to no more functionality than each 
person needs to execute their assigned role, as outlined in the NIST guidance. Personnel 
security also includes log audit controls to trace user activity back to each use. Finally the 
controls establishes procedures for maintaining the security of the system when personnel 
who have had access granted no longer require access.  
 The depth, breadth, and rigor of the personnel security controls required for a system vary 

depending on numerous factors, including the system’s sensitivity and, where applicable, the 
authorizing agency’s unique requirements. The following subsections represent a scenario 
that somewhat typifies the Personnel Security section of an AT&T security plan.  
 It is important to note that the AT&T RMF plan is used as a minimum guideline and is a 

starting process that will be customized for any system for which an agency contracts for 
support under EIS. Like all other security plan sections, it will be customized to reflect the 
requirements of a specific system in a specific agency as required when specified in a TO. 

Personnel security 
management 

 The AT&T RMF Plan for EIS provides guidance on the personnel security management 
baseline to meet GSA requirements for delivering services that are implemented and 
operated in accordance with the NIST SP 800-53, Rev. 4 Moderate Impact Baseline security 
controls operated with personnel who have been granted HSPD-12 suitability at the 
appropriate Position of Public Trust Level based on their Role, and in accordance with 
FAR Part 52.204-9. 
 AT&T will designate an individual whose role includes coordinating the aspects of the task 

order that pertain to obtaining and maintaining security clearances at the appropriate levels 
for AT&T personnel. The individual’s responsibilities will include such activities as obtaining 
and maintaining security clearances, if needed, and suitability, and related coordination with 
the agency, and monitoring approvals for persons with physical access to sensitive facilities.  
 The AT&T security office has the experience and knowledge to manage any level of required 

personnel credentials and currently initiates/processes an average of 56 new security 
credentials per month. 
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Control 
Requirement Description 

Sensitivity of 
positions 

 The sensitivity of positions that require system access will depend on the classification level 
of the system. There are expected to be two classifications of users,1) privileged 
administrative users, such as system administrators, and 2) generic users. 
 Work performed under EIS task order(s) may fall within one or more of the risk categories 

defined below. Therefore, AT&T personnel will undergo background investigations 
commensurate with the risk factor associated with the duties of each position.  
 High Risk positions have the potential for exceptionally serious impact involving duties 

especially critical to the system-owning agency. These may include computer positions 
responsible for planning, directing, and implementing the system’s security program; 
directing, planning, and designing the system, including the hardware and software; or 
accessing the system during its operation or maintenance in a way that would enable 
them to cause grave damage or realize significant personal gain. 

 Moderate Risk positions are sensitive positions that have the potential for moderate to 
serious impact involving duties very important to the system-owning agency. These may 
include computer positions of a lesser degree of risk than seen in High Risk positions, as 
defined in OMB Circular A-130, Appendix III.  

 Low Risk positions are non-sensitive positions that do not fall into either of the preceding 
categories and includes those positions with potential for impact involving duties of limited 
relation to the system-owning agency’s mission. 

Required 
background 
investigations 

 Background investigations will be conducted and favorably adjudicated, as applicable, for 
AT&T personnel before work commences. Typical minimum pre-appointment investigative 
requirements are as follows: 
 High Risk positions may require a Limited Background Investigation (LBI), which consists 

of a personal subject interview, National Agency Check (NAC), credit history check, 
written inquiries, record searches covering the preceding five years, and personal 
interviews covering specific areas during the most recent three year period.  

 Moderate Risk positions may require a National Agency Check and Inquiries (NACI), 
which consists of written inquiries and record searches covering specific areas of a 
subject’s background during the preceding five years.  

 Low Risk positions may require a Federal Bureau of Investigation (FBI) Name and 
Fingerprint check. 

Pre-appointment 
background 
investigation 
waivers 

 Depending upon the client agency’s requirements for the task order, the agency may be 
unable to wait for an entire background investigation to be completed. In such cases, it is 
common for a pre-appointment background investigation waiver to be granted by the 
authorizing agency. The extent of the background investigation needed to qualify for waivers 
varies by agency, system sensitivity, and position sensitivity. Typical waiver requirements are 
as follows:  
 High Risk positions may require a successful NCIC check, vouchering of previous two 

employers, and a favorable review of forms submitted. 
 Moderate Risk positions may require a favorable NCIC check and a favorable review of 

forms submitted. 
 Low Risk positions may require a favorable NCIC check. 

Required security 
forms 

 AT&T employees holding sensitive positions supporting federal agency systems, requiring 
HSPD-12 compliance, will complete the following forms:  
 Applicant Fingerprint Card (FD-258) – two sets per applicant; and 
 Questionnaire for Non-Sensitive Positions (SF-85), or Questionnaire for Public Trust 

Positions (SF-85 P). 
 AT&T currently has over 3,000 cleared personnel. All AT&T IA personnel have been granted 

Secret clearances as a minimum; many possess Top Secret clearances; and several have 
higher levels. 

Operational 
access controls 

 Access to an EIS system will be granted based upon the individual’s assigned responsibilities 
with each user restricted to the minimum level of access necessary to perform their assigned 
duties. When possible, assignments to support critical functions will follow the principal 
separation of duty and will be divided among different individuals. If impractical, variations 
from this requirement will be justified and documented. This division or separation of duties 
will be established and maintained through access controls. Whenever possible, 
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Control 
Requirement Description 

administrator access shall be granted through user accounts rather than through root 
access.  
 Assignment of user privileges will follow the client agency’s protocols for requesting, 

establishing, issuing, and closing user accounts. With ISSO oversight, the AT&T project 
manager or designee will provide oversight for access requests and approvals. AT&T will 
develop standard access control documentation that will be used to document access 
requests, justifications, and approvals for all systems. In addition, AT&T personnel assigned 
to an EIS task order will comply with the client agency’s security policies and procedures, 
sign the rules of behavior, and follow the procedures developed for the operation and 
maintenance of the EIS system. 

Holding users 
responsible for 
their actions 

 Two mechanisms will be in place for holding users responsible for their system-related 
actions:  
 A Rules of Behavior (ROB) document is created for all systems and will be customized for 

any TO specific contracted system. The ROB is issued to all parties with physical and/or 
logical access to the network. Each person will sign a copy of the rules to acknowledge 
receipt and the project manager or designee will maintain the signed documents.  

 The security audit capability and processes described below under Audit Trails will be 
implemented and maintained. Each system user will have their own account with a unique 
login ID and password. All security-related user activities will be logged. Each user will 
have a unique account creating an audit trail of each user’s activities. As discussed in the 
Audit Trails section designated personnel will be responsible for periodically reviewing the 
administrator activity logs to identify any suspicious activity. 

Friendly and 
unfriendly 
termination 
procedures 

 Upon termination or transfer of personnel from duties related to the contracted system 
environment, regardless if friendly or unfriendly, the ISSO has oversight for the process that 
requires the AT&T project manager or designee to request and verify that system access has 
been terminated.  
 Judgment will be exercised in deciding upon the timing of terminating access. In the case of 

unfriendly terminations, system access will be terminated immediately. If an employee is to 
be fired, system access will be removed just before or at the same time the employee is 
notified of dismissal. When an employee gives notice of resignation and is suspected that it 
may be on unfriendly terms, system access will be terminated immediately.  
 As part of the AT&T employee’s exit interview, or at an earlier time if appropriate, the 

departing employee will be briefed on their responsibilities for confidentiality and privacy with 
respect to EIS task orders. Explicit direction will be given relative to what information, if any, 
is allowed to be disclosed.  
 At the employee’s exit interview, or at an earlier time, all tangible access tools, such as 

authentication tokens and key cards for facility doors, will be retrieved and accounted for. In 
the case of an unfriendly termination, cipher lock combinations will be changed, and keyed 
locks will be re-keyed upon the employee’s departure. 

Physical and 
environmental 
protection 

 The AT&T RMF plan will provide the following controls for each physical site where system 
devices, media, or other resources are housed in accordance with the corresponding NIST 
guidelines: 
 Site plans detailing responses to emergencies for IT facilities. 
 Annual reviews of physical security measures. 
 Controlled physical access through the use of guards, identification badges, or entry 

devices such as key cards or biometrics. 
 Keys or other access devices required to enter these sites, including data center(s), 

computer room(s), and tape/media libraries.  
 Properly-secured keys or other entry devices that are not issued. A specific EIS task 

order will specify where and how these devices are secured and the individual(s) 
responsible for maintaining and issuing entry devices.  

 Cipher lock entry codes will be changed periodically. Frequency will be defined in the 
SSP for each system where cipher locks are used.  

 The schedule and off-schedule times at which codes are changed and the individual(s) 
responsible for ensuring that codes are changed as specified.  
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Control 
Requirement Description 

 Authentication of visitors, contractors, and maintenance personnel who may access these 
sites. Authentication is done through the use of preplanned appointments and 
identification checks.  

 A procedure for signing in and escorting site visitors. A register is maintained that 
includes the names of the visitor and the person authorizing the visit, visitor’s signature, 
date, and time-in and time-out. 

 Emergency exit and re-entry procedures to ensure only authorized personnel can re-enter 
after fire drills and any other similar mass departure/re-entry of the site.  

 System cabling and other communications equipment closets are physically secured to 
prevent unauthorized access.  

 Physical access to routers, switches, telephony gateways, routers, and other sensitive 
equipment is restricted to authorized personnel.  

 All perimeter walls and firewalls extend from the structural floor to the structural ceiling.  
 Interior and exterior windows do not open into a non-secured area.  
 Environmental protection for IT systems. The means of providing the protection will be 

documented.  
 Appropriate fire suppression and prevention devices are installed and properly 

functioning.  
 Reviews for fire ignition sources such as; failures of electronic devices or wiring, 

improperly stored materials, and the possibility of arson are performed in accordance with 
each AT&T operations facility and documented fire code procedures. 

 Cables leaving and entering the site installed with fire stops.  
 The temperature and humidity within the facility monitored and controlled to provide an 

operational environment that conforms to the manufacturer’s specifications.  
 Heating and air-conditioning systems are maintained regularly. 
 Redundant air-cooling system for the site(s) are provided.  
 Building plumbing lines are identified and documented.  
 Reviews of electric power distribution, heating plants, water, sewage, and other utilities 

are conducted.  
 Power circuits are clearly identified, dedicated, and meet equipment manufacturer’s 

amperage requirements.  
 Equipment that is grounded with American Wire Gauge (AWG) #6, meets manufacturer’s 

specifications, and complies with local electrical code. 
 Uninterruptible power supply(s) (UPS) or backup generator(s) are available to support the 

system in the event of AC power failure. The UPS or generator(s) will provide a minimum 
of one hour of power. 

 Equipment cabinet doors that remain locked. 
 Controls to mitigate effects of disasters such as floods and earthquakes.  
 Network administration terminals equipped with the following safeguards: physically 

located to minimize unauthorized access or viewing; password control and password 
aging features invoked; timed auto logoff enabled, and protection from unauthorized use.  

 A risk analysis that considers additional environmental and physical controls for facilities 
that support large-scale IT operations, such as telecommunication facilities. 

Production 
input/output 
controls 

 The production input/output controls maintain the security posture of a system’s live 
processing environment and appropriately distribute its data. These controls include help 
desk and other user support and are used for marking, handling, processing, storage, and 
disposal of input and output information and media. These controls are also used for labeling 
and distribution procedures for the input and output information and media. These controls 
include the mechanisms used to monitor installation and updates to the production 
environment. 

Marking and 
storing devices 
and media 

 AT&T protects system devices and electronic media by marking them in accordance with the 
system’s sensitivity to the highest classification level authorized (e.g., Limited Official Use). 
System devices contain external classification markings authorizing the level of information 
that can be processed. Data is not stored on electronic media that cannot be adequately 
secured against unauthorized access. 
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Control 
Requirement Description 

Device and media 
disposal 

 System devices that have processed, stored, or transmitted sensitive information will not be 
released from system control until the equipment is sanitized and all stored information has 
been cleared. For sensitive information, the sanitization method will be approved by the 
client agency and documented in the customized security plan. If any system IT equipment is 
maintained under warranty contracts, the contracts will include stipulations that equipment 
removed from its hosting site will be sanitized before its removal. 
 When no longer required for system support, IT storage media to be re-utilized for unrelated 

system purposes will be overwritten with software and protected consistent with the data 
sensitivity and/or at the highest classification level at which they were previously used. If the 
system processes, stores, or transmits classified data, then classified media will be disposed 
of in accordance with measures established by the National Security Agency (NSA) and the 
required disposal procedures of the client agency.  
 Official electronic records will be properly disposed of and if appropriate archived. AT&T will 

identify any official electronic records related to the system and the approved 
disposal/archive procedures to be followed.  
 The EIS Security Manager or designee will maintain records regarding all aspects of the 

implementation of disposal actions and verify the device or media was sanitized in 
accordance with NIST guidelines. 

Monitor the 
production 
environment 

 Production, input/output controls include the mechanisms used to monitor installation and 
updates to the production environment.  
 A System Test & Evaluation (ST&E) will be developed and executed, either by AT&T or by 

the agency’s designated assessor for systems operated under an authorization as specified 
in the TO. The ST&E will validate that security requirements for contracted systems and 
service infrastructure for EIS services are satisfied. The ST&E will test controls as prescribed 
as well as compliance with secure operating system configuration requirements tested using 
one or more automated security scanning tools. As part of the ST&E the system will be 
reviewed to identify and eliminate unnecessary services, ports, and protocols. This review 
will occur on an annual basis or within six months after there is a significant change to the 
environment that alters the in-place assessed risk.  
 The system will be reviewed annually or within six months after there is a significant change 

to the environment that alters the in-place assessed risk for known vulnerabilities and 
software patches will be installed. AT&T will specify the process by which the system will be 
reviewed including schedule, tools, methods, and responsible personnel. AT&T will also 
specify procedures for identifying, downloading, testing, and applying patches, service 
packs, and hot-fixes.  
 The RMF plan requires that the use of any copyrighted software will be documented. 

Shareware and personally-owned software/equipment will require a waiver and will be 
documented. AT&T will include procedures under which any copyrighted software will be 
used in compliance with applicable copyright laws and will be incorporated into the system’s 
life cycle management process.  
 Other system configuration requirements are as follows:  
 Laptops and mobile computing devices (including personal digital assistants [PDAs]) 

approved for processing sensitive information will not be connected to networks or 
systems unless the network or system is designed for that functionality. The devices will 
employ virus protection software and encryption technology.  

 Automatically forwarding e-mail regardless of the forwarding method employed either to 
the system or through the system if it is a network, is forbidden unless the ISSO or, for 
services under a TO required authorization, the agency AO grants a waiver. 

Contingency 
planning 

 Critical EIS services configurations, government sensitive data, and information generated 
and stored at AT&T EIS facilities will have a NIST compliant contingency plan in place 
throughout the length of the EIS contract period to facilitate continuity of system functions in 
the event of disruption in computer operations. These contingency plans, also referred to as 
disaster recovery plans or business recovery plans, will include steps to be taken to ensure 
preparedness including near real-time mirrored back-up of all servers at off-site locations and 
plans for timely response after a disruption. This process will be applied to systems that 
support critical EIS services and databases. 
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Control 
Requirement Description 

Continuity of 
operations plans 

 Three essential contingency planning activities will be combined to provide for plan related 
testing, training, and management approval. The plan will be tested and revised as 
necessary based on the testing. The plan will be tested using the tabletop approach. Using 
this approach, all personnel expected to implement any part of the plan will be assembled. 
Using a facilitated workshop methodology the assembled personnel will walk through 
multiple contingency scenarios validating the steps described in the plan. While the plan may 
require revision based on the testing, the individuals responsible for executing the plan will 
have been trained in their responsibilities by participating in the testing scenarios. 
Additionally, the approval of the key affected parties will be gained through the process.  
 After revisal and approval from the system ISSO, the plan will be distributed to the personnel 

responsible for executing the plan. Once implemented, the plan will be tested annually or 
within six months after a significant change to the environment that alters the in-place 
assessed risk of the affected system. 

Backup and 
off-site storage 

 Day-to-day security operations and administration will include performing regularly scheduled 
software backups and managing backup media. Recent software and data backups will be 
essential if disaster recovery is required regardless if it is natural or intentional. Duplicate 
backup media is stored off site, in accordance with NIST guidelines, to minimize the risk of 
being damaged or destroyed with the production environment. 

Hardware and 
system software 
maintenance and 
repair 

 AT&T will develop on-site and off-site maintenance procedures. The procedures will include 
restrictions on who may perform maintenance and repair activities, guidelines and 
procedures for escorting maintenance personnel who need to work in restricted areas, and 
guidelines and procedures for securing devices or removable media that must be removed 
from the site. The capabilities to add, change, or remove system devices, dial-up 
connections, and network addresses and protocols or to remove or alter programs will be 
restricted to authorized personnel, as described in the Personnel Security and Logical 
Access Controls sections. 

Hardware and 
system software 
configuration 
management 

 A configuration management process will be in place and documented to maintain control of 
system changes and to provide a current history of system change. AT&T will prepare a 
system configuration management plan. The plan will identify the personnel responsible for 
system configuration management as well as the guidance and procedures for configuration 
management. In accordance with NIST guidelines, AT&T will address the following 
requirements:  
 Software change request forms to document requests and related approvals; 
 Review, evaluation, and approval of all documentation, hardware, software, and firmware 

change requests before changes occur; 
 Document and archive authorizations for all modifications; 
 An impact analysis to determine the effect of proposed changes on existing security 

controls, including required training needed to implement the control; 
 Procedures for testing all changes before modifying the accredited production system so 

that new information security vulnerabilities are not introduced into the operational 
environment; 

 Revise approvals, after testing and documentation, to migrate changes into the 
production environment; and 

 Emergency change procedures and the personnel authorized to approve an emergency 
change. Emergency changes will be documented and approved by management, either 
prior to the change or after the fact.  

 The configuration management plan also will specify procedures and documentation 
requirements for maintaining version control over production software and hardware, labeling 
and inventorying software, and distributing and implementing new or revised software. 

Integrity controls  Integrity controls protect the system and the data it processes, stores, and/or transmits from 
accidental or malicious alteration or destruction and provide assurance to the end user that 
the information meets expectations about its quality and that it has not been altered. 
Validation controls are tests and evaluations used to determine compliance with security 
specifications and requirements. The system security requirements and controls that fall 
within this category are described in the following sections. 
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Control 
Requirement Description 

Virus control  AT&T understands anti-virus software is most effective when kept current. Therefore, the 
ISSO will verify that procedures for maintaining current anti-virus signatures are defined and 
implemented.  
 AT&T emphasizes the protection of the support systems from viruses, worms, and other 

disruptive influences to maintain data integrity and availability. In support of this effort, AT&T 
takes the following steps with individual and corporate access equipment to service providing 
systems: 
 Install the latest version of the corporate licensed anti-virus software designated by 

Network Security for AT&T use; 
 Options of automated anti-virus software to maintain current protections are not disabled 

or modified; 
 Run the anti-virus software on all local drives and all removable media maintained by the 

user; 
 Scan all network shares owned by the user; 
 Scan all files that have been downloaded or copied from email messages or the Internet; 
 Perform regular back-ups (preventing all data from being lost in case of pervasive virus or 

catastrophic attack); and 
 Use only company authorized (i.e., purchased, owned, leased, or management-approved) 

software on company computers. 
Message integrity  AT&T will support all government efforts to protect the integrity of messages in transit where 

these messages are protected by encryption methods including site-to-site VPN or SSL/TLS 
VPN services. AT&T will also support the use reconciliation routines such as checksums, 
hash totals, or record counts to protect the receiver from malicious changes to a message by 
confirming a transmitted message has not been altered in transit as necessary. 

Use of mobile 
code 

 The system will be configured to prevent downloading mobile code or executable content if 
there is no requirement to do so. Downloading mobile code and executable content from a 
controlled interface between interconnected systems will be permitted only when boundary 
protection devices are appropriately configured and will be approved by the client agency. If 
mobile code or executable content is obtained via the web, the following will be applied:  
 All mobile code or executable content employed within the system will be approved by the 

ISSO or, if the system is operating under an agency TO requiring ATO, the agency AO. 
 A code review and quality control process for deploying mobile or executable content will 

be implemented and documented. 
Documentation  Documentation is a security control explaining how software/hardware is to be used and 

formalizes security and operational procedures specific to the system. System 
documentation includes descriptions of the hardware and software, policies, standards, 
procedures, and approvals related to the automated information system security, including 
backup and contingency plans and descriptions of user and operator procedures. Typical 
system-related documentation is listed below:  
 A system security plan; 
 System-specific rules of behavior; 
 System risk assessment report; 
 Vendor-supplied documentation of purchased hardware and software; 
 Network diagrams and documentation on setups/configuration of routers and switches; 
 Justifications and management approval to use copyrighted software, shareware, or any 

personally owned software or equipment; 
 Application documentation for any in-house applications; 
 Software and hardware testing procedures and results; 
 Standard operating procedures for equipment and system interfaces; 
 User manuals; 
 Emergency procedures; 
 Configuration management plans; 
 Emergency change procedures such as procedures for emergency changes to system 

software; 
 Log of distribution and implementation of new or revised software; 
 The system contingency plan, including backup procedures; and 
 Written agreements regarding how data is shared between interconnected systems. 
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Control 
Requirement Description 

Security 
awareness and 
education 

 Security awareness is communicated to government users via Service Introduction Packets 
and Best Practices information brochures. The EIS subscriber website will include 
information about EIS security policies, practices, and procedures.  
 AT&T vendors are contractually obligated to comply with company policy as well as 

government requirements in support of the EIS contract. AT&T EIS security manager 
ensures that the appropriate vendor and contractor personnel are trained on the security 
policies and procedures as required. AT&T personnel who perform specific security roles, 
such as system administrator, security administrator, and database administrator, will 
undergo additional specialized training focused on their respective role.  
 In addition, all personnel with physical and/or logical access to a client agency’s system will 

(1) receive the system rules of behavior, a copy of which will be signed and returned to the 
designated custodian, and (2) have access to applicable client agency security procedures 
and policies. 

Incident response 
capability 

 A formal incident response capability will be available and exercised at least annually. The 
capability and supporting procedures will be documented. The capability will include the 
following:  
 Security incident monitoring and tracking procedures, including (1) how to recognize and 

handle security incidents and (2) procedures for revising the incident handling procedures 
after an incident occurs.  

 System performance monitoring procedures to be used to analyze network performance 
logs in real time to look for availability problems, including active attacks.  

 Reporting to the appropriate emergency response.  
 Receiving and responding to alerts and advisories. A process will be developed to identify 

the sources of alerts and advisories to be monitored, the personnel responsible for 
monitoring and responding to alerts and advisories, and response guidance.  

 Designating the individual(s) responsible for testing and maintaining the incident response 
capability.  

 Technical Controls: Technical controls are those executed by the computer system. 

Technical controls must be implemented to provide automated protection from 

unauthorized access or misuse, facilitate detection of security violations, and support 

security requirements for applications and data. The implementation of technical 

controls always requires significant operational considerations and must be consistent 

with the management of security within the organization. Table A-2.2-2 describes the 

types of control topics associated with operational controls. (NIST SP 800-37, 

Section 3.3, RMF Step 3 – Implement Security Controls) 
Table A-2.2-2. Technical Control Topics. Technical controls consist of the following requirements. 

Control 
Requirement Description 

Identification and 
authentication 

 This section represents a scenario that typifies the Identification and Authentication 
section of an AT&T security plan. Off-the-shelf solutions will not be used for task orders 
under EIS, but will be customized to reflect the requirements of a specific system in a 
specific agency.  
 The first step is to determine the method of authentication and develop procedures and 

policies to enforce this method. For instance, if passwords are used, then the procedures 
and policies would be as follows: 
 The System Administrator issues the initial password; 
 The initial password expires at the time of its first use and the password owner must 

supply a new password; 
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Control 
Requirement Description 

 Passwords cannot be the same as the user ID and must have at least three of the 
following: English uppercase, English lowercase, numerics, and special characters;  

 Minimum length of eight characters permitted; 
 Passwords expire every 90 days (enforced by the system); 
 Expired passwords disallowed after 6 generations; 
 User accounts disabled after no more than three consecutive invalid attempts (must be 

reinstated by an administrator); 
 Vendor-provided default passwords disabled or changed; 
 No shared accounts, including guest and training accounts, are defined; 
 No clear text display of passwords allowed on the screen;  
 Passwords stored as a hash or with one-way encryption; 
 System administrator passwords transmitted and stored with one-way encryption to 

prevent anyone from reading the clear-text version; 
 Passwords, IDs, or application user codes must not be entered in a file or record 

maintained in the system for the purpose of logging on automatically. 
 Depending on the system sensitivity, the agency’s requirements for strong authentication 

and other factors, the customized security plan may specify stronger authentication tools, 
methods, and procedures (such as the use of one-time passwords). 

Logical access 
control 

 Logical access controls are the protection mechanisms that limit user’s access to 
information and restrict their forms of system access to what is appropriate for them. 
These controls include policies that determine a user’s level of system access, the 
procedures by which users are authorized appropriate access, the requirements for 
monitoring and maintaining access controls, and the system’s technical features that 
enforce logical access controls. 

User authorization  Each user’s access to an EIS system contracted to AT&T will be restricted to the fewest 
privileges that the user needs to perform their assigned duties. Where practical, critical 
functions will be divided among different individuals. When not practical, any variations 
from this requirement will be documented. There will be no shared administrative user 
accounts. Each privileged user has a personal account, so that all administrative activities 
are auditable.  
 There will be a formal process for requesting, establishing, issuing, and closing user 

accounts. An access control form will be developed to document access requests, 
justifications, and approvals. Compliance with requirements for least privilege, separation 
of duties, and unique accounts will be fully documented as part of the justification 
provided on the access control form.  
 A government-designated individual must approve access privileges. The access control 

process requires this individual review the Access Control Lists not less than twice yearly 
to ensure that accesses are current and appropriate. All inactive accounts must be 
deleted to prevent unauthorized access and permissions must be changed to reflect any 
changes in a user’s assigned duties. 

Protection from 
unauthorized 
access 

 For EIS systems and/or networks with firewall and/or IDS protection customized for that 
particular system or network, AT&T will describe the related measures to help protect the 
system in a secure enclave. 
 AT&T will identify any firewalls, IDS, and other devices installed to protect the 

system/network’s perimeter. We will also describe the configuration of those devices. 
Generally, firewalls are to be configured to exclude any traffic except that which is 
specifically allowed. Any exceptions will be justified and documented. The IDS is to be 
configured to monitor site traffic for potential misuse or policy violations and recognize 
patterns of misuse, such as suspicious or unauthorized activity. 
 Other controls to protect EIS systems from unauthorized access include secure 

configuration of system devices by removing access to unneeded and unnecessary 
services from operating systems. Such unneeded or unnecessary services might include 
file transfer protocol (FTP), Telnet, compilers, and software development tools, if they are 
deemed to present security vulnerabilities in a specific situation. 
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Control 
Requirement Description 

Public access 
controls 

 If a client agency’s EIS system task order provides for public access, AT&T will address 
the additional security controls needed to protect the integrity of the system and the 
confidence of the public in the system. Such controls include segregating information 
made directly accessible to the public from official agency records. Other controls AT&T 
has designed into federal government public-facing web sites include the following:  
 Some form of user identification and authentication; 
 Digital signatures to enhance authentication; 
 Access control to limit what the user can read, write, modify, or delete; 
 Controls to prevent public users from modifying information on the system; 
 CD-ROM for on-line storage of information for distribution; 
 Verify programs and information distributed to the public are virus-free; and 
 Audit trails. 

Warning banner  The Computer Fraud and Abuse Act of 1986 (Public Law 99-474) requires that a warning 
message be displayed notifying unauthorized users they have accessed a U.S. 
government computer system and unauthorized use can be punished by fines or 
imprisonment. Although some federal government systems, such as FirstGov.gov, are 
intended for unrestricted use by the general public (a situation not prevalent when Public 
Law 99-474 was enacted), all systems that input, process, or store government 
information must comply with the law.  
 Therefore, for all access to a government system, with the exception of public requests for 

site content which will include the warning message cited in Section III.8, an approved 
agency warning banner will be displayed on all servers prior to user access, as required 
by NIST guidelines. 

Audit trails  To increase individual accountability, each user must have their own account, with a 
unique login ID and password (accounts must not be shared), and all privileged user 
activities will be logged so audit data will be available for review. Where possible, 
necessary administrator access must be granted through user accounts rather than 
through root access.  
 Since each user’s security-related activities will be subject to recording and routine review 

for inappropriate activities, audit trails must be of sufficient detail to facilitate 
reconstructing events if compromise or malfunction occurs or is suspected.  
 AT&T defines that all resources to which access is controlled including applications and 

operating systems have the capability of generating security audit logs. All security 
logging mechanisms must be active from the first system initialization. These mechanisms 
include any automatic routines necessary to maintain the activity records and cleanup 
programs to ensure the integrity of the security audit/logging systems. 
 The audit logs will be secured. Access to online audit logs will be strictly controlled, 

preferably through separation of duties between system administrators who administer 
the access control function, for example, and those who administer the audit trail. AT&T 
will identify the individual(s) responsible for reviewing security activity logs and the 
frequency of their reviews. 
 Furthermore, the individuals responsible for information security will review the audit trail 

following a known system software problem, a known violation of existing requirements by 
a user, or any unexplained system or user problem. The individual(s) responsible for 
these audit-related tasks will be identified for each client agency task order. 
 Backup mechanisms and procedures exist to transport audit logs off the system prior to 

these logs being purged.  

A-2.3 Implementation of Security Controls [C.1.8.7] 
We review our systems thoroughly against security controls, such as those found in 

NIST SP 800-53, to determine which of those controls need to be implemented. This 

includes the allocation of security controls, as discussed previously in Section A-2.2, 

into system-specific, common and hybrid controls. Additionally, while assembling a 
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system’s authorization package, the AT&T Information System Security Officer (ISSO) 

determines which controls apply to the related technology, based on how the system 

and sub-systems are implemented. In some cases, certain security controls will require 

additional components or technologies to be deployed. Additionally, some security 

controls may need to reference already implemented sub-systems of other controls, and 

in some cases, certain security controls are not applicable based on how the system is 

designed and deployed.  

A-2.4 Assessment of Security Control Effectiveness [C.1.8.7] 
The effectiveness of the security controls against a deployed system can be determined 

by objectives for security control assessment within the security assessment plan 

(SAP). The SAP describes what technologies and sub-systems are to be assessed and 

from this, the actual assessment will determine if there are any vulnerabilities or 

weaknesses of a system’s technologies or sub-systems against the applicable security 

controls.  

Based on the number and types of vulnerabilities, an assessor builds a risk posture for 

the system. An AO or designated representative analyzes the risk posture to determine 

the effectiveness of the security controls for a given system. From that analysis, the AO 

or designated representative decides whether or not to grant the system the authority to 

operate. 

A-2.5 Authorization of the Information System [C.1.8.7] 
The authorization of an information system depends on several factors: 

 Security authorization package; 

 Plan of Actions and Milestones (POA&M); 

 Risk determination of the system security platform; and 

 Risk acceptance of the system security platform. 

Security Authorization Package: Our approach to assembling a security authorization 

package rests on the guidance in NIST Special Publication (SP) 800-53, Rev. 4, and 

GSA IT Security Procedural Guide 06-30, Managing Enterprise Risk. The process and 

deliverables consist of the following: 

1. Categorize the system and document the results of the security categorization in the 

system security plan (SSP); 
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2. Describe the system, including system boundary, in the SSP  

3. Register the system with appropriate organizational program/management offices 

4. Identify the common controls and document them in the SSP 

5. Select the system security controls and document them in the SSP  

6. Develop a continuous monitoring strategy for monitoring security control 

effectiveness and any proposed/actual changes to the system and its environment 

of operation 

7. Submit the system SSP to the AO for review and approval; 

8. Implement the security controls specified in the SSP; 

9. Document the security control implementation, as appropriate, in the SSP providing 

a functional description of the control implementation (including planned inputs, 

expected behavior, and expected outputs); 

10. Develop a Security Assessment Plan (SAP) and submit to the AO or their designee 

for review and approval;  

11. Assess the system security controls in accordance with the SAP;  

12. Prepare the security assessment report (SAR) to document any issues, findings, 

and recommendations from the security control assessment; 

13. Conduct initial remediation actions on security controls based on the findings and 

recommendations of the security assessment report and reassess remediated 

control(s), as appropriate; 

14. Prepare a plan of action and milestones (POA&M) based on the SAR findings and 

recommendations, excluding any remediation actions taken; and 

15. Assemble the security authorization package and submit it to the AO for 

authorization. 

The basic authorization package consists of the following deliverables: 

 SSP; 

 SAR; and 

 POA&M. 

The authorization package also includes additional documentation as follows: 

 Any applicable Interconnection Security Agreements (ISAs); 

 Control Tailoring Workbook; 
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 System Design Document (SDD); 

 NIST SP 800-53, Rev. 4, Control Summary Table; 

 Rules of Behavior (RoB); 

 System Inventory; 

 Contingency Plan (CP), Disaster Recovery Plan (DRP), and Business Impact 

Assessment (BIA); 

 Contingency Plan Test Plan (CPTP); 

 Privacy Impact Assessment (PIA);  

 Configuration Management Plan (CMP) with System Baseline Configuration and 

EIS2020 information systems configuration settings;  

 Incident Response Plan (IRP); 

 Incident Response Test Report (IRTR); 

 Continuous Monitoring Plan (CMP);  

 Vulnerability scan outputs, as appropriate; and 

 Code Review Report, as appropriate. 

POA&M: AT&T develops and maintains a system POA&M as directed by the GSA IT 

Security Procedural Guide 06-30, Plan of Action and Milestones (POA&M), and 

manages vulnerability scanning findings and reports them with the POA&M, on either a 

monthly or quarterly basis, as required by the authorizing government program office.  

This enables us to implement a compliant, orderly, approval process that yields risk and 

vulnerability statuses on an ongoing basis. 

We will develop a POA&M to document planned remedial actions to correct 

weaknesses or deficiencies from security assessments and continuous monitoring 

activities, including vulnerability scans. The POA&M captures the following elements:  

 Weaknesses/vulnerabilities; 

 Point of contact for remediation; 

 Additional resources needed to support 

remediation efforts; 

 Scheduled completion date; 

 Milestone changes; 

 Source that identified the 

weakness/vulnerability; and 

 Status. 

The AT&T system ISSO will format the POA&M, based on a template provided by the 

appropriate government organizational program/management office. To maintain 
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accuracy and to meet the government’s periodic reporting requirements the POA&M will 

be updated either monthly or quarterly as required. 

The system ISSO updates and delivers the POA&M in the specified timeframe, based 

on the findings of the security control assessments and ongoing monitoring activities 

including vulnerability scanning. We will include, in the quarterly POA&M submission, an 

action step to remediate high and medium items from scans. The scan reports contain 

details on any issues noted. The scan reports are available to the government as part of 

the quarterly POA&M submission. 

Risk Determination of the Security Platform: The determination of risk of a system or 

security platform is based on: 

1. Vulnerability, i.e., what is the severity of the risk;  

2. Impact, i.e., what would it mean to us if the vulnerability were exploited; and 

3. Threat, i.e., what is the likelihood of such an exploitation. 

After assessing each of the three risk factors and assigning them individual categories 

of: High, Medium or Low, they are then combined to obtain the overall risk assessment 

category:  

1. High  

2. Medium  

3. Low 

Risk Acceptance of the Security Platform: Either a panel or individuals within a 

government organizational program/management office will review the system security 

authorization package for security risk. Based on their review and recommendations of 

the authorization package, the government organizational program/management office 

AO determines the level of risk that the system represents and whether the risk is 

acceptable. If the AO finds the risk level to be acceptable, then the official issues the 

Authorization to Operate (ATO). 

A-2.6 Ongoing Monitoring of Security Controls and the Security State of the 
Information System [C.1.8.7] 

Ongoing monitoring of security controls and security state of the information system 

consists of the following: 
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 Continuous monitoring of the system; 

 Logical maintenance of the system components; and 

 Assessment of potential security impacts. 

Continuous Monitoring: Post authorization of a system, the AT&T ISSO assembles a 

continuous monitoring report either every month or quarterly, based on the authorizing 

government program office requirements for continuous monitoring. The report includes 

a POA&M, as discussed previously in Section A-2.5, which records any vulnerabilities 

in the system. Those vulnerabilities are assigned a risk level of high, medium or low.  

Additionally, based on the types of vulnerabilities, the ISSO may assemble a plan of 

action to mitigate any vulnerabilities that appear to be patterns over time or for 

vulnerabilities that affect common system technologies or infrastructure. 

Logical Maintenance: Our Information Technology Office (ITO) is charged with 

monitoring and maintaining the EIS systems to ensure those systems have the latest 

hardware deployed or software patches updated. The ISSO will alert ITO of hardware 

update or patch update requirements per the associated vulnerabilities in the POA&M. It 

is then up to ITO to test and implement any updates to mitigate those vulnerabilities. At 

no time during this process will AT&T publish or disclose the details of hardware or 

patch updates, or any safeguards designed or developed under a TO or otherwise 

provided by the Government, without written consent by the CO. 

Assessment of Potential Security Impacts: Relative to the POA&M, the ISSO and 

ITO will monitor the types of vulnerabilities that impact the information system and 

determine if there may be potential for future security impacts. The vulnerabilities will be 

vetted to determine any potential threats to the information system and if any physical or 

logical changes to the system boundary are warranted.  

If changes need to be made to the information system, the ISSO will request those 

changes from the system owner. When the changes are made by the system owner, the 

ISSO will then update the security authorization documentation, including the SSP, as 

to the proposed changes made or to be made to the information system. The ISSO will 

also alert the authorizing officer or designated representative of any changes made to 

the security authorization documentation for purposes of review and risk assessment. 
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Ensurance of Delivery of System Security for MTIPS [L.29.2.2; C.1.8.7; C.2.8.4.5] 
RFP Section L.29(3)(b) states that an MTIPS Risk Management Framework Plan shall 

be submitted as identified in RFP Section C.2.8.4.5, if MTIPS is offered. Further, the 

RFP Section C.2.8.4.5 points to the requirement in RFP Section C.2.8.4.5.4 which 

obligates offerors to deliver a System Security Plan (SSP). This appendix is provided 

per the requirement in the RFP Section C.2.8.4.5.2 that states, "The contractor shall 

submit a Risk Management Framework Plan describing its approach for MTIPS security 

compliance. This plan shall be submitted with the proposal in accordance with NIST SP 

800-37." The SSP will be delivered initially within 30 days of the NTP as identified in 

RFP Section F. 

To assist GSA in protecting the confidentiality of Government information and to 

maintain the availability of the system, AT&T MTIPS is implemented and operated in 

accordance with a comprehensive Risk Management Framework (RMF). This approach 

to risk management is consistent with the National Institute of Standards and 

Technology (NIST) Special Publication (SP) 800-37, Rev. 1, Guide for Applying the Risk 

Management Framework to Federal Information Systems. Our RMF is a risk-based 

approach to provide security for MTIPS under this contract, and complies with the 

applicable IT security directives, standards, and policies, such as listed in 

RFP Section C.2.8.4.5.1.  

AT&T applies the approach that risk is a measure of the extent to which an entity is 

threatened by a potential circumstance or event and a function of the adverse impacts 

that would arise if the circumstance or event occurs and the likelihood of the occurrence 

of the event.  

To manage and reduce risk to the lowest practical level, the AT&T MTIPS RMF plan 

follows the six-step NIST RMF approach that includes security categorization, security 

control selection, security control implementation, security control assessment, 

information system authorization, and security control monitoring. The AT&T MTIPS 

RMF plan follows the entire life cycle of a delivered service, beginning in the 

development phase through continuous monitoring and service decommissioning and 
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removal of Government information. The AT&T MTIPS RMF plan outlines the processes 

that are followed to implement changes to MTIPS should GSA choose to allow changes 

in the service security profile initiated either by an agency with GSA prior approval or 

due to GSA approved lifecycle updates in technology or due to evolving security 

requirements. In addition:  

 AT&T will confirm, where appropriate, the implementation of the requirements 

identified in the FAR (see Section I, 52.224-1, “Privacy Act Notification” and FAR 

52.224-2, “Privacy Act.”) 

 AT&T will cooperate in good faith in defining non-disclosure agreements that other 

third parties must sign when acting as the federal government’s agent. 

 AT&T will afford the government logical and physical access to the contractor’s 

facilities, installations, technical capabilities, operations, documentation, records, and 

databases within 72 hours of the request. 

B-1 The AT&T MTIPS Risk Management Framework Plan [C.2.8.4.5.2; C.2.8.4.5.5] 
The AT&T MTIPS RMF plan provides the following:  

 Promotes the concept of near real-time risk management through the implementation 

of robust continuous monitoring processes supporting ongoing authorization as 

applicable  

 Applies automation to provide system operations teams and AT&T senior leaders with 

the necessary information to make risk-based decisions on system operations 

 Integrates information security into the MTIPS architecture and system development 

life cycle 

 Establishes responsibility and accountability for security controls implemented in AT&T 

MTIPS infrastructure and inherited by MTIPS, such as common controls across 

shared management infrastructure 

 Provides the methodology and guidance to integrate required security controls into the 

AT&T MTIPS architecture and system development life cycle processes, providing the 

Government with MTIPS service 

 Provides comprehensive protections against threats to Confidentiality, Integrity or 

Availability. 
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As shown in Figure B-1-1, the RMF 

overlays the standard system 

development life cycle phases — 

Initiate, Design, Implement, 

Operations & Maintenance, and 

Dispose. We implement, assess, 

and monitor ongoing compliance 

with the applicable baseline security 

requirements specified in NIST SP 

800-53, Rev. 4, Security and 

Privacy Controls for Federal 

Information Systems and 

Organizations, for moderate- impact 

systems and other related GSA 

directives and guides. Our MTIPS RMF approach is based on the guidance in NIST SP 

800-37, Rev. 1, Guide for Applying the Risk Management Framework to Federal 

Information Systems and GSA IT Security Procedural Guide 06-30, Managing 

Enterprise Risk. The processes and deliverables of the AT&T MTIPS RMF Plan consist 

of the following: 

 Follows the GSA or agency Task Order (TO) for system impact categorization and 

documents the security categorization in the Service System Security Plan (SSP). 

(NIST SP 800-37, Section 3.1, RMF Step 1 — Categorize Information System) 

 Describes the MTIPS service infrastructure in the SSP, including system boundary as 

defined in NIST SP 800-37, Section 2.3, Information System Boundaries.  

 Registers the systems that support MTIPS with appropriate AT&T organizational 

program/management offices for oversight and system owner identification. 

 Identifies any common controls that are inherited from systems outside the MTIPS 

infrastructure system boundary and document them in the SSP. (NIST SP 800-37, 

Section 2.4, Security Control Allocation)  

 Verifies the security controls from the NIST 800-53, Rev. 4, baseline for a high-impact 

system and any additional controls required by GSA and/or agency provided TO 

 
Figure B-1-1. AT&T RMF Life Cycle. Properly implemented, the 
RMF synchronizes information security with system development 

and maintenance, resulting in more thorough and economical 
compliance throughout the life cycle. 
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needed to address specific information security risks and document them in the SSP 

(NIST SP 800-37, Section 3.2, RMF Step 2 — Select Security Controls) 

[Section C.2.8.4.5.2] 

 Develops a continuous monitoring strategy for monitoring security control 

effectiveness and any proposed/actual changes to the service infrastructure and its 

operating environment. The AT&T continuous monitoring strategy reflects, and is 

consistent with, the NIST SP 800-137, Information Security Continuous Monitoring for 

Federal Information Systems and Organizations and the GSA organizational 

continuous monitoring strategy and program as described in GSA IT Security 

Procedural Guide: Information Security Continuous Monitoring Strategy, CIO-IT 

Security-12-66. (NIST SP 800-37, Section 3.2, RMF Step 2 —Select Security 

Controls/Monitoring Strategy) 

 Implements the security controls specified in the SSP. (NIST SP 800-37, Section 3.3, 

RMF Step 3 — Implement Security Controls) 

 If required by an agency TO, submits an agency specific MTIPS SSP and other 

required documentation and artifacts of system that demonstrate adherence to the 

required NIST, GSA, and agency-specific security controls to the agency’s Authorizing 

Official (AO) for review and approval. 

 Documents the security controls implementation in the SSP, providing a functional 

description of how each control is or will be implemented, including planned inputs, 

expected behavior, and expected outputs. (NIST SP 800-37, Section 3.3, RMF Step 3 

— Implement Security Controls/Security Control Documentation) 

 Develops a Security Assessment Plan (SAP) for testing the service infrastructure to 

verify that the required controls specified in the approved SSP are implemented as 

described and providing the appropriate level of risk management. The SAP describes 

what technologies and sub-systems are to be assessed and from this the actual 

assessment will determine if there are any vulnerabilities or weaknesses of a system’s 

technologies or sub-systems when tested against the applicable security controls. For 

an agency specific MTIPS solution that is required to operate under an authorization 

specified in a TO, we will submit the SAP to the AO or their designee for review and 
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approval. (NIST SP 800-37, Section 3.4, RMF Step 4 — Assess Security 

Controls/Assessment Preparation) 

 Executes the SAP to assess the effectiveness of service infrastructure security 

controls. The AT&T program Information Systems Security Officer (ISSO) or for 

systems required to operate under a TO specified authorization, an agency AO or 

designated representative analyzes the SAP testing results to determine the 

effectiveness of the security controls for MTIPS. From that analysis, the ISSO, agency 

AO, or designated representative decides whether or not to grant the system the 

authority to operate. (NIST SP 800-37, Section 3.4, RMF Step 4 — Assess Security 

Controls/Security Control Assessment)  

Where applicable for service infrastructure that has an agency TO authorization 

requirement, the AT&T MTIPS RMF outlines how AT&T works with an independent 

third party assessor. The assessor can be either contracted by AT&T or an agency 

designee to perform the required testing of the service infrastructure security controls. 

 Prepares a Security Assessment Report (SAR) to document any issues, findings, and 

recommendations from the security control assessment. (NIST SP 800-37, 

Section 3.4, RMF Step 4 -— Assess Security Controls/Security Control Assessment)  

 Conducts initial remediation actions based on the findings and recommendations in 

the SAR and reassesses remediated control(s), as appropriate. (NIST SP 800-37, 

Section 3.4, RMF Step 4 — Assess Security Controls/Security Control Assessment 

Remediation) 

 Prepares a Plan of Action and Milestones (POA&M) based on the SAR findings and 

recommendations, excluding any remediation actions taken. For service infrastructure 

that is operating under an agency authorization, the Government provides final 

determination of open finding risk rating (critical/high, moderate, or low). (NIST SP 

800-37, Section 3.5, RMF Step 5 — Authorize Information System Plan of Action and 

Milestones) 

 For service infrastructure operating under an agency authorization as stated in a TO, 

the following action is provided per the AT&T MTIPS RMF plan (NIST SP 800-37, 

Section 3.5, RMF Step 5 — Authorize Information System Security Authorization 

Package): 
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­ Assembles the security authorization package and submits to the AO for 

authorization, where the level of effort is based on the NIST FIPS Pub 199 

categorization of High Impact for MTIPS. 

The basic authorization package consists of the following deliverables: 

 SSP (in accordance with NIST SP 800-18, Rev 1) with required appendices 

 SAR 

 POA&M 

If the MTIPS infrastructure inherits common controls, then we include either the 

authorization package for the common controls or a reference to the documentation. 

If any inherited common controls are provided by an external provider this information is 

included in the AO to support the authorization decision. 

Also included with the authorization package are SSP appendices and additional 

documentation as specified in the TO, per NIST and GSA guidelines 

[Section C.2.8.4.5.4, (1-15)]:  

 Applicable Interconnection Security Agreements (ISAs) 

 Control Tailoring Workbook (CTW) 

 Rules of Behavior (RoB) 

 System Inventory, as a section in the System Design Document (SDD) 

 Contingency Plan (CP), including the Disaster Recovery Plan (DRP) and Business 

Impact Assessment (BIA) 

 Contingency Plan Test Plan (CPTP) 

 Privacy Impact Assessment (PIA) 

 Configuration Management Plan (CMP) with system baseline configuration and BSS 

configuration settings 

 Incident Response Plan (IRP) 

 Incident Response Test Report (IRTR) 

 Continuous Monitoring Plan (CMP)  

 Vulnerability scan outputs, as required 

 Code Review Report, as required 

As MTIPS is an existing service with an Authorization to Operate (ATO), the system 

currently operates under RMF Plan, Step 6, Monitor Security Controls, the Continuous 
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Monitoring of Security Controls of the AT&T MTIPS service with a Continuous 

Monitoring Plan.  

The on-going security monitoring activities consist of the following: 

 Assesses the security impact of proposed or actual changes to the MTIPS 

Infrastructure and its operating environment 

 Annually assesses a subset of the MTIPS Infrastructure operational policy security 

controls consistent with the continuous monitoring plan 

 Remediates vulnerabilities based on the results of the ongoing monitoring activities 

and risk assessment, as prescribed and tracked through the POA&M 

 Maintains the SSP, SAR, and POA&M 

 Prepares and submits system security status reports per the continuous monitoring 

plan, to AT&T leadership and the agency AO if an agency needs a custom MTIPS 

service that would require an agency authorization. 

The AT&T MTIPS RMF is a comprehensive plan designed to deliver MTIPS with 

infrastructure that is designed, implemented, operated, and monitored to provide the 

Government with services that are verified secure and continuously reviewed for strict 

adherence to GSA and agency security requirements. (NIST SP 800-37, Section 3.6, 

RMF Step 6 — Monitor Security Controls) 

B-2 The AT&T MTIPS RMF Plan Management and Oversight  
[C.2.8.4.5; C.2.8.4.5.2] 

The AT&T MTIPS RMF plan is managed by the AT&T Information Assurance (IA) 

organization. The IA organization provides independent oversight of the system and 

service infrastructure development and operations organizations at AT&T. The IA 

organization’s RMF-defined functions include the following major tasks: 

(NIST SP 800-37, Section 1.2, Purpose and Applicability) 

 Selects the GSA, agency specific, and AT&T security controls that systems and 

service infrastructure supporting MTIPS follow based on the RMF plan, GSA guidance 

of risk determination, and/or agency specification. The IA organization provides 

guidance to all technical, operational, and managerial staff on how each security 

controls is be implemented. 
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 Verifies that the technical, operational, and managerial organizations document how 

the selected controls are implemented and followed. This documentation includes the 

SSP, SSP appendices, technical system descriptions, personnel suitability verification 

processes, and other artifacts used as reference to demonstrate adherence to an 

accepted system risk profile. 

 Tests and/or supports an agency’s independent assessor to perform preproduction 

testing of all technical, operational, and managerial security controls verifying 

compliance prior to providing service to the Government.  

  Reviews and verifies that all personnel supporting systems and service infrastructure 

hold the appropriate credentials and suitability to access restricted Government 

information. 

 Performs system lifecycle continuous monitoring of the technical, operational, and 

managerial security controls verifying that the system and service infrastructure is 

operated in accordance with the approved risk profile. This monitoring includes 

monthly testing and POA&M reporting of technical control implementation, verifying 

adherence to operational policies, and reviewing managerial oversight per NIST and 

GSA guidelines. The continuous monitoring performed by the IA organization verifies 

that the infrastructure is in constant compliance with all required security controls and 

reports on any identified deficiencies to senior leadership and the GSA AO using the 

POA&M as the reporting method. 

 Works together with the GSA agency AO, where service infrastructure operates under 

the GSA ATO on required reauthorization deliverables. The AT&T MTIPS RMF plan 

and the Continuous Monitoring Plan provides support for continuous compliance to 

allow for continuing authorization should GSA so choose. This is accomplished by 

providing artifacts quarterly, and during the annual assessment, that demonstrate 

verification of compliance, reducing the cost of Assessment and Authorization with an 

assessor over three years. 

 Engages in disaster recovery testing, incident response testing, and security events 

mitigation. 
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B-2.1 IA Organization Team Alignment in Support of the MTIPS RMF Plan 
[C.2.8.4.5.2] 

The IA organization is a member of the AT&T Compliance and Governance organiza-

tion in the Services Assurance division. The IA organization is independent of the direct 

reporting chain from Service Development, Service Operations management, and 

customer Program Management organizations. The IA organization is comprised of a 

director level general manager functioning as an Information System Security Manager 

(ISSM). Reporting to the ISSM are two lead ISSOs and large system ISSOs, the lead 

ISSOs have IA analysts reporting to them. The ISSM has direct access to the senior 

leadership responsible for development and operations and reports deficiency findings 

for POA&M. The ISSM reports directly to leadership in addition to system owners. 

(NIST SP 800-37, Section 2.1, Integrated Organization — Wide Risk Management) 

The ISSOs have direct working relationships with all system and service infrastructure 

owners and attend project meetings to facilitate communications, expectations, system 

status, change control, patching, planned upgrades, and incident engagement. 

Figure B-2.1-1 depicts the AT&T IA Organization. (NIST SP 800-37, Section 2.2, 

System Development Life Cycle) 

 
Figure B-2.1-1. AT&T IA Organization. Independent IA Organization Reports Directly to Senior Leadership.  

B-2.2 IA Organization Team Alignment in Support of the RMF Plan  
[C.2.8.4.5.4; C.2.8.4.5.5; C.2.8.4.5.5.1] 

The IA ISSO assigned to MTIPS has the primary oversight to execute the RMF plan for 

the system. When developing the infrastructure supporting MTIPS, the ISSO follows 

applicable NIST and OMB guidance on the selection and implementation of the security 

controls. The ISSO follows the specific guidance below for providing the implementation 
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and operation teams on the execution of specific security controls. The AT&T MTIPS 

RMF plan places the NIST SP 800-53, Rev. 4, controls, GSA and agency specific 

security controls, and AT&T corporate controls into three logical categories for tracking 

and management oversight. These categories are management controls, operational 

controls, and technical controls. Each of these categories are used to identify which 

AT&T organizations assign a resource to work with the ISSO to implement and verify 

control implementation compliance. 

The implementation of the controls, while broken down into categories of managerial, 

operational, and technical controls for a specific system to provide clear and direct 

ownership, also follow the guidance for the types of security controls provided in 

NIST SP 800-37, Section 2.4, Security Control Allocation. AT&T follows the concept of 

identifying controls as they are implemented across the organization as:  

 System-specific Controls: controls that provide a security capability for a designated 

information system 

 Common Controls: controls that provide a security capability for multiple information 

systems 

 Hybrid Controls: controls that have both system-specific and common characteristics 

AT&T follows NIST guidance to identify common or inherited controls and the senior 

management and operational resources responsible to implement and operate the 

common controls. This is accomplished in accordance to the applicable NIST SP 800-

53, Rev. 4, security control guidance and consistence with the risk profile of specific 

systems that use the common controls. (NIST SP 800-37, Section 3.0, Executing the 

Risk Management Framework Tasks) 

 Management Controls: Management controls are actions taken to manage a 

system’s development, maintenance, and use. This includes system-specific policies, 

procedures, assignment of individual roles and responsibilities, and rules of behavior. 

These controls are the overriding practices that must be followed so the systems 

operate as expected. (NIST SP 800-37, Section 3.3, RMF Step 3 — Implement 

Security Controls) 

 Operational Controls: The operational controls address security mechanisms that 

focus on methods that are primarily implemented by people, as opposed to those 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number: P01260 

Effective Date:  September, 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v B-11 

 

implemented by systems. The methods often require technical or specialized expertise 

and often rely on management activities as well as technical controls. Table B-2.2-1 

describes the types of control topics associated with operational controls. (NIST SP 

800-37, Section 3.3, RMF Step 3 — Implement Security Controls) 
Table B-2.2-1. Operational Control Topics. Operational controls consist of the following requirements. 

Control 
Requirement Description 

Personnel security  These controls provide guidance on restricting access to appropriately credentialed and 
suitable personnel. The controls also provide guidance on applying the concept of Least 
Privilege to Role Base assignments that restricts access to no more functionality than each 
person needs to execute their assigned role, as outlined in the NIST guidance. Personnel 
security also includes log audit controls to trace user activity back to each use. Finally the 
controls establishes procedures for maintaining the security of the system when personnel 
who have had access granted no longer require access.  
 The depth, breadth, and rigor of the personnel security controls required for a system vary 

depending on numerous factors, including the system’s sensitivity and, where applicable, the 
authorizing agency’s unique requirements. The following subsections represent a scenario 
that somewhat typifies the Personnel Security section of an AT&T security plan.  
 It is important to note that the AT&T MTIPS RMF plan is used as a minimum guideline and is 

a starting process that will be customized for MTIPS for which an agency contracts for 
support under EIS. Like all other security plan sections, it will be customized to reflect the 
requirements of MTIPS in a specific agency as required when specified in a TO and if 
requested changes are approved by GSA. 

Personnel security 
management 

 The AT&T MTIPS RMF Plan provides guidance on the personnel security management 
baseline to meet GSA requirements for delivering MTIPS that is implemented and operated 
in accordance with the NIST SP 800-53, Rev. 4 High Impact Baseline security controls 
operated with personnel who have been granted HSPD-12 suitability at the appropriate 
Position of Public Trust Level based on their Role, and in accordance with  
FAR Part 52.204-9.  
 AT&T will designate an individual whose role includes coordinating the aspects of the task 

order that pertain to obtaining and maintaining security clearances at the appropriate levels 
for contractor personnel. The individual’s responsibilities will include such activities as 
obtaining and maintaining security clearances, if needed, and suitability, and related 
coordination with the agency, and monitoring approvals for persons with physical access to 
sensitive facilities.  
 The AT&T security office has the experience and knowledge to manage any level of required 

personnel credentials and currently initiates/processes an average of 56 new security 
credentials per month. 

Sensitivity of 
positions 

 The sensitivity of positions that require system access will depend on the classification level 
of the system. There are expected to be two classifications of users,1) privileged 
administrative users, such as system administrators, and 2) generic users. 
 Work performed under EIS task order(s) may fall within one or more of the risk categories 

defined below. Therefore, AT&T personnel will undergo background investigations 
commensurate with the risk factor associated with the duties of each position.  
 High Risk positions have the potential for exceptionally serious impact involving duties 

especially critical to the GSA. These may include computer positions responsible for 
planning, directing, and implementing the system’s security program; directing, planning, 
and designing the system, including the hardware and software; or accessing the system 
during its operation or maintenance in a way that would enable them to cause grave 
damage or realize significant personal gain. 

 Moderate Risk positions are sensitive positions that have the potential for moderate to 
serious impact involving duties very important to the GSA. These may include computer 
positions of a lesser degree of risk than seen in High Risk positions, as defined in OMB 
Circular A-130, Appendix III.  
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Control 
Requirement Description 

 Low Risk positions are non-sensitive positions that do not fall into either of the preceding 
categories and includes those positions with potential for impact involving duties of limited 
relation to the GSA. 

Required 
background 
investigations 

 Background investigations will be conducted and favorably adjudicated, as applicable, for 
AT&T personnel before work commences. Typical minimum pre-appointment investigative 
requirements are as follows: 
 High Risk positions may require a Limited Background Investigation (LBI), which consists 

of a personal subject interview, National Agency Check (NAC), credit history check, 
written inquiries, record searches covering the preceding five years, and personal 
interviews covering specific areas during the most recent three year period.  

 Moderate Risk positions may require a National Agency Check and Inquiries (NACI), 
which consists of written inquiries and record searches covering specific areas of a 
subject’s background during the preceding five years.  

 Low Risk positions may require a Federal Bureau of Investigation (FBI) Name and 
Fingerprint check. 

Pre-Appointment 
background 
investigation 
waivers 

 AT&T will work with GSA in situations where a MTIPS staffing and support position decision 
may be unable to wait for an entire background investigation to be completed. In such cases, 
it is common for a pre-appointment background investigation waiver to be granted by the 
authorizing agency. The extent of the background investigation needed to qualify for waivers 
varies by agency, system sensitivity, and position sensitivity. Typical waiver requirements are 
as follows:  
 High Risk positions may require a successful NCIC check, vouchering of previous two 

employers, and a favorable review of forms submitted. 
 Moderate Risk positions may require a favorable NCIC check and a favorable review of 

forms submitted. 
 Low Risk positions may require a favorable NCIC check. 

Required security 
forms 

 AT&T employees holding sensitive positions supporting federal agency systems, requiring 
HSPD-12 compliance, will complete the following forms [C.2.8.4.5.5.1]:  
 Applicant Fingerprint Card (FD-258) – two sets per applicant; and 
 Questionnaire for Non-Sensitive Positions (SF-85), or Questionnaire for Public Trust 

Positions (SF-85 P). 
 AT&T currently has over 3,000 cleared personnel. All AT&T IA personnel have been granted 

Secret clearances as a minimum; many possess Top Secret clearances; and several have 
higher levels. 

Operational 
access controls 

 Access to an MTIPS system will be granted based upon the individual’s assigned 
responsibilities with each user restricted to the minimum level of access necessary to perform 
their assigned duties. When possible, assignments to support critical functions will follow the 
principal separation of duty and will be divided among different individuals. If impractical, 
variations from this requirement will be justified and documented. This division or separation 
of duties will be established and maintained through access controls. Whenever possible, 
administrator access shall be granted through user accounts rather than through root access.  
 Assignment of user privileges will follow the GSA protocols for requesting, establishing, 

issuing, and closing user accounts. With ISSO oversight, the AT&T project manager or 
designee will provide oversight for access requests and approvals. AT&T will develop 
standard access control documentation that will be used to document access requests, 
justifications, and approvals for all systems. In addition, AT&T personnel assigned to an EIS 
task order will comply with the client agency’s security policies and procedures, sign the rules 
of behavior, and follow the procedures developed for the operation and maintenance of the 
MTIPS system. 

Holding users 
responsible for 
their actions 

 Two mechanisms will be in place for holding users responsible for their system-related 
actions:  
 A Rules of Behavior (ROB) document is created specifically for MTIPS . The ROB is 

issued to all parties with physical and/or logical access to the network. Each person will 
sign a copy of the rules to acknowledge receipt and the project manager or designee will 
maintain the signed documents.  
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Control 
Requirement Description 

 The security audit capability and processes described below under Audit Trails will be 
implemented and maintained. Each system user will have their own account with a unique 
login ID and password. All security-related user activities will be logged. Each user will 
have a unique account creating an audit trail of each user’s activities. As discussed in the 
Audit Trails section designated personnel will be responsible for periodically reviewing the 
administrator activity logs to identify any suspicious activity. 

Friendly and 
unfriendly 
termination 
procedures 

 Upon termination or transfer of personnel from duties related to the contracted system 
environment, regardless if friendly or unfriendly, the ISSO has oversight for the process that 
requires the AT&T project manager or designee to request and verify that system access has 
been terminated.  
 Judgment will be exercised in deciding upon the timing of terminating access. In the case of 

unfriendly terminations, system access will be terminated immediately. If an employee is to 
be fired, system access will be removed just before or at the same time the employee is 
notified of dismissal. When an employee gives notice of resignation and is suspected that it 
may be on unfriendly terms, system access will be terminated immediately.  
 As part of the AT&T employee’s exit interview, or at an earlier time if appropriate, the 

departing employee will be briefed on their responsibilities for confidentiality and privacy with 
respect to EIS task orders or service infrastructure for MTIPS. Explicit direction will be given 
relative to what information, if any, is allowed to be disclosed.  
 At the employee’s exit interview, or at an earlier time, all tangible access tools, such as 

authentication tokens and key cards for facility doors, will be retrieved and accounted for. In 
the case of an unfriendly termination, cipher lock combinations will be changed, and keyed 
locks will be re-keyed upon the employee’s departure. 

Physical and 
environmental 
protection 

 The AT&T MTIPS RMF plan will provide the following controls for each physical site 
where system devices, media, or other resources are housed in accordance with the 
corresponding NIST guidelines: 

 Site plans detailing responses to emergencies for IT facilities. 
 Annual reviews of physical security measures. 
 Controlled physical access through the use of guards, identification badges, or entry 

devices such as key cards or biometrics. 
 Keys or other access devices required to enter these sites, including data center(s), 

computer room(s), and tape/media libraries.  
 Properly-secured keys or other entry devices that are not issued.  
 Cipher lock entry codes will be changed periodically. Frequency will be defined in the SSP 

for each system where cipher locks are used.  
 The schedule and off-schedule times at which codes are changed and the individual(s) 

responsible for ensuring that codes are changed as specified.  
 Authentication of visitors, contractors, and maintenance personnel who may access these 

sites. Authentication is done through the use of preplanned appointments and 
identification checks.  

 A procedure for signing in and escorting site visitors. A register is maintained that includes 
the names of the visitor and the person authorizing the visit, visitor’s signature, date, and 
time-in and time-out. 

 Emergency exit and re-entry procedures to ensure only authorized personnel can re-enter 
after fire drills and any other similar mass departure/re-entry of the site.  

 System cabling and other communications equipment closets are physically secured to 
prevent unauthorized access.  

 Physical access to routers, switches, telephony gateways, routers, and other sensitive 
equipment is restricted to authorized personnel.  

 All perimeter walls and firewalls extend from the structural floor to the structural ceiling.  
 Interior and exterior windows do not open into a non-secured area.  
 Environmental protection for IT systems. The means of providing the protection will be 

documented.  
 Appropriate fire suppression and prevention devices are installed and properly 

functioning.  
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Control 
Requirement Description 

 Reviews for fire ignition sources such as; failures of electronic devices or wiring, 
improperly stored materials, and the possibility of arson are performed in accordance with 
each AT&T operations facility and documented fire code procedures. 

 Cables leaving and entering the site installed with fire stops.  
 The temperature and humidity within the facility monitored and controlled to provide an 

operational environment that conforms to the manufacturer’s specifications.  
 Heating and air-conditioning systems are maintained regularly. 
 Redundant air-cooling system for the site(s) are provided. 
 Building plumbing lines are identified and documented.  
 Reviews of electric power distribution, heating plants, water, sewage, and other utilities 

are conducted.  
 Power circuits are clearly identified, dedicated, and meet equipment manufacturer’s 

amperage requirements. 
 Equipment that is grounded with American Wire Gauge (AWG) #6, meets manufacturer’s 

specifications, and complies with local electrical code. 
 Uninterruptible power supply(s) (UPS) or backup generator(s) are available to support the 

system in the event of AC power failure. The UPS or generator(s) will provide a minimum 
of one hour of power.  

 Equipment cabinet doors that remain locked. 
 Controls to mitigate effects of disasters such as floods and earthquakes.  
 Network administration terminals equipped with the following safeguards: physically 

located to minimize unauthorized access or viewing; password control and password 
aging features invoked; timed auto logoff enabled, and protection from unauthorized use.  

 A risk analysis that considers additional environmental and physical controls for facilities 
that support large-scale IT operations, such as telecommunication facilities. 

Production 
input/output 
controls 

 The production input/output controls maintain the security posture of a system’s live 
processing environment and appropriately distribute its data. These controls include help 
desk and other user support and are used for marking, handling, processing, storage, and 
disposal of input and output information and media. These controls are also used for labeling 
and distribution procedures for the input and output information and media. These controls 
include the mechanisms used to monitor installation and updates to the production 
environment. 

Marking and 
storing devices 
and media 

 AT&T protects system devices and electronic media by marking them in accordance with the 
system’s sensitivity to the highest classification level authorized (e.g., Limited Official Use). 
System devices contain external classification markings authorizing the level of information 
that can be processed. Data is not stored on electronic media that cannot be adequately 
secured against unauthorized access. 
 AT&T labels all SSP deliverables as “CONTROLLED UNCLASSIFIED (1)INFORMATION” 

(CUI) or an AT&T selected designation per document sensitivity. External 
transmission/dissemination of CUI data to or from a GSA computer will be encrypted using 
certified encryption modules in accordance with FIPS PUB 140-2, Security requirements for 
Cryptographic Modules. [C.2.8.4.5.5] 

Device and media 
disposal 

 System devices that have processed, stored, or transmitted sensitive information will not be 
released from system control until the equipment is sanitized and all stored information has 
been cleared. For sensitive information, the sanitization method will be approved by the client 
agency and documented in the customized security plan. If any system IT equipment is 
maintained under warranty contracts, the contracts will include stipulations that equipment 
removed from its hosting site will be sanitized before its removal. 
 When no longer required for system support, IT storage media to be re-utilized for unrelated 

system purposes will be overwritten with software and protected consistent with the data 
sensitivity and/or at the highest classification level at which they were previously used. If the 
system processes, stores, or transmits classified data, then classified media will be disposed 
of in accordance with measures established by the National Security Agency (NSA) and the 
required disposal procedures of the client agency.  
 Official electronic records will be properly disposed of and if appropriate archived. AT&T will 

identify any official electronic records related to the system and the approved 
disposal/archive procedures to be followed.  



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number: P01260 

Effective Date:  September, 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v B-15 

 

Control 
Requirement Description 

 The EIS MTIPS Security Manager or designee will maintain records regarding all aspects of 
the implementation of disposal actions and verify the device or media was sanitized in 
accordance with NIST guidelines. 

Monitor the 
production 
environment 

 Production, input/output controls include the mechanisms used to monitor installation and 
updates to the production environment.  
 A System Test & Evaluation (ST&E) will be developed and executed, either by AT&T or by 

the agency’s designated assessor for systems operated under an authorization as specified 
in the TO. The ST&E will validate that security requirements for contracted systems and 
service infrastructure for EIS services are satisfied. The ST&E will test controls as prescribed 
as well as compliance with secure operating system configuration requirements tested using 
one or more automated security scanning tools. As part of the ST&E the system will be 
reviewed to identify and eliminate unnecessary services, ports, and protocols. This review 
will occur on an annual basis or within six months after there is a significant change to the 
environment that alters the in-place assessed risk.  
 The system will be reviewed annually or within six months after there is a significant change 

to the environment that alters the in-place assessed risk for known vulnerabilities and 
software patches will be installed. AT&T will specify the process by which the system will be 
reviewed including schedule, tools, methods, and responsible personnel. AT&T will also 
specify procedures for identifying, downloading, testing, and applying patches, service packs, 
and hot-fixes.  
 The AT&T MTIPS RMF plan requires that the use of any copyrighted software will be 

documented. Shareware and personally-owned software/equipment will require a waiver and 
will be documented. AT&T will include procedures under which any copyrighted software will 
be used in compliance with applicable copyright laws and will be incorporated into the 
system’s life cycle management process.  
 Other system configuration requirements are as follows:  
 Laptops and mobile computing devices (including personal digital assistants [PDAs]) 

approved for processing sensitive information will not be connected to networks or 
systems unless the network or system is designed for that functionality. The devices will 
employ virus protection software and encryption technology.  

 Automatically forwarding e-mail regardless of the forwarding method employed either to 
the system or through the system if it is a network, is forbidden unless the ISSO or the 
GSA MTIPS AO grants a waiver. 

Contingency 
planning 

 Critical MTIPS configurations, government sensitive data, and information generated and 
stored at AT&T MTIPS facilities will have a NIST compliant contingency plan in place 
throughout the length of the EIS contract period to facilitate continuity of system functions in 
the event of disruption in computer operations. These contingency plans, also referred to as 
disaster recovery plans or business recovery plans, will include steps to be taken to ensure 
preparedness including near real-time mirrored back-up of all servers at off-site locations and 
plans for timely response after a disruption. This process will be applied to systems that 
support critical MTIPS services and databases. 

Continuity of 
operations plans 

 Three essential contingency planning activities will be combined to provide for plan related 
testing, training, and management approval. The plan will be tested and revised as 
necessary based on the testing. The plan will be tested using the tabletop approach. Using 
this approach, all personnel expected to implement any part of the plan will be assembled. 
Using a facilitated workshop methodology the assembled personnel will walk through multiple 
contingency scenarios validating the steps described in the plan. While the plan may require 
revision based on the testing, the individuals responsible for executing the plan will have 
been trained in their responsibilities by participating in the testing scenarios. Additionally, the 
approval of the key affected parties will be gained through the process.  
 After revisal and approval from the system ISSO, the plan will be distributed to the personnel 

responsible for executing the plan. Once implemented, the plan will be tested annually or 
within six months after a significant change to the environment that alters the in-place 
assessed risk of the affected system. 
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Control 
Requirement Description 

Backup and 
off-site storage 

 Day-to-day security operations and administration will include performing regularly scheduled 
software backups and managing backup media. Recent software and data backups will be 
essential if disaster recovery is required regardless if it is natural or intentional. Duplicate 
backup media is stored off site, in accordance with NIST guidelines, to minimize the risk of 
being damaged or destroyed with the production environment. 

Hardware and 
system software 
maintenance and 
repair 

 AT&T will develop on-site and off-site maintenance procedures. The procedures will include 
restrictions on who may perform maintenance and repair activities, guidelines and 
procedures for escorting maintenance personnel who need to work in restricted areas, and 
guidelines and procedures for securing devices or removable media that must be removed 
from the site. The capabilities to add, change, or remove system devices, dial-up 
connections, and network addresses and protocols or to remove or alter programs will be 
restricted to authorized personnel, as described in the Personnel Security and Logical 
Access Controls sections. 

Hardware and 
system software 
configuration 
management 

 A configuration management process will be in place and documented to maintain control of 
system changes and to provide a current history of system change. AT&T will prepare a 
system configuration management plan. The plan will identify the personnel responsible for 
system configuration management as well as the guidance and procedures for configuration 
management. In accordance with NIST guidelines, AT&T will address the following 
requirements:  
 Software change request forms to document requests and related approvals; 
 Review, evaluation, and approval of all documentation, hardware, software, and firmware 

change requests before changes occur; 
 Document and archive authorizations for all modifications; 
 An impact analysis to determine the effect of proposed changes on existing security 

controls, including required training needed to implement the control; 
 Procedures for testing all changes before modifying the accredited production system so 

that new information security vulnerabilities are not introduced into the operational 
environment; 

 Revise approvals, after testing and documentation, to migrate changes into the production 
environment; and 

 Emergency change procedures and the personnel authorized to approve an emergency 
change. Emergency changes will be documented and approved by management, either 
prior to the change or after the fact.  

 The configuration management plan also will specify procedures and documentation 
requirements for maintaining version control over production software and hardware, labeling 
and inventorying software, and distributing and implementing new or revised software. 

Integrity controls  Integrity controls protect the system and the data it processes, stores, and/or transmits from 
accidental or malicious alteration or destruction and provide assurance to the end user that 
the information meets expectations about its quality and that it has not been altered. 
Validation controls are tests and evaluations used to determine compliance with security 
specifications and requirements. The system security requirements and controls that fall 
within this category are described in the following sections. 

Virus control  AT&T understands anti-virus software is most effective when kept current. Therefore, the 
ISSO will verify that procedures for maintaining current anti-virus signatures are defined and 
implemented.  
 AT&T emphasizes the protection of the support systems from viruses, worms, and other 

disruptive influences to maintain data integrity and availability. In support of this effort, AT&T 
takes the following steps with individual and corporate access equipment to service providing 
systems: 
 Install the latest version of the corporate licensed anti-virus software designated by 

Network Security for AT&T use 
 Options of automated anti-virus software to maintain current protections are not disabled 

or modified 
 Run the anti-virus software on all local drives and all removable media maintained by the 

user 
 Scan all network shares owned by the user 
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Control 
Requirement Description 

 Scan all files that have been downloaded or copied from email messages or the Internet 
 Perform regular back-ups (preventing all data from being lost in case of pervasive virus or 

catastrophic attack) 
 Use only company authorized (i.e., purchased, owned, leased, or management-approved) 

software on company computers 
Message integrity  AT&T will support all Government efforts to protect the integrity of messages in transit where 

these messages are protected by encryption methods including site-to-site VPN or SSL/TLS 
VPN services. AT&T will also support the use reconciliation routines such as checksums, 
hash totals, or record counts to protect the receiver from malicious changes to a message by 
confirming a transmitted message has not been altered in transit as necessary. 

Use of mobile 
code 

 The system will be configured to prevent downloading mobile code or executable content if 
there is no requirement to do so. Downloading mobile code and executable content from a 
controlled interface between interconnected systems will be permitted only when boundary 
protection devices are appropriately configured and will be approved by the client agency. If 
mobile code or executable content is obtained via the web, the following will be applied:  
 All mobile code or executable content employed within the system will be approved by the 

ISSO or the GSA MTIPS AO. 
 A code review and quality control process for deploying mobile or executable content will 

be implemented and documented. 
Documentation  Documentation is a security control explaining how software/hardware is to be used and 

formalizes security and operational procedures specific to the system. System 
documentation includes descriptions of the hardware and software, policies, standards, 
procedures, and approvals related to the automated information system security, including 
backup and contingency plans and descriptions of user and operator procedures. Typical 
system-related documentation is listed below:  
 A system security plan; 
 System-specific rules of behavior; 
 System risk assessment report; 
 Vendor-supplied documentation of purchased hardware and software; 
 Network diagrams and documentation on setups/configuration of routers and switches; 
 Justifications and management approval to use copyrighted software, shareware, or any 

personally owned software or equipment; 
 Application documentation for any in-house applications; 
 Software and hardware testing procedures and results; 
 Standard operating procedures for equipment and system interfaces; 
 User manuals; 
 Emergency procedures; 
 Configuration management plans; 
 Emergency change procedures such as procedures for emergency changes to system 

software; 
 Log of distribution and implementation of new or revised software; 
 The system contingency plan, including backup procedures; and 
 Written agreements regarding how data is shared between interconnected systems. 

Security 
awareness and 
education 

 Security awareness is communicated to Government users via Service Introduction Packets 
and Best Practices information brochures. The EIS subscriber website will include 
information about the MTIPS security policies, practices, and procedures.  
 AT&T vendors are contractually obligated to comply with company policy as well as 

Government requirements in support of the EIS contract. AT&T MTIPS security manager 
ensures that the appropriate vendor and contractor personnel are trained on the security 
policies and procedures as required. AT&T personnel who perform specific security roles, 
such as system administrator, security administrator, and database administrator, will 
undergo additional specialized training focused on their respective role.  
 In addition, all personnel with physical and/or logical access to a client agency’s system will 

(1) receive the system rules of behavior, a copy of which will be signed and returned to the 
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Control 
Requirement Description 

designated custodian, and (2) have access to applicable client agency security procedures 
and policies. 

Incident response 
capability 

 A formal incident response capability will be available and exercised at least annually. The 
capability and supporting procedures will be documented. The capability will include the 
following:  
 Security incident monitoring and tracking procedures, including (1) how to recognize and 

handle security incidents and (2) procedures for revising the incident handling procedures 
after an incident occurs.  

 System performance monitoring procedures to be used to analyze network performance 
logs in real time to look for availability problems, including active attacks.  

 Reporting to the appropriate emergency response.  
 Receiving and responding to alerts and advisories. A process will be developed to identify 

the sources of alerts and advisories to be monitored, the personnel responsible for 
monitoring and responding to alerts and advisories, and response guidance.  

 Designating the individual(s) responsible for testing and maintaining the incident response 
capability.  

 Technical Controls: Technical controls are those executed by the computer system. 

Technical controls must be implemented to provide automated protection from 

unauthorized access or misuse, facilitate detection of security violations, and support 

security requirements for applications and data. The implementation of technical 

controls always requires significant operational considerations and must be consistent 

with the management of security within the organization. Table B-2.2-2 describes the 

types of control topics associated with operational controls. (NIST SP 800-37, 

Section 3.3, RMF Step 3 — Implement Security Controls) 
Table B-2.2-2. Technical Control Topics. Technical controls consist of the following requirements. 

Control 
Requirement Description 

Identification and 
authentication 

 This section represents a scenario that typifies the Identification and Authentication section of 
an AT&T security plan. Off-the-shelf solutions will not be used for task orders under EIS, but 
will be customized to reflect the requirements of a specific system in a specific agency.  
 The first step is to determine the method of authentication and develop procedures and 

policies to enforce this method. For instance, if passwords are used, then the procedures and 
policies would be as follows: 
 The System Administrator issues the initial password; 
 The initial password expires at the time of its first use and the password owner must 

supply a new password; 
 Passwords cannot be the same as the user ID and must have at least three of the 

following: English uppercase, English lowercase, numerics, and special characters;  
 Minimum length of eight characters permitted; 
 Passwords expire every 90 days (enforced by the system); 
 Expired passwords disallowed after 6 generations; 
 User accounts disabled after no more than three consecutive invalid attempts (must be 

reinstated by an administrator); 
 Vendor-provided default passwords disabled or changed; 
 No shared accounts, including guest and training accounts, are defined; 
 No clear text display of passwords allowed on the screen;  
 Passwords stored as a hash or with one-way encryption; 
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Control 
Requirement Description 

 System administrator passwords transmitted and stored with one-way encryption to 
prevent anyone from reading the clear-text version; 

 Passwords, IDs, or application user codes must not be entered in a file or record 
maintained in the system for the purpose of logging on automatically. 

 Depending on the system sensitivity, the agency’s requirements for strong authentication and 
other factors, the customized security plan may specify stronger authentication tools, 
methods, and procedures (such as the use of one-time passwords). 

Logical access 
control 

 Logical access controls are the protection mechanisms that limit user’s access to information 
and restrict their forms of system access to what is appropriate for them. These controls 
include policies that determine a user’s level of system access, the procedures by which 
users are authorized appropriate access, the requirements for monitoring and maintaining 
access controls, and the system’s technical features that enforce logical access controls. 

User 
authorization 

 Each user’s access to an MTIPS system contracted to AT&T will be restricted to the fewest 
privileges that the user needs to perform their assigned duties. Where practical, critical 
functions will be divided among different individuals. When not practical, any variations from 
this requirement will be documented. There will be no shared administrative user accounts. 
Each privileged user has a personal account, so that all administrative activities are 
auditable.  
 There will be a formal process for requesting, establishing, issuing, and closing user 

accounts. An access control form will be developed to document access requests, 
justifications, and approvals. Compliance with requirements for least privilege, separation of 
duties, and unique accounts will be fully documented as part of the justification provided on 
the access control form.  
 A Government-designated individual must approve access privileges. The access control 

process requires this individual review the Access Control Lists not less than twice yearly to 
ensure that accesses are current and appropriate. All inactive accounts must be deleted to 
prevent unauthorized access and permissions must be changed to reflect any changes in a 
user’s assigned duties. 

Protection from 
unauthorized 
access 

 For MTIPS and/or networks with firewall and/or IDS protection customized for that particular 
system or network, AT&T will describe the related measures to help protect the system in a 
secure enclave. 
 AT&T will identify any firewalls, IDS, and other devices installed to protect the 

system/network’s perimeter. We will also describe the configuration of those devices. 
Generally, firewalls are to be configured to exclude any traffic except that which is specifically 
allowed. Any exceptions will be justified and documented. The IDS is to be configured to 
monitor site traffic for potential misuse or policy violations and recognize patterns of misuse, 
such as suspicious or unauthorized activity. 
 Other controls to protect MTIPS from unauthorized access include secure configuration of 

system devices by removing access to unneeded and unnecessary services from operating 
systems. Such unneeded or unnecessary services might include file transfer protocol (FTP), 
Telnet, compilers, and software development tools, if they are deemed to present security 
vulnerabilities in a specific situation. 

Public access 
controls 

 If a client agency’s MTIPS task order provides for public access, AT&T will address the 
additional security controls needed to protect the integrity of the system and the confidence 
of the public in the system. Such controls include segregating information made directly 
accessible to the public from official agency records. Other controls AT&T has designed into 
Federal Government public-facing web sites include the following:  
 Some form of user identification and authentication 
 Digital signatures to enhance authentication 
 Access control to limit what the user can read, write, modify, or delete 
 Controls to prevent public users from modifying information on the system 
 CD-ROM for on-line storage of information for distribution 
 Verify programs and information distributed to the public are virus-free 
 Audit trails 
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Control 
Requirement Description 

Warning banner  The Computer Fraud and Abuse Act of 1986 (Public Law 99-474) requires that a warning 
message be displayed notifying unauthorized users they have accessed a U.S. Government 
computer system and unauthorized use can be punished by fines or imprisonment. Although 
some Federal Government systems, such as FirstGov.gov, are intended for unrestricted use 
by the general public (a situation not prevalent when Public Law 99-474 was enacted), all 
systems that input, process, or store Government information must comply with the law.  
 Therefore, for all access to a Government system, with the exception of public requests for 

site content which will include the warning message cited in Section III.8, an approved 
agency warning banner will be displayed on all servers prior to user access, as required by 
NIST guidelines. 

Audit trails  To increase individual accountability, each user must have their own account, with a unique 
login ID and password (accounts must not be shared), and all privileged user activities will be 
logged so audit data will be available for review. Where possible, necessary administrator 
access must be granted through user accounts rather than through root access.  
 Since each user’s security-related activities will be subject to recording and routine review for 

inappropriate activities, audit trails must be of sufficient detail to facilitate reconstructing 
events if compromise or malfunction occurs or is suspected.  
 AT&T defines that all resources to which access is controlled including applications and 

operating systems have the capability of generating security audit logs. All security logging 
mechanisms must be active from the first system initialization. These mechanisms include 
any automatic routines necessary to maintain the activity records and cleanup programs to 
ensure the integrity of the security audit/logging systems. 
 The audit logs will be secured. Access to online audit logs will be strictly controlled, preferably 

through separation of duties between system administrators who administer the access 
control function, for example, and those who administer the audit trail. AT&T will identify the 
individual(s) responsible for reviewing security activity logs and the frequency of their 
reviews. 
 Furthermore, the individuals responsible for information security will review the audit trail 

following a known system software problem, a known violation of existing requirements by a 
user, or any unexplained system or user problem. The individual(s) responsible for these 
audit-related tasks will be identified for each client agency task order. 
 Backup mechanisms and procedures exist to transport audit logs off the system prior to these 

logs being purged.  

B-2.3 Implementation of Security Controls [C.2.8.4.5.2] 
We review our systems thoroughly against the security controls approved by the GSA 

ISSO for MTIPS including those found in NIST SP 800-53, to determine how those 

controls need to be implemented. This includes the allocation of security controls, as 

discussed previously in Section B-2.2, into system-specific, common and hybrid 

controls. Additionally, while assembling a system’s authorization package, the AT&T 

Information System Security Officer (ISSO) verifies that the security controls are applied 

appropriately to the related technology, based on how the system and sub-systems are 

implemented. In some cases, certain security controls will require additional 

components or technologies to be deployed. Additionally, some security controls may 

need to reference already implemented sub-systems of other controls, and in some 
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cases, certain security controls are not applicable based on how the system is designed 

and deployed. 

B-2.4 Assessment of Security Control Effectiveness [C.2.8.4.5.2] 
The effectiveness of the security controls against a deployed system can be determined 

by objectives for security control assessment within the Security Assessment Plan 

(SAP). The SAP describes what technologies and sub-systems are to be assessed and 

from this, the actual assessment will determine if there are any vulnerabilities or 

weaknesses of a system’s technologies or sub-systems against the applicable security 

controls.  

Based on the number and types of vulnerabilities, an assessor builds a risk posture for 

the system. The GSA AO or designated representative analyzes the risk posture to 

determine the effectiveness of the security controls for a given system. From that 

analysis, the GSA AO or designated representative decides whether or not to grant the 

system the authority to operate. 

B-2.5 Authorization of the Information System  
[C.2.8.4.5.3; C.2.8.4.5.4(19-21, 24-27)] 

The authorization of an information system depends on several factors: 

 Security authorization package 

 Plan of Actions and Milestones (POA&M) 

 Risk determination of the system security platform 

 Risk acceptance of the system security platform 

Security Authorization Package: Our approach to assembling a security authorization 

package rests on the guidance in NIST Special Publication (SP) 800-53, Rev. 4, and 

GSA IT Security Procedural Guide 06-30, Managing Enterprise Risk. The process and 

deliverables consist of the following: 

1. Categorize the system and document the results of the security categorization in the 

system security plan (SSP) 

2. Describe the system, including system boundary, in the SSP  

3. Register the system with appropriate organizational program/management offices 

4. Identify the common controls and document them in the SSP 
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5. Select the system security controls and document them in the SSP  

6. Develop a continuous monitoring strategy for monitoring security control 

effectiveness and any proposed/actual changes to the system and its environment 

of operation 

7. Submit the system SSP to the GSA AO for review and approval 

8. Implement the security controls specified in the SSP 

9. Document the security control implementation, as appropriate, in the SSP providing 

a functional description of the control implementation (including planned inputs, 

expected behavior, and expected outputs) 

10. Develop a Security Assessment Plan (SAP) and submit to the GSA AO or their 

designee for review and approval  

11. Assess the system security controls in accordance with the SAP  

12. Prepare the security assessment report (SAR) to document any issues, findings, 

and recommendations from the security control assessment 

13. Conduct initial remediation actions on security controls based on the findings and 

recommendations of the security assessment report and reassess remediated 

control(s), as appropriate 

14. Prepare a plan of action and milestones (POA&M) based on the SAR findings and 

recommendations, excluding any remediation actions taken; and 

15. Assemble the security authorization package and submit it to the GSA AO for 

authorization. 

The basic authorization package consists of the following deliverables: 

 SSP 

 SAR 

 POA&M 

The authorization package also includes additional documentation as follows: 

 Any applicable Interconnection Security Agreements (ISAs) 

 Control Tailoring Workbook 

 System Design Document (SDD) 

 NIST SP 800-53, Rev. 4, Control Summary Table 

 Rules of Behavior (RoB) 
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 System Inventory 

 Contingency Plan (CP), Disaster Recovery Plan (DRP), and Business Impact 

Assessment (BIA) 

 Contingency Plan Test Plan (CPTP) 

 Contingency Plan Test Report (CPTR) 

 Privacy Impact Assessment (PIA) 

 Configuration Management Plan (CMP) with System Baseline Configuration and 

EIS2020 information systems configuration settings 

 Incident Response Plan (IRP) 

 Incident Response Test Report (IRTR) 

 Supply Chain Risk Management (SCRM) Plan  

 Continuous Monitoring Plan (CMP) 

 Vulnerability scan outputs, as appropriate 

 Independent penetration test outputs, as appropriate [Section c.2.8.4.5.4 (20)] 

 Code Review Report, as appropriate [Section C.2.8.4.5.4 (21) 

 Policy and Procedures documents including: [Section c.2.8.4.5.4 (27)] 

­ Access Control Policy and Procedures (NIST SP 800-53 R4: AC-1) 

­ Security Awareness and Training Policy and Procedures  

(NIST SP 800-53 R4: AT-1) 

­ Audit and Accountability Policy and Procedures (NIST SP 800-53 R4: AU-1) 

­ Security Assessment and Authorization Policies and Procedures  

(NIST SP 800-53 R4: CA-1) 

­ Configuration and Management Policy and Procedures (NIST SP 800-53 R4: CM-1) 

­ Contingency Planning Policy and Procedures (NIST SP 800-53 R4: CP-1) 

­ Identification and Authentication Policy and Procedures (NIST SP 800-53 R4: IA-1) 

­ Incident Response Policy and Procedures (NIST SP 800-53 R4: IR-1) 

­ System Maintenance Policy and Procedures (NIST SP 800-53 R4: MA-1) 

­ Media Protection Policy and Procedures (NIST SP 800-53 R4: MP-1) 

­ Physical and Environmental Policy and Procedures (NIST SP 800-53 R4: PE-1) 

­ Security Planning Policy and Procedures (NIST SP 800-53 R4: PL-1) 

­ Personnel Security Policy and Procedures (NIST SP 800-53 R4: PS-1) 
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­ Risk Assessment Policy and Procedures (NISTSP 800-53 R4: RA-1) 

­ Systems and Services Acquisition Policy and Procedures  

(NIST SP 800-53 R4: SA-1) 

­ System and Communication Protection Policy and Procedures  

(NIST SP 800-53 R4: SC-1) 

­ System and Information Integrity Policy and Procedures (NIST SP 800-53 R4: SI-1) 

POA&M [C.2.8.4.5.4 (19)]: AT&T develops and maintains a system POA&M as directed 

by the GSA IT Security Procedural Guide 06-30, Plan of Action and Milestones 

(POA&M), and manages vulnerability scanning findings monthly and reports them with 

the POA&M quarterly, as required by the authorizing government program office.  

This enables us to implement a compliant, orderly, approval process that yields risk and 

vulnerability statuses on an ongoing basis. 

We develop the POA&M to document planned remedial actions to correct weaknesses 

or deficiencies from security assessments and continuous monitoring activities, 

including vulnerability scans. The POA&M captures the following elements:  

 Weaknesses/vulnerabilities 

 Point of contact for remediation 

 Additional resources needed to support 

remediation efforts 

 Scheduled completion date 

 Milestone changes 

 Source that identified the 

weakness/vulnerability 

 Status 

The AT&T system ISSO formats the POA&M, based on a template provided by the 

appropriate government organizational program/management office. To maintain 

accuracy and to meet the Government’s periodic reporting requirements the POA&M is 

updated monthly. 

The system ISSO updates and delivers the POA&M in the specified timeframe, based 

on the findings of the security control assessments and ongoing monitoring activities 

including vulnerability scanning. We include, in the quarterly POA&M submission, an 

action step to remediate high and medium items from scans and follow the GSA 

remediation timetable of 30 days to remediate high risk vulnerabilities and 90 days to 

remediate medium risk vulnerabilities [C.2.8.4.5.4 (24)]. The scan reports contain details 
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on any issues noted. The scan reports are available to the Government as part of the 

quarterly POA&M submission. 

Risk Determination of the Security Platform: The determination of risk of a system or 

security platform is based on: 

1. Vulnerability, i.e., what is the severity of the risk 

2. Impact, i.e., what would it mean to us if the vulnerability were exploited 

3. Threat, i.e., what is the likelihood of such an exploitation 

After assessing each of the three risk factors and assigning them individual categories 

of: High, Medium or Low, they are then combined to obtain the overall risk assessment 

category:  

1. High  

2. Medium  

3. Low 

Risk Acceptance of the Security Platform: Either a panel or individuals within the 

GSA MTIPS organizational program/management office will review the system security 

authorization package for security risk. Based on their review and recommendations of 

the authorization package, the GSA MTIPS organizational program/management office 

AO determines the level of risk that the system represents and whether the risk is 

acceptable. If the GSA AO finds the risk level to be acceptable, then the official issues 

the Authorization to Operate (ATO). 

Our MTIPS service currently holds an ATO granted by GSA. MTIPS follows the GSA 

guidance for a new security Accreditation and Authorization (A&A) to be performed on 

the system at least every three years or when there is a significant change to MTIPS 

that impacts the system’s security posture, as well as an annual assessment in 

accordance with guidance from GSA. Additionally, all NIST SP 800-53 controls are 

tested and assessed every three years pursuant to maintaining the MTIPS ATO. 

[C.2.8.4.5.3; C.2.8.4.5.4 (25); C.2.8.4.5.4 (26)] 



 
GSA FAS Office of Information Technology Category 
Enterprise Infrastructure Solutions (EIS), Volume 1 — Technical  

Contract Number: GS00Q17NSD3000 
Modification Number: P01260 

Effective Date:  September, 2022 
 

Use or disclosure of data contained on this page is subject to the 
restriction on the title page of this document. 

Submission Number: AT04600.03a 
Electronic File Name: ATT_Vol_1. Technical_1 of 1_v B-26 

 

B-2.6 Ongoing Monitoring of Security Controls and the Security State of the 
Information System [C.2.8.4.5.4; C.2.8.4.5.5] 

Ongoing monitoring of security controls and security state of the information system 

consists of the following: 

 Continuous monitoring of the system 

 Logical maintenance of the system components 

 Assessment of potential security impacts 

Continuous Monitoring [C.2.8.4.5.4]: Post authorization of a system, the AT&T ISSO 

assembles a continuous monitoring report either every month or quarterly, based on the 

authorizing Government program office requirements for continuous monitoring, 

including any updates to relevant federal laws, directives, and policies. The report 

includes a POA&M, as discussed previously in Section B-2.5, which records any 

vulnerabilities in the system. Those vulnerabilities are assigned a risk level of high, 

medium or low.  

Additionally, based on the types of vulnerabilities, the ISSO may assemble a plan of 

action to mitigate any vulnerabilities that appear to be patterns over time or for 

vulnerabilities that affect common system technologies or infrastructure. 

Included in continuous monitoring are vulnerability scans that are performed on a 

monthly basis. [C.2.8.4.5.5 (2-3)] The scans are normally performed by the system 

owner but can also be carried out by a Government designee. In this case, AT&T will 

afford the Government designee logical and physical access to the systems and 

documentation that support MTIPS. For automated vulnerability scans, the Government 

can apply the following methods: 

 Authenticated and unauthenticated operating system/network vulnerability scans 

 Authenticated and unauthenticated web application vulnerability scans 

 Authenticated and unauthenticated database application vulnerability scans 

 Internal and external penetration testing 

Additionally, automated scans can be performed by Government personnel or 

designees, using Government equipment and specified tools. However, the 

Government, at their discretion, can accept AT&T performed vulnerability scans and 

penetration tests in lieu of Government performed scans and tests. 
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Logical Maintenance: Our Information Technology Office (ITO) is charged with 

monitoring and maintaining the MTIPS systems to ensure those systems have the latest 

hardware deployed or software patches updated. The ISSO will alert ITO of hardware 

update or patch update requirements per the associated vulnerabilities in the POA&M. It 

is then up to ITO to test and implement any updates to mitigate those vulnerabilities.  

At no time during this process will AT&T publish or disclose the details of hardware or 

patch updates, or any safeguards designed or developed under a TO or otherwise 

provided by the Government, without written consent by the CO. 

Assessment of Potential Security Impacts: Relative to the POA&M, the ISSO and 

ITO will monitor the types of vulnerabilities that impact the information system and 

determine if there may be potential for future security impacts. The vulnerabilities will be 

vetted to determine any potential threats to the information system and if any physical or 

logical changes to the system boundary are warranted.  

If changes need to be made to the information system, the ISSO will request those 

changes from the system owner. When the changes are made by the system owner, the 

ISSO will then update the security authorization documentation, including the SSP, as 

to the proposed changes made or to be made to the information system. The ISSO will 

also alert the authorizing officer or designated representative of any changes made to 

the security authorization documentation for purposes of review and risk assessment. 
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C-1 
 

C-1 Assumptions and Conditions [L.9] 
In support of our proposal response, AT&T offers the following assumptions and/or 

conditions as listed and discussed in Table C-1-1. As required, this list identifies the 

area of the RFP affected by the assumption and/or condition, and details and 

documents our proposed resolution, as well as providing the area of the proposal 

affected. In response to RFP Section L.8 Exceptions, AT&T takes no exceptions or 

deviations from the government’s requirements, clauses, provisions or terms and 

conditions of the RFP. 
Table C-1-1. Volume 1 Assumptions and Conditions. Technical Assumptions and Conditions are provided in order 
to support GSA’s proposal evaluation process. 

# Assumption or 
Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

1. We assume the 
government will 
purchase equipment 
and equipment 
maintenance as SRE, 
or equipment and 
maintenance will be 
government-provided. 
AT&T will provide 
agencies the option to 
purchase maintenance 
and repair for GFP if 
GFP is not maintained 
under a SRE monthly 
maintenance charge. 

2.1.3.1.2.4 
Technical 
Capabilities 

C.2.8.1.1.4 
Managed 
Network 
Services 

Managed Network Service 
provides the management 
of the customer equipment. 
AT&T will provide and 
maintain the equipment 
upon request by the 
government. Or the 
government may furnish 
equipment that will be 
managed by AT&T. The 
government will maintain or 
request that AT&T maintain 
government furnished 
equipment. 

AT&T will apply the SRE 
service to provide and 
maintain equipment for the 
government. AT&T will use 
SRE service to maintain 
government furnished 
equipment when requested by 
the government. AT&T 
maintains the right to reject 
government furnished 
equipment if it does not meet 
the AT&T minimum technical 
requirements or is scheduled 
to be discontinued. 

2. We assume that the 
correct name of the 
service within the 
“Colocated Hosting 
Service” service area is 
“Colocated Hosting 
Service” and not “Data 
Center Service”. 

2.2.4.1 Data 
Center 
Service/ 
Colocated 
Hosting 
Service 

C.1.8.1 
Organization 
of EIS 
Services 
and C.2.4 
Colocated 
Hosting 
Service 

RFP Section C.1.8.1 in the 
table of service areas and 
services identifies Data 
Center Service as the only 
service within the 
Colocated Hosting Service. 
However, the service 
described at RFP Section 
C.2.4 is titled Colocated 
Hosting Service and the 
term Data Center Service is 
not used. We have titled 
our proposal section to 
include both service names, 
and use the abbreviation 
CHS as GSA uses this term 
consistently throughout 
RFP Section C.2.4. 

We define the service title 
used by AT&T in our proposal, 
and a possible equivalent title 
used by GSA, such that GSA 
recognizes that our response 
to Colocated Hosting Service 
also applies to Data Center 
Service if the latter service 
name is used by GSA when 
searching or examining our 
proposal. Our related proposal 
paragraph and table titles 
include both terms for clarity 
(i.e., “Data Center 
Service/Colocated Hosting 
Service” and/or “DCS/CHS”).  

3. AT&T will support GSA 
in maintaining the risk 
assessment for MTIPS 

Volume 1 L.11 RFP Section L.11 states: 
“All offers/bids submitted in 
response to this solicitation 
must address the approach 
for completing the security 

AT&T will support GSA in 
maintaining the risk 
assessment for MTIPS. 
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C-2 
 

# Assumption or 
Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

plan and certification and 
security authorization 
requirements as required 
by the clause at 552.239-
71, Security Requirements 
for Unclassified Information 
Technology Resources.” 
AT&T assumes that GSA 
will maintain the risk 
assessment against MTIPS. 
However, the risk 
assessment of other 
services or platforms will be 
maintained by the individual 
Agency at the Task Order 
level. 

4. RFP Section C.2.1.2.4 
Ethernet Performance 
Metric Grade of 
Service - Failover Time 
metric requires end-
point monitoring to 
capture failover events 
in the Ethernet 
network.  

2.1.1.2.2.7 
Performance 
Metrics 

C.2.1.2.4 
Performance 
Metrics 

RFP Section C.2.1.2.4 
Performance Metrics for 
Ethernet Services defines 
Grade of Service - Failover 
Time as a performance 
metric that must be 
measured for SLA reporting 
and verification testing. 
Within the network there 
are layers of resiliency 
comprised of redundant 
network nodes and diverse 
circuits. Additionally, the 
Ethernet bridging protocol 
provides dynamic 
restoration based upon 
current network traffic 
conditions. End-to-End 
measurement is require to 
capture failover data for the 
Agency’s Ethernet services. 

Agencies may be required to 
procure end-point monitoring 
equipment and performance 
monitoring system as SREs. 
The performance monitoring 
system may require Managed 
Network Services to maintain 
and support the performance 
monitoring system so that it 
captures restoration data at all 
the key locations as defined by 
the Agency, and it will 
generate monthly Failover 
Time restoration reports. 

5. RFP Section C.2.1.3.4 
Optical Wavelength 
Service Performance 
Metric Grade of 
Service - Failover Time 
requires end-point 
monitoring to capture 
failover events in the 
Optical Wavelength 
network.  

2.2.1.1.2.7 
Performance 
Metrics 

C.2.1.3.4 
Performance 
Metrics 

RFP Section C.2.1.2.4 
Performance Metrics for 
Optical Wavelength 
Services defines Grade of 
Service - Failover Time as a 
performance metric that 
must be measured for SLA 
reporting and verification 
testing. Within the network 
there are layers of 
resiliency comprised of 
redundant network nodes 
and diverse circuits. End-to-
End measurement is 
require to capture failover 
data for the Agency’s 
Ethernet services. 

Agencies may be required to 
procure end-point monitoring 
equipment and performance 
monitoring system as SREs. 
The performance monitoring 
system may require Managed 
Network Services to maintain 
and support the performance 
monitoring system so that it 
captures restoration data at all 
the key locations as defined by 
the Agency, and it will 
generate monthly Failover 
Time restoration reports. 

6. RFP Section 
C.2.5.4.4.1 Service 
Performance Metric 
Time to Refresh 

2.2.5.4.2.7 C.2.5.4.4.1 RFP Section C.2.5.4.4.1 
Performance Metrics for 
Content Delivery Network 
Services (CDNS) defines 

Measure Time to Refresh 
against 95% of the CDNS 
network nodes. Historical data 
shows that on average 95% of 
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# Assumption or 
Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

Content will be applied 
to 95% of the Content 
Delivery Network 
nodes.  

Grade of Service – Time to 
Refresh as a performance 
metric that must be 
achieved within 5 minutes. 
The CDNS network has 
20,000+ nodes dispersed 
throughout the world, some 
are in very remote 
locations, so it is difficult to 
update every node with 
refreshed content within 5 
minutes.  

the CDNS nodes are updated 
within 5 minutes. The 
remaining 5% are updated 
usually within 5-10 minutes but 
may vary depending upon how 
quickly refreshed content is 
demanded. 

7. RFP Section C.2.8.7.4 
Service Performance 
Metric Grade of 
Service – Operator 
Assisted Response 
Delay specifies 30 
seconds for an 
operator to respond to 
a request.  

2.2.8.1.2.7 C.2.8.7.4 RFP Section C.2.8.7.4 
Performance Metrics for 
Audio Conferencing Service 
(ACS) defines Grade of 
Service – Operator 
Response as a 
performance metric that 
must be achieved within 30 
seconds. There are multiple 
paths for a ACS subscriber 
to reach the operator for 
assistance. To provide 
consistent performance 
measurement, a single path 
to access the operator is 
selected and measured.  

The Operator Assisted 
Response Delay will be 
measured against subscribers 
who contact the operator using 
the designated toll free 8xx 
number. This will provide a 
consistent method to measure 
Operator Assisted Response 
each month.  

8. Performance Metrics 
for mandatory and 
optional services may 
require equipment at 
the customer premise 
to capture and 
measure performance 
data.  

Section 2.1.1 
through 2.1.4 
and 2.2.1 
through 2.2.8 

C.2.1 through 
C.2.8 

When performance data 
must be captured at the 
government premise to 
generate performance 
metrics, premise equipment 
that captures performance 
data and a performance 
reporting system that 
aggregates and correlates 
performance data must be 
provided or procured by the 
government.  

When provided by AT&T, the 
performance collection and 
reporting equipment and 
software may be procured as 
SRE. Managed Network 
Services may be required to 
maintain and support the 
performance monitoring 
system so that it captures 
performance data at all the key 
locations as defined by the 
Agency, and it will generate 
monthly performance and SLA 
reports. 

9. RFP Section 
C.2.8.6.4.1 Service 
Performance Metric 
Telephone Incident 
Response Time 
specifies a response 
within 1 hour of the 
notification for a low 
category item, and 
within 15 minutes of 
notification for a high 
category item.  

2.2.8.5.2.7 C.2.8.6.4.1 RFP Section C.2.8.6.4.1 
(note 3) defines Telephone 
Incident Response time as 
the value that represents 
the elapsed time between 
the agency’s notification to 
the contractor, and the 
contractor’s implementation 
of response procedures.  

The trouble ticket system will 
be applied to track the 
response time. The point in 
time when an agency opens a 
ticket against MMS via the 
telephone constitutes the 
agency’s notification to the 
contractor. The point in time 
when AT&T initiates or begins 
the response procedure as 
documented in the ticket 
constitutes the contractor’s 
implementation of response 
procedures. 
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# Assumption or 
Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

10. AT&T assumes that 
the obligation in 
regarding E-Discovery 
for Cloud-Based 
Services applies to 
documents regarding 
cloud infrastructure. 

2.2.5.1.2.4 H.33. Cloud providers typically do 
not have access to the 
information, content, 
documents, etc. which a 
customer accesses and/or 
stores when using a cloud 
service. Customers’ data is 
not under a cloud provider’s 
control. To the extent there 
are requests for customer 
data, we respectfully submit 
that the customer has the 
ability to access those 
documents.  For access to 
PaaS data centers, external 
auditors conduct periodic 
reviews of the Amazon Web 
Services (AWS) security 
practices against various 
standards, such as 
SSAE16/ISAE3402, 
SysTrust, and Payment 
Card Industry (PCI) Data 
Security Standard (DSS). 
Additional information about 
external audits and 
certifications relevant to the 
Services is available from 
Customer’s AT&T account 
team upon request. AT&T 
will provide Service 
Organization Control (SOC) 
audit reports to Customer 
for any audits of the 
Services against the 
SSAE16/ ISAE3402 
standards that AT&T 
undertakes as part of its 
general business 
operations. AT&T shall 
provide these reports to 
Customer upon request. 
Such reports are 
Confidential Information 
and will be subject to 
restrictions on use and 
disclosure. 

AT&T will cooperate to assist 
GSA CO or OCO with 
E-Discovery requests. 
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# Assumption or 
Condition 

Area of the 
Proposal 
Affected 

Area of the 
RFP 

Affected 
Discussion Resolution 

11. AT&T assumes that 
A&A must be complete 
within 12 months of 
contract award, in 
accordance with 
Section G.5.6.4 of the 
solicitation.  AT&T will 
provide IT Security 
Authorization to the 
GSA Contracting 
Officer within six 
months of contract 
award in accordance 
with Section I.12 of the 
solicitation for services 
that have received 
such authorization 
under other contracts. 

Appendix A Section 
G.5.6.4 
Section I.12 

AT&T would like to clarify 
the timeframes for the 
completion of A&A. 

AT&T will comply with 
Sections I.12 and G.5.6.4 as 
detailed in the stated 
assumption. 
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