
C U S T O M E R  S T O R I E S

Smart 
    Base Pilot Program

About Maxwell Air Force Base

Maxwell Air Force Base is a United States Air Force installation 

in Montgomery, Alabama. It was the original home of the 

Wright Flying School, where the Wright brothers established 

the first civilian aviation academy in 1910. The base today 

is home to Air University, the intellectual and leadership 

center of the Air Force; the Mitchell Institute, an independent, 

nonpartisan policy research institute; the 908th Airlift Wing; 

the Business and Enterprise Systems Directorate; and more 

than 30 tenant units. 

Situation

Maxwell Air Force Base and Gunter Annex encompass more 

than 4,100 acres with nearly 50 miles of road. Securing a 

location this vast is complicated by the added challenge that 

one of its borders – the meandering Alabama River –  

is virtually an open perimeter. Base officials wanted a better 

way to protect against security breaches along all borders. 

 • Business Needs - Better ways to prevent 

perimeter breaches at a military base 

 • Network Solution - Smart technology and 

advanced messaging services deliver real-

time information to base security forces  

 • Business Value - Actionable intelligence 

supports speedy and appropriate response, 

enhancing base security

 • Industry Focus - U.S. Military

 • Size - More than 10,000 active duty, reserve, 

civilian and contractor personnel

          Customer Stories:
          Maxwell Air Force Base 

IoT solutions for military installations
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Solution

AT&T worked with Maxwell Air Force Base officials to 

enhance base operations by leveraging the power of 

the Internet of Things (IoT). Integrating human and 

machine data has helped streamline processes and 

improve security, freeing base personnel to focus 

on their mission of education and national defense 

objectives. Deploying infrared perimeter fencing, 

video monitoring capabilities and group messaging 

over its highly secure network, AT&T has centralized 

security operations to a common operating portal 

that delivers real-time information to military officials.  

A military installation of the future

On any given day about 10,000 active duty, reserve, 

civilian and contractor personnel are living and 

working on Maxwell Air Force Base in Montgomery, 

Alabama. Although it’s a military installation, Maxwell 

operates very much like a small city. The base has 

restaurants and dining halls, an elementary school 

and child development center, parks and swimming 

pools, barber and beauty shops, and fitness and 

youth centers that host activities throughout the 

year; there’s also a medical clinic, post office and 

base exchange/commissary for shopping. 

The base has the same headaches that most towns 

experience. Base personnel need to maintain the 

public utilities, make sure that trash is collected and 

street lights come on and go off at the right time, 

and respond to emergencies at a moment’s notice. 

Maxwell differs significantly from a municipality in 

one aspect: it’s a closed base. That doesn’t mean 

it’s like a gated community. Rather, it’s a secure 

military facility with access granted only to those 

with authorization. People without a military I.D. card 

must be employed on base as civilians and have the 

appropriate identification, or be sponsored on by 

someone who lives or works on the base. 

And unlike most other military bases, Maxwell’s 

primary purpose is education: it hosts a steady 

stream of dignitaries and senior-level personnel. 

Although it’s an Air Force base, it has only one 

runway. One of Maxwell’s tenants is Air University, 
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the U.S. Air Force’s primary center for professional 

military education. Air University provides executive 

training to military officers and non-commissioned 

officers who attend at multiple stages in their 

careers to learn about everything from the global 

economy and the war on terror to managing people. 

Defending its borders

Military installations employ multiple layers of 

security to protect and defend the base. Base 

commanders are responsible for the safety of 

the property, personnel and information under 

their command. From the armed guards at the 

gatehouse to video surveillance, to sophisticated 

technology like facial recognition systems and cyber 

security measures, base patrol and IT resources are 

continually monitoring and responding to threats. 

Maxwell AFB has the added challenge of a virtually 

open perimeter – the Alabama River – as one of 

its borders. It’s not unusual for locals exploring the 

rough terrain of the river bank on the weekends 

to roll up onto the base in their monster trucks, 

creating a security breach.  

With so many assets to protect, the base 

commander at Maxwell understood that smart 

security solutions could enhance security and allow 

him to allocate resources more efficiently.  “Military 

Bases function as small cities,” said Colonel Don 

Lewis, 42nd Mission Support Group Commander, 

Maxwell Air Force Base.  “And we face a lot of the 

same challenges municipalities face.  We’re excited 

about opportunities to explore ways to enhance 

our operations, conserve limited resources, and 

stimulate new ideas to more creatively execute our 

missions through the power of IoT and network 

connected sensors.”

New ways to secure the perimeter

Always at the forefront of technology, AT&T has been 

a leader in using IoT to help cities and other entities 

better manage existing resources, deal with aging 

infrastructure and provide a better standard of living 

for residents. It applied its deep experience and IoT 

expertise to introduce some of those same solutions 

in a “smart base” pilot program at Maxwell AFB.

The project began after AT&T approached the Air 

Force CIO to talk about the benefits of an IoT-

connected smart base. The CIO quickly understood 

all the ways smart solutions could help base 

commanders better manage their environments 

and gave the go-ahead for the AT&T team to 

contact the base commander at Maxwell AFB. 

The Air Force saw the Alabama base as the right 

location for a pilot project since the operational 

tempo at Maxwell is not as fast-paced as it is at 

more traditional bases. Maxwell is essentially a place 

of higher learning and home to scholars and senior 
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military personnel who are involved with the Mitchell 

Institute – an independent research facility at 

Maxwell that examines the Air Force’s organizational 

and operational concepts – constantly asking 

whether there is a better way to meet desired 

goals. It is not surprising that this forward-thinking 

intellectual community was interested in testing the 

benefits of smart solutions. 

The AT&T Global Public Sector Solutions team 

offered the base commander a choice of more than 

20 smart base solutions, including those that would 

improve transportation, lighting and sustainability. 

The commander saw security as the base’s most 

pressing need.  Monitoring the banks of the Alabama 

River created a tremendous strain on human 

resources, since every time a breach was detected, 

base patrol was deployed to investigate.  

Connectivity is key

Once the commander targeted the river bank as 

the starting point, the AT&T team went to work 

to deliver a custom solution. The first step was 

installing a wireless perimeter fence equipped with 

sensors that transmit an infrared beam. When the 

beam is broken it sends a signal that the perimeter 

has been breached. 

Simply sending a signal doesn’t make the system 

smart, though. Evaluating the breach and deciding 

how to respond is what makes the system smart – 

and valuable. Someone has to see what interrupted 

the beams and take appropriate action. The video 

cameras that transmit a constant feed wirelessly 

to the base command center enable the security 

team to see what triggers any alert – a deer or other 

wildlife, flying debris or an actual threat that requires 

security personnel to respond. 

Another important aspect of the solution is the AT&T 

Business Messaging Tool Kit, which enables Maxwell 

personnel to communicate securely via group 

messaging.  This streamlined communications system 

equips all security personnel with tablet computers 

that allow them to see what’s going on in real time. 

A common operating portal ties these elements 

together, enabling the officer sitting at a dashboard 

to assess any situation and respond in real time. 

“Stimulate new ideas to more 
creatively execute our missions 
through the power of IoT and 
network connected sensors.’”

Colonel Don Lewis

42nd Mission Support Group Commander 
Maxwell Air Force Base
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Connectivity is key to making the smart base work. 

While there are many IoT solutions in the marketplace, 

connectivity is often the missing puzzle piece. There 

is no power along the river bank on the base, but 

AT&T uses SIM chip technology to transmit the 

camera feed wirelessly over its secure LTE network. 

Working toward a fully operational 
smart base 

Today security at Maxwell AFB is controlled via 

a common operating portal in the base defense 

operations center. One person sitting at a dashboard 

has the power to control the security operations of 

the entire base. The operator receives the signal that 

the perimeter has been breached, looks at the video 

feed, and sends a text message to security patrol. 

The nearest officer responds.  

The solution makes much better use of base security 

forces, since they no longer have to respond to false 

alarms. Since the implementation of AT&T smart 

base technology Maxwell AFB has already reduced 

its deployed manpower at the perimeter by 25-30 

percent. First responders on base also benefit from 

seeing the whole picture in real time. Increased 

situational awareness and real-time response are 

critical to the security environment.  

Maxwell will continue to work with AT&T to improve 

its base operations and infrastructure with IoT 

technology.  The base is collecting data in the hope 

of improving efficiency in other areas and exploring 

other ways that smart solutions can help. A fully 

operational smart base would include smart sensor 

perimeters, infrastructure and utility monitoring, 

video surveillance, base alert messaging, facial 

recognition and kiosk locations with up-to date 

information for visitors and base residents. With 

175 Air Force installations and thousands of military 

bases around the world, it’s easy to see how IoT-

powered smart base solutions have the potential 

to transform operations and create value for the 

nation’s military bases.    
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