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and AT&T Business Fiber

Built-in, proactive threat protection for seamless security

and connectivity

Dynamic Defense features

- Proactive threat detection
and blocking

- Expert technical support

- Easy to deploy with no extra
equipment required

- User-friendly dashboard for
real-time visibility into threats
and network performance

- Multiple security tools
consolidated into one

Dynamic Defense benefits

- Stops threats before they reach
your network, helping to safeguard
data and operations

- Preserves network speed and

performance by minimizing security-

related slowdowns

- Simplifies security management,
freeing up your team to focus on
your business

- Builds customer trust with reliable,
always-on security

- Scales easily to complement existing

IT workflows and security layers

Stop threats before they hit your business

Built-in protection

Get AT&T Dynamic Defense with AT&T Business Fiber, your first line of defense
against cyber threats. It embeds security into your fiber connectivity to help
detect and block malicious traffic at the network’s edge—before it reaches
your business. This proactive approach keeps your network data and
operations safe while maintaining high performance.

Simplified security

AT&T Dynamic Defense combines multiple security features into a single,
integrated solution. It eliminates the need for extra hardware and
streamlines your security infrastructure. Dynamic Defense adapts to your
needs and delivers enterprise-grade protection without complexity.

Optimized performance

With AT&T Dynamic Defense on AT&T Business Fiber, you get uploads and
downloads at the same speeds, ranging from 300 Mbps to 5 Gbps. By blocking
threats before they reach your network, Dynamic Defense preserves your
bandwidth while fiber delivers a faster, more reliable experience for both
employees and customers.
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AT&T Dynamic Defense and AT&T Business Fiber deploys easily and
complements your existing network and IT workflows. Its user-friendly
dashboard provides real-time insights into threat protection and
network performance, helping you make informed decisions.

The AT&T global network processes more than 900 petabytes on an average
business day, providing unique insight into emerging threats. Dynamic
Defense continuously adapts to a changing risk landscape.

With AT&T Dynamic Defense you can:

- Customize security policies to filter traffic by geographic location,
web address, or to manage application access

- Use comprehensive reports and logs to analyze network traffic
- Use version control to quickly restore security settings
- Block malware and unauthorized access to preserve bandwidth

- Comply with regulatory requirements

With AT&T Dynamic Defense and AT&T Business Fiber, you gain fast, secure,
and reliable high-performance connectivity—a network that helps your
business grow, adapt, and stay ahead as your needs change.
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AT&T Dynamic Defense on AT&T Business Fiber: Plans for every business

AT&T DynamiC Defense® Standard Advanced Premium

AT&T Dynamic Defense shield
Dynamic blocking of malicious IP addresses with limited blocklist \/ \/ v
exceptions included

Threat Domain Name Sysfcem (DNS) protection and .rgporting
. i Intercepts all DNS queries and blocks against known malicious \/
intelligence domains and threat signatures/fingerprints

Enhanced AT&T Dynamic Defense shield

Dynamic blocking of malicious IP addresses with expanded blocklist

exceptions included

Stateful firewall

Monitor and detect states of all network traffic and defend

based on patterns and flows

Geo IP filtering

IP address blocking from specific geographical locations

Web filtering

Block sites based on web and URL categories

NextGen Basic threat protection
firewall Detect, alert, and act against intrusions

Reporting and logging
Predefined reports provide critical insights into the network’s
health and security

Application control
Quickly create fine-grained policies based on applications

Version control
Saves multiple versions of policy configurations to improve risk
management and easily perform audits
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Virus protection
Protect against viruses, worms, and trojans

Premium threat Spyware protection
. Prevent unauthorized access to sensitive data
protectlon

Vulnerability protection
Stops attempts to exploit system flaws or gain unauthorized
access to systems
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